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ISD - Organization

Lecture Notes

Thursday

Short recap on codes
Motivation: code-based crypto
Set up the problem and assumptions

The first ISD: Prange

Slides

Exercises

Friday

The usual solver: Stern
How to compare algorithms
More fancy algorithms

Open problems
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ISD

Coding Theory

F"

Code C ¢ IFZ linear subspace

Generator matrix G € Flgxn C

=(G)
Codewords c€ C ¢=mG

Parity-check matrix H € Fg_kxn C= ker(HT)
Syndrome s = zH'

Hamming weight wt(z) = |[{i | z; # 0}]

Minimum distance d(C) = min{wt(c) | 0 # c € C}

Violetta Weger

2/38



ISD - Coding Theory
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Information set: I C {1,...,n}, |I| = k = dim(C) with |C]|
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ISD - Coding Theory

F"

Information set: I C {1,...,n}, |I| = k = dim(C) with |C]|

Code C ¢ IFZ linear subspace

Generator matrix G € Flgxn C

=(G)
Codewords c€ C ¢=mG

Parity-check matrix H € Fg_kxn C= ker(HT)
Syndrome s = zH'

Hamming weight wt(z) = |[{i | z; # 0}]

Minimum distance d(C) = min{wt(c) | 0 # c € C}

=|C|

Systematic form UGP =(1d, A) UHP= (—AT Idn_k)

Violetta Weger

2/38



ISD - The Problem

Decoding Problem Given G € ]stn, rE ]Fg and t

find e € Fy with wt(e) <t and r — e € (G)
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ISD - The Problem

Decoding Problem Given G € ]stn, rE ]F;L and ¢
find e € Fy with wt(e) <t and r — e € (G)
L
NE .71
The heart of code-based cryptography =2 15D 15 e akask on m\i CodeAgasea s,
algebraic structure - efficient decoders
if no (known) structure - generic decoders

best generic decoder = Information Set Decoding (ISD)
Puelic- key @ncryphon (PRE)

— ® A=

pr— —_— | —

Mesiage 1 Gpresiext enesales fwo weye

(omputational gecuity: Faves dioppe secret
Ja&mmmg\mum@ﬂg& hat ot > 2
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ISD - McEliece System

Alice Bob

)
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ISD - McEliece System

Alice Bob

;\

Key generation

secret key: G, D efficient dec. up to t errors
S € GL4(k),P € S,
public key: G'= SGP,t
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ISD - McEliece System

Alice

?

Key generation

secret key: G, D efficient dec. up to t errors

S € GL4(k),P € S,
public key: G = SGP,t

Bob

Encryption
k
message m € F
random e € Fy,wt(e) < ¢

ciphertext ¢ = mG' +e
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ISD - McEliece System

Alice

?

Key generation

secret key: G, D efficient dec. up to t errors
S € GL4(k),P € S,
public key: G = SGP,t

Decryption
D(cP s = DC“J_‘E + i-') S WSt —wm

W)= me e

Bob

Encryption
k
message m € F
random e € Fy,wt(e) < ¢

ciphertext ¢ = mG' +e
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ISD - Related Problems

Decoding Problem Given G € ]ngn, reFy and ¢
find e € Fy with wt(e) <t and 7 — e € (G)
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ISD

- Related Problems

Decoding Problem

Given G € ]ngn, r e IFZ and t

find e € Fy with wt(e) <t and 7 — e € (G)

Syndrome Decoding Problem

Given H € IFén_k)x", s € F;L_k and ¢

find e € Fy such that wt(e) <t and eH' =5
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ISD - Related Problems

Decoding Problem Given G € ]ngn, reFy and ¢
find e € Fy with wt(e) <t and 7 — e € (G)

Syndrome Decoding Problem Given H € Fé"_k)x", s € F;L_k and t

find e € Fy such that wt(e) <t and eH' =5

|\ J
4 A
Codeword Finding Problem Given H € ]Fén_k)xn and t
find ¢ € Fy, such that wt(c) < ¢ and cH' =0
(. J
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ISD - Related Problems

DP: Given G,r,t find e with wt(e) <t and SDP: Given H,s,t find e with wt(e) < ¢ and
r=mG+e s=eHT

Givor G compur, SfSematic Row ubPs TldelA]

- HP= [‘AT “du—u] 10\' H

LDMPu\t/ T’y =¢ — s tonee ¥y, st

Gon H compue sy semaic fow  ue = [ lduwe A
Lt [A T ge 6

4. DP— &DP -

2.. Sve —» PP

SOQM“O’\ sek .,8 %0 S= xHY & o
There &/ n vatigoles 2 n-k equ\aﬂmg - \Z\= gk =N wany sl
Ko *

Thee are also g% codenords Cap O et
Bvely Cire <« o soluben to & hence  ahy Ll X{ = wxe
an be uged ¢ - wgknee (,T
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ISD Hardness

Polynomial time reduction Q@ — P
o take random instance I of Q
transform to instance I' of P
assume find solution s' to I'

o transform to solution s of T

- hardness(P) = hardness(Q) “
read: " we can golve P wecan S\eo soloe &

& enentia fr coy progcapay
Pionlem B etP-nad: B ovoy poblem RENP wele exets S pyrowtal e cdudich
e‘.w e—=7¢ & ndest peoktams matia
N?—cow9\e’c, = NP-Vword 0 .
o show Pe NP-hacl: dnoote known WP -had pr ovlem @ and @up\y.hmmdumd\ 6
any P(mﬁ;m (ﬂm 1D can \oe (Eouitd

Since KWon e <d W P

Violetta Weger 7/38



ISD - SDP is NP-hard

3-dim. Matching Problem Given T a finite set and U € T X T x T

find W c U s.t. |[W| =|T| and no two elements of W agree in any coordinate

SDP: Given H,s,t find e with wt(e) < ¢ and 3DM: Given U, T find W with |[W| = |T| and
s = eHT w; * w'i

Plof oy €x>wpe L T- §A B, D] \Tl=t=H

u ={’ (p;\g)‘ LC&A), (DAB),LBCD\ (cD¥k), (Aok),(ﬁsaﬁ —a%\v‘o Y wgde WU

Wh Yhat each eicwment R T appesss n ey fos. &
sl Up Wdden o WSt

. . 2.pos
""‘"A = M-"Z A 3CAMS mo%s €A $oS (Wt ae e wodks w U .
Hr__mk | ecre \e.:oo oo eath Sechon nae & ol wins a2 A atpes | insechn L
) ' . e ,@u comn element m\ R uL =ty

RS
A c _ . -
=i Wods & =Y (o ffow H' & wu\hp(q el unere wilg)=t '
}o Select t \g ow u T - 4(‘; == 9 t i &01 e IC\JCQ\S\»\V\\G\ wods W
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ISD - Task
\|

v . u
W b Vetechves .?
\“g of waTiow ¢ NP-hard Case p

SDP Given H,s,t find e with 1. wt(e) <t 2. eH =s
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ISD - Task
NP-hard Case a

SDP Given H,s,t find e with 1. wt(e) <t 2. eH =s

Task find e

Crime scene parity-check matrix H
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ISD - Task
NP-hard Case &

SDP Given H,s,t find e with 1. wt(e) <t 2. eH' =s

Task find e

Crime scene parity-check matrix H

Clue 1 weight ¢
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ISD - Task
NP-hard Case &

SDP Given H,s,t find e with 1. wt(e) <t 2. eH' =s

Task find e
Crime scene % parity-check matrix H

Clue 1 /@Q weight ¢

Clue 2 ,éco syndrome s

Violetta Weger 9/38



ISD - What is a random code? ﬁ
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ISD - What is a random code?

o G=(B 1d) H=(ld,x B)

T
o H random — xH = s random

° ]P’(ze]FZ:mHT=s)
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ISD - What is a random code?

o G=(B 1d) H=(ld,x B)

T
o H random — xH = s random

-’ ﬁﬂ] c\ca«ﬂx; ok njedive . 3 XF X @Fa"‘ with
SHT = XHT  wen  (x-*) #T=0 - x-x'el
")
- gd’ couy &6 i’q""‘ 3 q"‘ =N w\ai\\, xdr"lxﬂd\:‘l

: -3 MU=
)&I -7’ (7Y WWD" 7;\;“ \ \sx e“--q\a : xdl=¢ S\ t\“-
X B (xefo | AfT=8) = s =
retq] < em il “
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ISD - What is a random code?

o G=(B 1dy) H=(dy-r B) o for large n: d(C) =
o H random — zH ' = s random
o PlzeFy: cH' = s) = qf("fk)
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ISD - What is a random code?

o G=(B 1dy) H=(dy-r B) o for large n: d(C) = én
o H random — zH ' = s random o GV:Hy(8)=1-R

—(n—k) Halx) = x%m(q-u)—x\odq(x)—(\-x) l°31(\-x)
q'y\l e,\\-fo?\’ %umch'cf\

° ]P’(ze]FZ:mHT=s):q

Su "
UnConwa) = [£xe® [ wwp) £ &30 = Z 7 () (a)

\v{_l;Mw \/Vt QUQq(Vﬂ(&MMlq)) - Hq(&)

GV -oanc: Tuer ex. & (U NecessHily Uieas ) cods CeT” win  d(e) zd e

at
> wua)
Asywmpwle 6V : @5 4-HqlL)
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ISD - What is a random code?

o G=(B 1dy) H=(dy-r B) o for large n: d(C) = én
o H random — CCHT = s random o QGV: Hq(é) =1-R
o PlzeFy: cH' = s) = qf("fk) o e unique — wt(e) < %

Violetta Weger 10/38



ISD - Random codes are on GV

Asymptotic GV Hy(6)=1-R

Thwm: q pime pours Le Lo A-“/q)' £ 70, O pos ’\u\c%g
pew (=gl =e) - € ¢ " andon &L dim

Twen  w-wp (_-@d‘ u«-’vO) dCCz) > 8\A

Pod 1o s © (d(@) 28) 2 4-q & o3, 4. Wil countopeeo
P(ACO)2 &n) = dee)»&u) $q e (=)
A(R) <ln  weans Twe Byl o W (w6) < B
\]“ (_{h’l ,"\|q) q“LHq(‘) ‘) Unten bCMV\d @’
@ P w (wb) <dw) - ~a / @ (b (w6} <) f a n (1q(6)-1)
P a@)<d) = (@Aw em T it (we) <f) ¢ Zi_*\{ 3 weFqe \ 4o}
¢ (a*- q“(ﬂ““)-\\ q'\(‘ Ha () =)t wall)-1) q_w .

dnmc:agk
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ISD - Break %

SDP Given H,s,t find e with 1. wt(e) =t 2. eH' =

How would you solve the SDP?
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ISD - Brute Force

SDP Given H,s,t find e with 1. wt(e) <t 2. eH =35

Brute Force I
1. Find the solution set L for the linear system cH' =s.

2. For each = € £ check if wt(e) <t

Violetta Weger
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ISD - Brute Force /‘

SDP Given H,s,t find e with 1. wt(e) <t 2. eH =35

Brute Force I
1. Find the solution set L for the linear system cH' =s.
2. For each = € £ check if wt(e) <t

- cost in O(g")

Exercise: Do Brute Force II: where you first solve for 1. wt(x) <t

What is the cost?
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ISD - Idea ISD &

use information sets!

systematic form UHP = (Id,—,  A) Ic{1,...,n},|I| =k, I is information set
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ISD - Idea ISD

use information sets!

systematic form UHP = (Id,—,  A)

quasi-systematic form UHP = (Id"(_]k_z g)
T
eH'=s- P (PTwTu') = suT
\~— -
6\ (= '\ v = S‘

&

Ic{l,...,n},|I| =k, I is information set

Jc{l,...,n},|J| =k+¢, J21I contains
information set
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ISD - Idea ISD &

use information sets!

systematic form UHP = (Id,—,  A) Ic{l,...,n},|I| =k, I is information set
quasi-systematic form UHP = (Id"_k_z A) J c{l,. s}, [J =k +£, 21 contains
0 B information set
eH' =5
<
— €.ct CTh =Sy
e e;C | ey ‘ \) Qo (‘U
2) <3 BT =8,
@ Newume wEEY=W<E
Id,—k—¢ A 51
H' =
0 B 52 & Haie de=S ek ek o \nueqa.\.
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ISD - Cost ISD ®

cost of ISD = (cost of 1 iteration) - (average number of iterations)
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ISD - Cost ISD ®

cost of ISD = (cost of 1 iteration) - (average number of iterations)

1
P(iteration is successful)

average nr. of iterations

Fix J c {1,...,n} of size k + £. Compute \ Fix e € F; with wt(e) = t. Compute
[{e € Fq : wt(e) = t,wt(es) = w}| | [{Jc{l,...,n}:|J| =k+4£|Jnsupp(e)| = w}|
[{e e F} : wt(e) =t} l {Jc{1,...,n}:|J| =k+£}]
w w
—~— —_— A
| [ —
o | @l o ‘ e | G
L—(—’\,

k———v&\___._\f—._
re W ow-e-t bW

(SE)(ets) e (%) (%)

(&)

3

—~
55
o
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ISD - Prange’s ISD &
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ISD - Prange’s ISD ,

Assumption supp(e) NI =@

1 erc 0 p— e]"\du_kfa'k“g

- C‘lo =S
own Q‘j need to onecyx @ wels) =t

H' Idp—g A =| s

Cost in b((%}(ﬂ;\&)-l)
o cadh 1boali ) contts @ cowpibag  LAP ,SUT (pely nawial (1 n)
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ISD - Algorithm ,

Algorithm 1 Prange’s Algorithm

Input: H € ]anfk)xn, s € Fgfk, teN.
Output: e € Fy with eH' =sand wt(e) = t.
1: Choose an information set I C {1,...,n} of size k.
2: Compute U € ]Fl(zn_k)x(n_k), such that
(UH) = A and (UH);c =1dy—g,

where A € F,gn_k)Xk.
. Compute s' = sUT.
. if wt(s') = ¢ then
Return e such that e;f =0 and e;c = s

@ G w

. Start over with Step 1 and a new selection of 1.
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ISD - Example ,éQ

Over Fjy

OO =
o = O
= o o
W N =
=~ W N

T
Il

), s=(2,4,1), t=1
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ISD - Example

Over Fjy

OO =
o~ O
= o o
W N =
=~ W N
~ —

If I1 = {4,5} —» Uy = 1ds, but wt(s) # 1

s = (2747 1)7

t=1
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ISD - Example ,@,)Q

Over Fj5
1 0 0 1 2
H=|0 1 0 2 3], s=(2,4,1), t=1
0 0 1 3 4
If I = {4,5} - Uy =1d3, but wt(s) #1
Iy ={1,2} -
1 3 1 1 3 1 0 0
Uy=(2 2 0|, ie, UyH=|2 2 0 1 0
2 4 0 2 4 0 0 1

- s'= sty =(0,2,0)

- e=(0,0,0,2,0).
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ISD - Summary &

o Decoding problem is equivalent to Syndrome Decoding Problem (SDP)
o To decode random linear code is hard!

o Assume code is random, distance on GV

o Information Set Decoding (ISD) use information sets

o Can reduce SDP instance to smaller instance

o Tomorrow: Smarter way to solve small instance
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ISD - Recap yesterday a

SDP Given H,s,t find e with 1. wt(e) <t 2. eH =35
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ISD - Recap yesterday a

SDP Given H,s,t find e with 1. wt(e) =t 2. eH' =5

Idy—g—r¢ A) Jc{l,...,n},|J| =k+¢£ J21I contains
0

quasi-systematic form UHP = . .
B information set

eH =5 (eP)P H' U Y =sU"
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ISD - Recap yesterday a

SDP Given H,s,t find e with 1. wt(e) <t 2. eH =35

quasi-systematic form UHP = (Idn_k_e g) Jf {1, L n}, [Jl=k+¢& J 21 contains

information set D Renwawtng Z

eH =s— (eP)P H' U )=sU"
,. Pu?crwu feduch g ¥ep: )) S veHT=8
—? ] T - s'
e ’ € | e' ‘ 1’) @ H )
Astume Wb (¢')=w
9. sdve
Idy—g-¢ a 3 2. Onede € wi®) =vWw
H = \
0 H, sl P(sv\ac, coles L . b\f &ﬁ‘h"‘a e =0

20/38

Violetta Weger



ISD - Stern’s idea ﬁ

Smaller instance: given H'e IF,l;XkM, se IFg, find €' € ]F]qu, of weight w and s=eH'
(wre) /2 (wee) /2
— —_—
J ’ ok l i oresn astumes ws o e
SPU_“ .m‘\‘ah\’ wmto ™0 a\Zwes
e L
kie
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ISD -

Smaller instance: given H eF

Oxk+L
q

Stern’s idea

&%

,s' € IFg, find €' € ]F]qu, of weight w and s=eHT

€2

Hy

(&eR)/z

eie &

wt (el) = V2

e HT t etV =¢
Sty = & - e ol
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ISD - Stern’s idea ﬁ

Smaller instance: given H'e FéXkM, se IFfI, find €' € quﬁe, of weight w and s=eHT
e el €2
Hl H, Hy — Sl

Build two lists

L1 = G 1) L er e B2 b 'k Wb (& &) =w
{] =
£, = (D, ;) | ey e F 02,

€ equal  then (g e)H' T
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ISD - Stern’s idea ﬁ

Smaller instance: given H'e FngM, se IFg, find €' € ]F]qu, of weight w and s=eH'
6, el €9
H' H, Hy — Sl

Build two lists
T k+0)/2
£y ={(erHy ,e1) | e1 € FFO2 wi(ey) = w)2},

Lo ={(s' —eaHs ,e5) | €3 € B2 wt(ey) = w/2}

Collision search: find ((a,e1),(a,e2)) € L1 X Lo (witnout &"-‘h\lj [ Hagw hbU!S)
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ISD - Cost of Stern et . \

- e

Need to update  Swccese pcdoamwc\/! Befoe. e [w T+ wel - (el
Vet wele-

. 0
Oow 2 [FEisRl *w ]~ L::g") ‘:—‘\A()(t)

S—— e—
(er2))y (o) w-t-2

cost og one \wuadion ¢

wiz
A, Build Lgs ¢ ¥ T ply- &N (4L m LT R ()
2. Colision gearch: CoO% = oy \dixdad = Poly "‘/q'—

¢
Prebability 1o ove colligien -

n -\;-t-l (we) 72 ?
—ost Qefu 0((’0 “ ) (.w}zz) (“*L ) wint wie £ giwau\:\gh.wi
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ISD - Stern’s Algorithm ﬁ

Algorithm 2 Stern’s Algorithm

Input: H € Ffln_k)xn, s € Fg_k, w<tl<n—k.
Output: e € Fy with eH' = s and wt(e) = t.

1: Choose a set J C {1,...,n} of size k + £.

_ _ H Id,_p— - k-
2: Compute U € Fp M st (UH); = (H,) (UH) o = ( dno’“ ‘), H e mpkk+ e plxket,
3. Split H' = (Hy, Hy), with H; € Fy**+0/2,
4: Compute sUT = (5 s'), where § € ]F‘T;_k_é and s' € Ff;.
5: Compute the sets
T k+2)[2
1= {(erH] er) | e € Fy O wi(er) = w)2),

Lo ={(s'—eaHy ,e3) | ea € FF 2 St(en) = w/2).

: for ((a,e1),(a,ez)) € L1 X L5 do
if wt(5— (el,eQ)ﬁT) =t—w then
Return e such that ey = (eq,e3), ejo = § — (el,eg)IZIT.

: Start over with Step 1 and a new selection of J.
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ISD - How to compare costs? ®

Asymptotic cost: write cost as qn(e(R’T’q)+o(1)) R= Lw "_C“) T= Um tﬁ)
"o o w wige ™
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Compute e(R, T, q) = lingo % log, (cost)
n-
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ISD - How to compare costs? ®
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Recall cost Prange
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Asymptotic cost: write cost as qn(e(R’T’q)+o(1))
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ISD - How to compare costs? ®

Asymptotic cost: write cost as qn(e(R’T’q)+o(1))

Compute e(R,T,q) = lingo % log, (cost)
s

Recall cost Prange

t t

i k) i Julogy (V@)= 4

Sterling 7}1_1'1010 % log, ((';((Z)))) = Alog,(A) - Blog,(B) - (A - B)log,(A - B)

where A = lim a(n)/n, B = lim b(n)/n
n—o00 n—00
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ISD - How to compare costs? ®

Asymptotic cost: write cost as qn(e(R’T’q)+o(1))

Compute e(R,T,q) = lingo % log, (cost)
s

Recall cost Prange
-1
n\(n-k
t t

Sterling 7}1_1'1010 % log, ((';((Z)))) = Alog,(A) - Blog,(B) - (A - B)log,(A - B)

where A = T}l_l’)[go a(n)/n,B = 7}1_{& b(n)/n

Asymptotic cost of Prange: cLa;r'q) = =(- Q) 1080[ (\-R) -T lo?, {() - (\-R'T) \03,1 L\—ﬂ'ﬂ)
 (110gq (1) - TRogq(T) - (1-T)tegq (1 1]

= - () logq(1-T) = (1-R)logqq(1-R) = (IR-T) leqq (1-R-T)

EXeccise —
= Hﬂ(T)'(\'ﬁ) Hq(;‘—:i)
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ISD - Asymptotic Cost Stern ®

Recall cost of Stern:

E+0)/2\ n—k-e\ [\ [{(k+0)2 k+0)/2\> _
(o) T s oo {28 e
- A -3 :Z'
Asymptotic cost of Stern:
L-w
et g (S0 )+ () gy (8 )- Bl (E e MH2)
n? e
- i /n\osq("“) (o) gy (o) - - (W) logy(T-w) ( R TT) (99 (- rerTe)

[ hW\ Yoo Loy (%) = -uoq.‘(r) -7 ‘°3‘l(\'r)
- elq, &) = win { —9A-B+C + max { AT —‘10:11(‘\"1),9}‘1- (w-\) |03.\(,,4)]
WL

where  Le-R-Tr I, W < mia {T.Q*L-&
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ISD - Prange vs. Stern ®

gev 972 T- Bq () /gy = only  have passweies R

— an p{o\—, w\[
Q@

Violetta Weger 26/38



ISD

log_2(Cost)

0.06

0.05

0.04

0.03

0.02

Prange vs

. Stern

)

—— Stemn

(pm}o:\o&’ wy acl
o ogprauasing Sleills)

—— Prange

0.2

04

06

0.8 1.0
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ISD - Prange vs. Stern ®

log_2(Cost)
0.06
—— Stern

0.05F —— Prange

0.04

0.03

0.2 04 06 0.8 1.0

e"(q) = max{e(R,q) | R €[0,1]}.
We then get for ¢ = 2 that
Algorithm ‘ e*(q)

Prange 0.05747
Stern 0.05563

Violetta Weger 26/38



ISD Prange vs. Stern vs. more ®
B fancy
log_2(Cost)
0.06
—MMT & specisl case £ Bl Wit
0.05 —— Stemn g=o
o.0al- —— Prange
0.03f
002
0.01 [
. . . . R
0.2 0.4 0.8 0.8 1.0

€"(q) = max{e(R,q) | R € [0,1]}.
We then get for ¢ = 2 that

Algorithm ‘ e*(q) Year
Prange 0.05747 62
Stern 0.05563 8¢
MMT 0.05363 A A
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ISD - More fancy (binary) B
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ISD , More fancy (binary) of
Stern

P T vy BN

= ] ] 1}

& 0o a4l o 0o o

+ r + +

T2 0 0 ‘ 1 ‘ 0 o ‘

€; = 1 = T1,; = 1,(1}2’,; =0or X1,5 =O,x2’i =1
€ =0—-11,;=0,29;=0

- wt(z;) = w/2

Violetta Weger 28/38



ISD - More fancy (binary) B

Stern BJMM
;o] I R S o S RN
= = b (] \ )
) \ 0 ‘ ‘ 0 x| 0 o0 ‘ 1 ‘ 00 ‘ A |
+ + ¥ + Al +
2 0 | | 0 s o o [ a] o] 2]
——

€; = 1- T1,5 = 1,(1}2’,; =0or X1, = O,xz’i =1 €; = 1- X145 = 1,11}2#' =0or 1,4 = vaQ,i =1

e; =0_’1'1,i :071271- =0 e; =0_’1'1,i =0,:L'2,7; =0 or Ty, = 1,:‘62,1‘ =1

- wt(z;) = w/2 - wt(z;) =w/2+¢
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ISD - Representations

Let €' € ]FIQH(Z of weight w

Representation A pair (x1,2o) of weight w/2 + € such that 21 + 25 = e

Example €' = (1,0,1,0,1,1) with w = 4. For € = 1 we have

(1707 17 1707 0) + (07070717171)

Exercise Find all representations of e

FExercise How many representations are there in general?
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%

ISD - Nr. of Representations
Let €' € ]FIQH(Z of weight w
[ Number of representations of weight w/2 + ¢ is R(e,w, ) = (w172)(k+l;—w) ]
wrX
o |

I
Mo Al |
+
*a | o 12| o | A |

e e —

W o we ¢

w et L-w
(“’/z ( e )
30/38
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ISD - How to use this?
1. Attempt construct L={xe€ FZ% | wt(x) =w/2 + e}
Merge LX L — L' ={e' € IE‘J;HZ | wt(e') = w, 1 + zo = e o H" +2oH' = s'}

— cost |L|2q_l
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ISD - How to use this?
1. Attempt construct L={xe€ FZ% | wt(x) =w/2 + e}
Merge LX L — L' ={e' € IE‘J;HZ | wt(e') = w, 1 + zo = e',aclHJT + CCQH’T =5}
—£

— cost |L|2q

— optimizes at € =0 - Stern!
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ISD - How to use this?
1. Attempt construct L={xe€ FZ% | wt(z) = w/2 + €}

Merge LX L — L' ={e' € IFI;HZ | wt(e') = w, 1 + zo = e',aclH'T +:I:2H'T =5}

— cost |L|2q_l
— optimizes at € =0 - Stern!
would store several times same e’ — no need to construct the whole £!
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ISD - Subroutine: Stern ﬁ
To construct (some) x € £ use Stern!

x = (y1,92), wt(y;) = w/4d +¢e/2

Base lists: B={ye€ F,ng)/z | wt(y) = w/4+¢e/2}
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ISD - Subroutine: Stern ﬁ

To construct (some) x € £ use Stern!

30:(241:2/2)7 Wt(yi)=w/4+€/2
Base lists: B={ye F,ng)/z | wt(y) = w/4+¢e/2}
Problem: If we merge x1 = (y1,y2) and zg = (y'l,y'g) How to ensure le'T + ng'T =57
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ISD - Subroutine: Stern ﬁ

To construct (some) x € £ use Stern!

z = (y1,92), wt(y;) =w/4+¢e/2
Base lists: B={ye€ F,ng)/z | wt(y) = w/4+¢e/2}
Problem: If we merge z1 = (y1,v2) and x5 = (31, ys) How to ensure le'T + ng'T =57
Solution:  Set :rlH'T =t = s', ang'T =t3=0 and build two lists L, , L,

Violetta Weger
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ISD -

Subroutine: Stern ﬁ
B= {'\' . ﬁl (wet) /2 | th)= ""/u" ;7111:'

| B | B I B | B |
meqe T T_o) Uae ' 1

L YT Yol ) L @ YAHT «Y'HT =0
(y“y,_) =Xy (\IA‘I \ll‘) =Xa ' yl 2
| La, I Ly |

. A | + | S et WE(Re) =7 + £

¥EEQ T () WarE Mg Lets xuxe %M 'T=0
K HT = ¢ ’ r ‘
Usually: | Ly, | = |l’j’|2q_Z

don ¢ need Rowany % the Same & R
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ISD - Subroutine: Stern ﬁ

| B | B | | 5 5 |
moqe, ! \f \h\.\l'\"‘_\lzﬂ,z\'-_-.sl |
X\' (\'A ’\lz) 01\‘\-1 ow ‘{’\{8" v DOU“OIS
’ £Il ‘ ’ £12 ‘
| + |
1
E,
Usually: |Lq,] = |B|2q—2 Lo, | = |B|2q—r _ |B|2/R
Y r- {Cﬂq (~( &, Q)) s engures of Last one
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ISD - BJMM Summary Yy

1. Choose J € {1,...,n} of size k + £ A “7 ot B \Hu
2. Find U € Ffln_k)x("_k), P, such that as We cuh.l dc 2 L::;d-s
N s 3 ers
Wpoioy ByMH st
vHP =" e

3. Compute sU' and split it into 3, s split H' = (Hy, H3)

4. Build the base list -
B={ye ]FSI * )/2vth(y) =w/4+¢e/2}

5. Merge L,, = B x B on the target s forr many positions

6. Merge L,, = B X B on the target 0 for » many positions

7. Merge = Loy X Ly,

8. For all e; € £": check if wtg(ejo) = WtH(g—SJHT) =t-—w

9. If yes: output e = (e, e ;¢ ), if no; start over with a new choice of J

Violetta Weger
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ISD - Summary &

SDP Given H,s,t find e with 1. wt(e) <t 2. eH' =

o To decode random linear code is hard!

o Information Set Decoding (ISD) use information sets
o Can reduce SDP instance to smaller instance

o Prange: ey =0

o Stern: e; = (e1,e3)

7 3 i

o BJMM: e; =x1 + zo
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ISD -

Conclusion &
After 60 years of ISD
1962 1988 2011 2012 2015
| ! I | |
T T T T 1
Prange Stern MMT BJMM MO
e*(R) 0.057 0.055 0.053 0.049 0.047

Drop of asymptotic cost e* only from 0.057 to 0.047

Violetta Weger

36/38



ISD - Open Questions &

. Still many open questions:

1. How to decode a (quasi-)cyclic code?

2. How to decode a g-ary code (faster)?

3. How to decode for large weights?

4. How to decode using quantum algorithms?

. How to decode a regular error?

ot

6. How to decode a restricted error?
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ISD - Open Questions a
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