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Coding Theory

Lecturer: Prof. Dr. Violetta Weger

These lecture notes will be consistently updated before the lectures. If you find any typos,
please send them to me via email.

Overview Coding Theory emerged in the 1940’s with the fundamental paper "A mathematical
theory of communication" by Shannon [17].

Shannon was studying therein the properties of communication channels prone to errors. While
Shannon’s focus lays on the channel and its capacity, Hamming [7] started focusing on the alge-
braic properties of the code used to correct errors. Thus, the field has quickly split into two main
parts: Information theory and algebraic coding theory.

This lecture is complementary to the lecture "Channel Coding", as we will solely focus, just
like Hamming, on the algebraic properties of codes.

Algebraic coding theory is a very young mathematical subject and is full of open problems
and possible research questions. Due to the error-correcting capabilities of codes, they find nu-
merous applications in the real world, such as: reliable communication, data storage, distributed
and coded computing, information retrieval, network coding, cryptography and some of the newest
ones include DNA storage and quantum computing.

You will learn about the parameters, properties and relations between codes, the main con-
structions of codes, some decoding algorithms and see different applications.

Disclaimer: This course is not about programming.
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Let us start with some motivation for this course.

Whenever we communicate digitally, we do so over noisy channels. This means that the chan-
nel will introduce some errors, e.g. flip some bits of the sent message.

m r=m-4e
sender _— channel

receiver

Assume the sender sends a message in binary m = (1,0, 1) over a noisy channel and the
receiver receives (0, 0, 1). The most natural way is to interpret this received vector as m + e, where
e = (1,0,0) is called the error vector.

The aim of coding theory is to enable reliable communication. As we cannot alter the channel
we have at hand, we alter what we send. Instead of sending the message directly, we first encode
it. In theory, you could think of this process as adding redundancy to your message.

In our toy example, instead of sending m = (1,0, 1) we could send ¢ = (1,0,1,1,0,1,1,0,1).
The channel might introduce an error, however, our encoding enforces possible sent vectors (called
codewords) to be distant, so that upon receiving » = (1,0,0,1,0,1,1,0,1), we can find only one
closest codeword, ¢ and thus in turn m.

g

sender | —— |encoder| ——— |channel| ——— |decoder| —— |receiver

The code should also come with an efficient decoder, that is an algorithm which upon receiving
r outputs the closest codeword and knowing the encoding function also the sent message. However,
there are many rules to this game: We cannot correct any amount of errors, which leads us to
consider several bounds on the code parameters and in order to get efficient algorithms we need to
construct codes with algebraic structure.



Let us have a quick glance at the highlights of this lecture.

Theorem 0.1 (Optimality of Random Codes). Random codes attain with high probability, for n
going to infinity, the Gilbert-Varshamov bound, and for q going to infinity, the Singleton bound.

Interestingly, the most famous conjecture in coding theory is older than coding theory itself
(due to the connection to finite geometry) [16].

Open Question 0.2 (MDS Conjecture). Let q be odd, then there is no code attaining the Singleton
bound withn > q + 1.

This has recently been proven for ¢ being prime, by Ball [2].

Theorem 0.3 (Perfect Codes). The only known perfect codes are the Hamming codes and the two
Golay codes.

Theorem 0.4 (Constant-Weight Codes). Every constant-weight code is an (-fold duplication of the
Simplex code.

Theorem 0.5 (MacWilliams Identities). The weight distribution of a code is completely determined
by that of the dual code.

Theorem 0.6 (SDP is NP-hard). To decode a random code is one of the hardest problems in
mathematics.

Clearly, these statements need to be refined and the bounds and codes introduced, as we plan
to do in this lecture.
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Notation

Since we cannot include everything, we will assume a certain background. For example, we as-
sume that modular arithmetic, the notion of field, vector space, ring, module, basis, cyclicity,

subgroup are known concepts. In particular, the fact that any cyclic group of order n is isomorphic
to Z/nZ.

Throughout these lecture notes, we will make use of the following notation

For a set S we denote by | S| its cardinality and by S¢ its complement.
Z/nZ denotes the integers modulo 7.

©(n) denotes the Euler-totient function.

Id,, denotes the identity matrix of size n.

GL,(n) denotes the general linear group of degree n in I, i.e., all invertible matrices in
FTLX’VL.
q

For a matrix M we write rk(M ) to denote its rank, det()/) to denote its determinant and by
M we denote its transpose.

For a function f we denote by ker(f) its kernel and by im( f) its image.

As we can also see a matrix as a function, that is for a given matrix M € F’;X” we consider
the function
fu :Fe = Fr, ar aM,

we denote by ker(M) the kernel of this function and by im(M) the image of this function.

For a vector v € IE"; and i € {1,...,k} we denote by v; the ith entry of the vector v. For
asubset S C {1,...,k} of size s, vg € IF; denotes the vector consisting of the entries of v
indexed by S.

Similarly for a matrix: for a matrix M € IE";X" andi € {1,...,k},j €{1,...,n} wedenote
by M, ; the entry of M in the ith row and jth column. For a subset S C {1,...,n} of size
s, Mg € ]F"qC %% denotes the matrix consisting of the columns of M indexed by S.

For a matrix M € FF*", we denote by (M) C F; the span of the rows of M, that is
im(M) = (M).

This list might get updated as we progress in the course.



1 Finite Fields

In this chapter we introduce finite fields and their main properties, which are useful for this lecture.

1.1 Summary

If you are already familiar with finite fields, here is a short summary of results, which prove to be
useful for the course:

* For every prime p there is a unique finite field F,, = Z/pZ (up to isomorphism) of size p.

* For every prime p and positive integer m there is a unique finite field F,~» (up to isomor-
phism) of size p™. The subfield I}, is called the base field.

* The finite field F,,» is a [F,-linear vector space of dimension m over [F),.
* The set F,, = Fm \ {0} is a cyclic multiplicative group.
* In any finite field F~ there exist ¢(p™ — 1) many primitive elements «, i.e.,

Frm = {a !, ... a2},

* Any z € Fyn is such that z#" = .
* For any v € F,» with ¥ = x, we have that z € [F,,.

* For any prime p and positive integers m and £ such that ¢ | m, the finite field F ./ is a
subfield of [Fm.

* For any finite field F,» the characteristic is p, i.e., for any z € F,» we have px = 0.

* For any finite field F,m, Freshman’s dream allows us to do the following
(v +y)P =2 + 7.

* If v is a primitive element in F,m, then {1, o, . . ., ™1} builds a basis of F,~ over IF,,. That
is, any x € F,m can be written as
m—1
x = Z ral,
=0
e Forany basis I' = {71, ..., 7, } of F,m over IF,,, we can define the expansion map

expp : Fpm = )Y, = me — expr(z) = (21, .., Tm).
=1
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1.2 Prime Fields
Definition 1.1. A finite field is a field which is finite in size.

A first example is the prime field [F,,, which we know from the course Discrete Structures (or
Elementary Number Theory).

Theorem 1.2 (Prime Field). For every prime p the integer residue ring (Z/pZ,+, ) is a field,
denoted by IF,.

Exercise 1.3. Prove Theorem 1.2 by showing that (7/pZ,+,-) is a commutative ring with 1 # 0
and any element in Fy = T, \ {0} has a multiplicative inverse.

Example 1.4. The finite field of order 3 is given by F3 = 7Z./37 = {0, 1, 2}.

We now show that [F,, is essentially the only field with p elements, that is all fields with p
elements are isomorphic.

Definition 1.5. Let (F, 4y, ), (G, +¢, ‘g), be two fields with additive identities O, respectively
Og and multiplicative identities 1y, respectively 1g. The fields F and G are called isomorphic, if
there exists a bijection f : F — G, which is also a field homomorphism, that is for all a,b € F we
have

fla+rb) = f(a) +c f(b), and f(a-rd) = f(a) ¢ f(b)
and f(Op) = Og, f(1r) = 1.
Note that any field homomorphism f is injective, as the only ideals in F are {Op} and F. As we

also have f(1r) = 1g, we must get Ker(f) = {Or} and thus f is injective.
If |F| = |G|, we thus also get that f is surjective and in turn a field isomorphism.

Theorem 1.6. Every finite field F with |F| = p, for p a prime, is isomorphic to F,,.

Proof. Let (F, 4y, -r) be a field with p elements, and denote its additive identity by Or and its
multiplicative identity by 1. Recall that it is enough to find a field homomorphism f : F — T,

Consider the additive cyclic subgroup S(1p) = {1p +5 - - - +r lg}. By Lagrange’s Theorem,
the order of this subgroup must divide |F| = p, i.e., is either 1 or p. However, order 1 would imply
1g +r 1r = 1 and hence, from 1y = O, we get a contradiction.

Thus, the additive cyclic subgroup S(1r) = F and we have

[ F—Z/pZ, lg+p-- +§lg— 2 mod p.

T

It is easy to check that

f((Qg 4w 4w lp)+r(lr +r - +r lg)) = f(lp +5 - 45 lp) =2+y = f(z)+ f(y) modp

g

~
Y z+y

g
xT
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and clearly f(0Op) =0 mod p.
We are left with showing that this correspondence extends also for multiplication.
Since

J(Qr 4w 47 1p) v (e +r - +w 1g)) = f(lr +r - +r lg) = 2y = f(x)f(y) mod p

Ty

and clearly f(1r) =1 mod p we have an isomorphism. O

Not every integer residue ring Z/nZ defines a finite field, as we might have ab = 0 mod n,
for a,b # 0 mod n and thus not all non-zero elements have a multiplicative inverse.

Example 1.7. Z /47 is not a finite field, as 2 has no multiplicative inverse.

1.3 Subfields and Field Extensions

Prime fields are not the only finite fields we have, in fact, we now construct a finite field for any
prime power p™, where p € P, and m is a positive integer.

Definition 1.8. A subfield G of a field I is a subset G C I, which is a field under the operations
of IF.

To show that G is a subfield of F, it is enough to show that Op, 1z € G and that G is closed
under addition + and multiplication -.

Theorem 1.9. Let [F be a finite field with q elements. Then there exist a subfield ¥, of F which is a
prime field.

Proof. Since F is a field, it contains the additive identity Or and the multiplicative identity 1.
We consider again S(1g) = {1p +¥ - - - +r 1g} and for n = |(1y)|, the group isomorphism

f:S(lg) > Z/nZ, lp+p- - +rlg+— 2 modn.

T

Let lp +5 - +r lp, Ip +7 - - +5 1g # Op and thus 1 +5 - - - +7 1p # Op. The map f should
x y zy
send non-zero elements to non-zero, i.e.,

fg+r - 4rlg) =2y #0 mod n,

ry

which only holds for every z,y # 0 mod n if n = p being a prime. Thus, S(1r) is isomorphic to
[F, and since S(1r) C F, it forms a subfield with p elements. O

Within this proof, we have also seen that there can only exist one subfield of prime order.

12



Definition 1.10. Let [F be a finite field with prime subfield F,,. Then p is called the characteristic
of IF.

In particular, for any x € I of characteristic p, we have that zp = 0. Indeed, for any = € IF we
have
$p:m+F...+Fx:$(]_]F+F...+]F1]F) :QT'OIF:OIF-
——— -

~~

p p

As any finite field F with characteristic p has the subfield F,, = {0,1,...,p — 1}, we will denote
the additive inverse now simply by 0, and the multiplicative inverse by 1.

Definition 1.11. Let [ be a field. A field extension is a field K and a homomorphism ¢ : F' — K.

As before, any field extension ¢ is injective and hence ¢(IF) is a subfield of K. Observe that the
scalar multiplication
FxK—=K, (\k)— oMk

gives K a [F-vector space structure.
In the other direction, we have that [F with characteristic p is a field extension of IF,,. And in
turn, we get that any finite field must be of prime power size.

Lemma 1.12. Let IF be a finite field, then there exist p € P and m € N, such that |F| = p™.

Proof. We have seen before that any finite field has a base field F, = S(1r). Since F is a vector
space over [F,,, we have some basis o, ..., a,, of IF over IF,,. That is every element of 5 € [F can

be uniquely written as
m
/6 = Z )\iaia
i=1

with \; € F,. As we have p choices for the m many \}s, we get a total of p™ many elements in
F. O

Let IF be a finite field of order ¢ = p™, then m is called the extension degree of IF over IF,,.

1.4 Construction of Finite Fields
To construct the finite field F with ¢ = p™ many elements, we consider polynomials over [,
Fpla] = {Z fiz' | fi € Fp} :
i>0

The addition and multiplication of two polynomials is performed in the usual way, taking
modulo p for the coefficients. Then, F,[z]| forms a ring and is called the polynomial ring over F,,.

Let us recall some definitions:

13



* Similar to polynomials over other fields, if f(x) = Y., fiz", with f,, # 0, we denote by
m = deg(f), the degree of f and say f is monic if f,, = 1. We use the convention that the
zero polynomial f(z) = 0 has degree —oc.

» We say that a polynomial g(z) € IF,[z] is a divisor of f(x) € F,[xz], if there exists a polyno-
mial h(x) € F,[z], such that f(x) = g(z)h(x).

* Clearly, every polynomial is a divisor of the zero polynomial. Additionally, 1 and f(z) are
always divisors of f(x), these divisors are called trivial divisors. Thus, for any non-trivial
divisor g(x) of f(x) we must have 1 < deg(g) < deg(f).

o If f(z) has positive degree and only trivial divisors, then f(x) is said to be irreducible.

Example 1.13. Let us consider f(x) = x> + 2x + 2 € Fs|x]. The polynomial is monic of degree 2
and irreducible.

Assuming the existence of a irreducible polynomial g(x) € F,[z] of degree m, we may con-
struct a finite field with p™ elements. The proof, that an irreducible polynomial of any positive
degree m exists over any prime field [F,, is omitted.

Let g(x) € [F,[x] be an irreducible polynomial of degree m and let us consider

Fpz]/{g(x)) = {f (@) + h(z)g(x) | f(x), h(x) € Fyla]}.

That is, we quotient by the ideal generated by g(z) (similar to integer residue rings, setting all
multiples of g(z) to zero and only considering the remainder f(x).) This is well-defined, as a
monic polynomial ¢(x) of degree m can uniquely be written as q(z) = g(x)h(x) + f(z), where
deg(f) < m. Thus, we may write ¢(z) = f(x) mod g(z).

Hence, we may identify an element ¢(z) = f(z)+h(z)g(z) € F,[x]/(g(x)) with its remainder
f(z) and the polynomial ring modulo g(x) consists of all polynomials of degree up to m — 1:

F,le)/{g(x)) = {f(a:) =Sl e IF} |

1=0

Let ¢(x) = f(z) + h(z)g(x),r(x) = t(x) + g(x)s(z) with deg(t), deg(f) < m, then

q(z) +r(x) = f(z) + t(x) + g(x)(h(z) + s(x)) = f(z) + t(x) mod g(z),
q(x) - r(z) = f(2)t(x) + g(z)(h(x)t(z) + f(2)s(x) + g(z)s(x)h(x)) = f(2)t(z) mod g(z).

Hence, introducing the operations in F,[z]/(g(x))

f(z) +t(z) mod g(z), and f(x)t(x) mod g(x).

14



Example 1.14. Let us consider g(x) = x® + x + 1 € Fy[z]. The polynomial g(x) is clearly monic
and irreducible, as it does not have any roots in Fy. The polynomial ring modulo g(x) now consists
of all polynomials with coefficients in s up to degree 2:

Folz]/{g(x)) = {f(x) = foc | fi € Fz[x]} :

If we add or multiply two polynomials, we reduce them again modulo g(x) to obtain the resulting

polynomial in Fs[z]/{g(x)).
For example, if f(z) =z + 1 and t(z) = 2* + 1, then

f)+tx)=2+z, f@)t@@)=2"+2"+r+1=(+1)+2°+2+1=2> mod g(z).
The size of F,,[z]/(g(x)) is thus p™, as we consider all polynomials of degree up to m — 1.

Theorem 1.15. Let p € P, m a positive integer and g(x) € F,[x] an irreducible polynomial of
degree m. Then, IF,[x]/(g(x)) is a finite field with p™ elements.

Proof. We have seen that

[Fp[2]/{g(x))] =

m—1
{Zfil”i | fi € Fp}‘ =p"
i=0

and have defined addition and multiplication modulo g(z).

The multiplicative identity is given by the degree 0 polynomial 1(z) = 1, and the additive
identity by the zero polynomial g(x) =0 mod g(z).

From the properties of the polynomial ring Z[z]| we can easily check that F,[z]/(g(z)) is a
commutative ring with identity. We are left with showing that any non-zero element has a multi-
plicative inverse.

Let f(x) # 0 and s(z) # t(z) mod g(z), then f(z)s(z) # f(x)t(x) mod g(z). This mainly
follows, from the fact that g(x) is irreducible. If f(z)s(z) = f(x)t(z) mod g(x), then there exist
some polynomial h(z) such that f(x)(s(z) — t(x)) = g(x)h(x) and since g(z) is irreducible, it
can only have trivial divisors: 1 and g(z). Thus, either f(z) = 0 mod g(x) or s(z) — t(z) =0
mod g(z).

Thus, if we run through all non-zero polynomials s(x) € F,[z]/(g(x)), the products f(x)s(x) €
F,[x]/(g(x)) will also see every non-zero polynomial in F,[x]/(g(z)), in particular also 1(x) =
L. O
Example 1.16. Let us consider g(z) = x* + x + 1 € Fy[z|. Then,

Fola]/(9(z)) = {0, 1,2,z + 1}.

Exercise 1.17. Show that g(z) = x* + x + 1 € Fy[x] is irreducible and give the addition and
multiplication table of Fy[x]/{(z® + = + 1)).
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+ 0 1 T z+1
0 0 1 T z+1
1 1 0 z+1 T
T T z+1 0 1
z+1]rx+1 T 1 0

Table 1: Addition in Fo[z]/((2? + 2 + 1))

. 0 1 x r+1
0 0 0 0 0
1 0 1 T z+1
T 0 T xz+1 1
z+10|x+1 1 T

Table 2: Multiplication in Fo[z]/{(2? 4+ z + 1))

1.5 Multiplicative Group

Let us consider [ a finite field with ¢ elements. By the definition of a field, we have that F* =
F\ {0} is an abelian multiplicative group. We now show that this is a cyclic group.

Definition 1.18. Let [ be a finite field with ¢ elements. An element o € F is called primitive
element, if

(a) ={a'|i e N} =F*
Exercise 1.19. Show that o € F of size q is primitive if and only if ord(«a) = q — 1.
Recall that a degree m polynomial can have at most m factors of degree 1:

Theorem 1.20 (Fundamental Theorem of Algebra). Over any field F, a monic polynomial f(x) €
F|x] of degree m can have at most m roots in F.

If f(x) has m roots B, ..., Bm, then the unique factorization of f(x) is given by

m

f@) =] - ).

i=1

In general, any non-zero polynomial of degree < d has < d roots. Note that this theorem is
also very useful when trying to prove that a polynomial is zero, by showing that it has more than d
roots.

Theorem 1.21. Let [F be a finite field, then F* is a cyclic multiplicative subgroup.

Proof. To show that [F* is cyclic multiplicative group, we have to show that every finite field [ has
a primitive element.
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Let [F be a finite field with ¢ elements. Clearly, for any element 5 € F*, the cyclic multiplicative
subgroup (B) = {B" | i € N} C F* must have size s = [(8)| = ord(S) which is such that
s | (¢g—1). If s = q— 1, we would be done, thus we assume that for all § € F*, we have
ord(f) < ¢q—1.

Since any a € () is such that a® = 1, we have at least s elements in F with «® = 1. Addition-
ally, we have at most s roots of z* — 1 in [F, and thus we get that

(6) ={aeF|a” =1}

and there 1s exactly one cyclic subgroup of order s.

Recall that in a cyclic group (/3), we have ¢(d) elements of order d, for d | s. Thus, we have
©(s) elements in () of order s. Going through all 5 € F*, we get that the number of elements in
[F* of order < ¢ — 1, is at most

Yowd =Y eld)—plg-1)=g-1-p(g—1)<g—1.
dl(g—1),d<q—1 dl(g—1)
Thus, there must exist at least one element in [F of order ¢ — 1, i.e., a primitive element.
Even more, as we also have at most ¢(q — 1) elements of order ¢ — 1, we get exactly ¢(q — 1)

many primitive elements.
O]

Exercise 1.22. Give an alternative proof that the multiplicative group is cyclic, using the funda-
mental theorem of finite abelian groups.

Example 1.23. In F5, we have 2 is a primitive element, as Ff = {2°, 21 23 2%}

Once we are given a primitive element, we can also construct all others and any element of
orderd | (g — 1).

Exercise 1.24. Let [ be a finite field with q elements and o € F be a primitive element. Show that
o o' is primitive if and only if gcd({,q — 1) = 1.
o If0| (¢ — 1), then a'9"Y/* has order 1.

1.6 Uniqueness

Recall that for any 3 € ), we have that 8” = (3 and hence

P —x = H(w—ﬁ)

BeF,

If |F*| = ¢ — 1, then by Lagrange’s Theorem we have that 37! = 1 and hence every element
of F* is a root of the polynomial z9~! — 1. To include the zero element we simply consider

r(z?t —1) =29 — .
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As a polynomial of degree ¢ can have at most ¢ roots in [, we get that
:L‘q—x:H(x—B).
BEF

Theorem 1.25. Every finite field F with ¢ = p™ elements is isomorphic to F,[z]/{g(x)), where
g(x) € F,[z] is an irreducible polynomial of degree m.

In order to prove this result, we resort to the definition of splitting fields.
Definition 1.26. Let F be a field and f(z) € Flz]. A splitting field of f(x) over F is a field
extension K, such that

f@) =[] = 0.

for a; € Kand ¢ € F and f(x) does not split in a proper subfield of K.

In short, the splitting field of f(x) is the smallest field K where f(z) splits into linear factors,
i..e, K contains all roots of f(z). We note that splitting fields always exist and they are unique (up
to isomorphism).

Note that if [F is a field with ¢ elements and L is any subfield of I, then [ is the splitting field
of 7 — z over LL.

Hence, by the uniqueness of splitting fields (up to isomorphisms) we also get that [ with
q = p™ elements is unique, and from now on denoted by IF, or [F,» to emphasize the base field IF,,.

1.7 Different Representation

Instead of considering elements in the finite field IF,» as polynomials over [, modulo an irreducible
polynomial f(z) of degree m, we may always use a root a of f(z) to represent the elements of
Fym.

Definition 1.27. Let p be a prime and m a positive integer. Let f(x) = 7" fir' + 2™ € F,z]
be an irreducible polynomial of degree m and let o be a root of f(z). Then, F,, adjoin « is

m—1
F,(a) = {Z a;a | a; € F,}.
i=0
The usual definition is a bit more abstract, stating that for o« € L :

F()= (] K

F,CKCL,acK

Note that F,,(«) is the smallest field extension of I, containing «. The fact that « is contained
in F,(«) is clear, as we can choose

CL1:17 CLiZO VZ#l

Similarly, we can consider all aq € I, and a; = 0 for all 7 > 0 to show that F, C F,(«). Also the
other properties can be easily checked.
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Theorem 1.28. Let p be a prime and m a positive integer. Let f(z) = Z?Z)l fix' + 2™ € Fylx]
be an irreducible polynomial of degree m and let « be a root of f(x). Then,

Fplal/(f(2)) = Fy(a).

Proof. Let us consider the map

m—1 m—1
— 7 _ i
a(x) = E a;r’ > a= g a; o,
1=0 i=0

i.e., sending a(z) to a(«). This is clearly a homomorphism, as

eva(a(z)) + eva(b(2)),

eve(a(z) + b(x) o(a
ala(@))eva(b(z)).

eva(a(z)b(z)

~— ~— =
Il

=ev
Since f(x) is irreducible, we have that

ker(eva) = (f(x))

and by the first isomorphism theorem, we get

Fpla]/(f(2)) = im(eva).
Clearly, im(ev,,) contains I, and « and as it is isomorphic to F,[z]/(f(z)) it is also a field, inside
the smallest field containing IF,, and «. Hence, they must be isomorphic. [

Instead of considering any irreducible polynomial, one can also consider a primitive polyno-
mial.

Definition 1.29. Let o € F,» be a primitive element. The minimal polynomial of « is called
primitive polynomial.

To check whether an irreducible polynomial f(z) of degree m is primitive, we can equivalently
check if the smallest positive integer n such that f(z) divides ™ — 1isn = p™ — 1.

Example 1.30. Let us consider Fs. The polynomial x® + 1 is irreducible, but not primitive as it
divides x* — 1. A primitive polynomial of degree 2 would for example be x° + 2 + 2.

Once we have identified a primitive polynomial f(z) € F,[x] and a root o, we can immediately
write all elements of F .. as powers of a.

Example 1.31. We are allowed to use any irreducible polynomial, as
Fy = Fa[z]/(2® + 1) & F3(z]/(z® + 2z + 2).

Let us denote by « a root of * +2x + 2, i.e., o = a+ 1 and  a root of 2> + 1, i.e., 3> = 2. While
we can write

Fo = F3(a) = F5(8),
only o generates the multiplicative group Fy:

d=1lat=a,’=a+1,03=2a+1,a"'=2,0° =20, =2a+2,a" =a+2.
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and define

Exercise 1.32. Give the multiplication table of Fy = Fo(«t), where « is a root of x* + x + 1.
We can also use a different representation, as [F,» = F* as IF,- vector space.
For this we define the expansion map.
Definition 1.33. Let I' = {~,
respect to [ is given by

expr : Fym — F7,

m—1

,Ym—1} be a basis of F,m over F,,. Then the expansion map with

a = Z a;”; CXpF<(1) = (a()a . 7am—1>‘
i=0
This map is IF,,-linear, meaning that

* Fora,b € F,m we have expy(a + b) = expp(a) + expp(b),

* fora € F,m and A € [F,, we have that exp(Aa) = Aexpp(a).
As we also want to handle expy.(ab) we need to introduce the multiplication matrix.
For this we will focus on a basis ' = {1, a, %, ..., a™ 1} of )" over ), we call such a basis
a polynomial basis. Note that {1,,a?, ... ,a™ '} is a basis of F* over I, if and only if a is a
root of f(x) € F,[z], which is irreducible and of degree m.
Let o be the root of an irreducible polynomial f(z) = Y70 fiz? + 2™ € F,[x] of degree m
and consider

(a) = (ag,...,am-1),
i=0
a(z) + b(x) — expp(a) + expr(b).
However, what happens to the multiplication? We can compute a(z)b(x) mod f(z) and ab €
[F, (), thus we need to figure out what expp.(ab) is in terms of expp(a) and expp(b).

For this we define the multiplication matrix for b € F,(«) via the basis I as

expr(b)
M(b) = expp.(ab)

expr(a™ D)

expr(a) © expr(b) = expr(a) Mr(b).
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Note that for b = «, the multiplication matrix M («) is the companion matrix of f(x) as

0 1 0 0
0 0 1 0
Mr(a) = -
0 0 o .- 1
—fo —h —f2 o —fma

Example 1.34. Let us consider Fg = Fy(«) where « is a primitive root and satisfies o® = o + 1
as the primitive polynomial over Fy is given by x® + x + 1. Thus, we have the polynomial basis
' ={1,a,a?} of Fg over Fy. Let a = o* + 1 and b = « + 1. We can easily expand them to F3 as

expr(a) = (1,0,1), expr(b) = (1,1,0).

We want to multiply a with b and over Fg we can easily check that ab = o which is expanded to
expp(ab) = (0,0,1).
We compute

Mr(b) =

_ O =
—_
—_ = O

and check
Mr(b)expy(a) = (0,0,1) = expr(ab).

To summarize, we may view the finite field F,~ in three different ways:
Let p be a prime and m a positive integer. Let f(z) = S.7.' fix? + 2™ € F,[z] be an
irreducible polynomial of degree m and let « be a root of f(z).

Fpla)/{f(z)) |  Fpla) | Fy
a(r) = 3, aia a=Y"laal | (ag, ... amo1)
a(x) + b(x) mod f(x) a+b expr(a) + expp(b)
a(z) - b(z) mod f(x) a-b expp(a) o expp(b)

Example 1.35. Let us consider again
Fg = F3[ZL’]/<ZL’2 + ].> = Fg[l’]/<l’2 + 2z + 2),

and denote by o a root of ¥ + 2x + 2, i.e., o> = a+ 1 and  a root of 7> + 1, i.e., 3> = 2.

Recall that for o a primitive element over F, and [ of order z, we have that 3 = aa=V/z for
somei € {1,... .z} and gcd(i,(q—1)/z) = 1. Thus, assuming i = 1, we get that 8 = o* = a+1,
and can convert the different representations:
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F8) ol 1] 2] 3 28 | B+1|B+2]28+1]28+2
Fs() O] 1 | 2 |a+l|204+2|a+2]| « 20 | 2a+1

1.8 Trace and Norm

We define two more important maps: the trace and the norm.

Definition 1.36. An automorphism o of F,m over I, is a ring homomorphism from Fn to itself
such that op, = id is the identity.

Note that it follows from the definition that such automorphism is bijective. Consider the map
O—j:]qu—>Iqu7 OéHOéqj.

Theorem 1.37. Let Fm be a finite field with q™ elements (q is a prime power). The automorphisms
of Fym over ¥, are the distinct maps og, 01, ..., 0m—1.

Proof. Clearly, any o, is a ring homomorphism. Moreover, as any element in [, satisfies a? = a,
we have that o; fixes the elements of IF,. In order to see that the o; are distinct, note that if 3
is a primitive element in Fym, then 89 = B forces ¢ = ¢ mod ¢™ — 1, and thus i = j €
{1,...,m—1}.

We are left with showing that there are no other automorphisms. Let o be an automorphism of
F,m over IF, and /3 be a primitive element in IF, and

fx)=am+ froa2™ " + -+ fo €F, 7]
be its minimal polynomial over I,. Then,

0=0(8"+ frn1B" "+ + fo)
=0(B)™ + fn-10(B)" "+ + fo,

thus o(f) is a root of f(z) in Fym. We now show that any root of a primitive polynomial f(z) =
St firt 4 2™ s of the form 39 for some j € {0,...,m — 1}. Note that it is enough to show
that since 3 is a root, so is 39, as then we can repeat this argument for 3¢’ to get the root 37"

In fact, since [ is a root we have that

F(B) = fiB' + 8" =0.
=0
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Now
F(8) = mZ J (80 + (B7)
- mZ_ F 4+
- ij(fiﬁwq + (6

= (3 i+ 7Y = () =0,

or by simply observing that o is a automorphism. Clearly, there are not more roots, as the degree
of f(x)ism.

This implies that o(3) = B¢ for some j € {0,...,m — 1}, thus 0 = 0. O

Corollary 1.38. The group of automorphisms of F,n is a cyclic group of order m, generated by
1.

This map oy : Fgm — Fym, a = a?is called Frobenius map.

Definition 1.39. Let F,» and I, be the finite field with ¢, respectively ¢, elements. The trace
map is defined as

TI']qu JFq qu — Fq,

Note that if ¢ = p is prime we call the trace map Trg,m /v, = TrF,m the absolute trace.

It might not directly be clear why this map sends elements from [, to IF,. We have a simple
test to check whether an element of x € F,m is actually living in the subfield IF;: check if 27 = x.

Thus, we compute

where we have used that o?" = «.

The traces possess many interesting properties, which we leave as an exercise:
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Theorem 1.40. Let oo, 3 € Fym and X € F,. Then

1. Trgyw, (0 + B) = Tre,p jp, (@) + Tr, 5, (B),
2. Tre e, (AQ) = ATrs 7, (),

3. Trem/m,(N) =

4, Tr[qu/Fq(Oéq) Trp m/]F( ).

Exercise 1.41. Prove Theorem 1.40.
The next map is defined in a similar fashion:

Definition 1.42. Let F,» and [F, be the finite field with ¢™, respectively ¢, elements. The norm
map is defined as

N]qu/IFq : ]qu — Fq,
m—1

s H al = oa"=D/(a=1)
=0

We can again use our test (this time 297! = 1), to check whether we land in F,, by computing

(a(qm—n/(q—l))q—l N

We get similar properties to trace, again left as an exercise:
Theorem 1.43. Let o, 3 € Fym and X € F. Then

1. Np /v, (aB) = Np 5, (@) Ni 5, (),

2. Npgmsr,(A) =A™,

3. Ny msr,(@?) = Np o r, ().

Exercise 1.44. Prove Theorem 1.43.

1.9 Some Properties

We may ask if [F,» has also other subfields than IF,,.

Theorem 1.45. Let I, be a field with ¢ = p™ elements. F, has a subfield of order p", if and only
ifr| m.
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Proof. Recall that IF,= is a IF-vector space of degree m. Thus, for any subfield F C F,~, we must
have that F has order p”, where r | m. For the other direction, we assume that r | m and construct
a subfield of F,» with p” elements. Let d = m/r and note that

p"t—1= (pT — 1)(1 +p 4 _i_pr(dfl)).
Thus, p” — 1 divides p™ — 1. Similarly, we see that
(@ =1 [ @ 1),

Since F is the splitting fields of 27" —z = x(2?"~1 —1) over F,,, it contains all roots of 27 =1 —1.
Together with 0, these roots form a subfield of cardinality p", as claimed. O]

And we conclude this short recap on finite fields with Freshman’s dream.

Theorem 1.46 (Freshman’s dream). For any a,b € F,n we have that
(a+b)P =a’ +bP.

Proof. By the binomial theorem we have that

(a+ by = po <?) P,

]

Since forall i € {1,...,p— 1} wehavep | () = u(p 7> We get that (")a't?~" = 0 in Fpym. The
only non-zero terms in this sum are 2 = 0 and 7 = p, Where (0) = (p) =1. O

1.10 Invertible Matrices

Finally, we may consider the invertible matrices.

Proposition 1.47. Let q be a prime power and n a positive integer. Then

GLy(m)| = [ (" — o).

1=0

Proof. To count the invertible matrices in [, ", we may start with any non-zero vector r, € Fy
and use this as first row. Clearly, we have ¢" — 1 choices. For the second row, we may choose any
vector, which is not a multiple of 7y, i.e., 72 € Fy \ (r1). Clearly, we have ¢" — ¢ choices. We
continue this way, for the ith row choosing r; € F}! \ (r1,...,r;,_1), for which we have ¢" — ¢'~*
choices. [

Exercise 1.48. Let q be a prime power and m < n be positive integers. Perform a similar counting
argument, to show that the number of m x n matrices over I of full rank m is given by

m—1

[T -d)

=0
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Corollary 1.49. Let q be a prime power and m < n be positive integers. The probability for a
uniformly at random chosen matrix A € F"*" to have full rank is

n

II a-4¢

i=n—m+1
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2 Basics of Codes

As we have seen in our introductory example, we would like to encode a message, i.e., add redun-
dancy to it, before sending it through a channel prone to errors.

The encoding in our example, was given by repeating the message three times. This ensured
the message recovery if one error happens. In fact, any sent vector must be of the form (z, z, z),
for some = € 3. If only one error happens in the channel, it will only effect one of the three z’s
and as soon as we receive (y,z,x), (x,y,x) or (x,x,y), we can easily recover the sent message
x. The sent vectors are now much larger, of length 3 - 3, in our example. However, we could also
give a different encoding, which is still able to recover the message after one error was inserted,
but with a much shorter length:

Let us consider again m € I3 and a channel which inserts one error. By encoding ¢ = mG,
where

100101
G=101 011 1],
001 011
we get that the sent vectors must live in the set
¢ ={(0,0,0,0,0,0),(1,0,0,1,0,1),(0,1,0,1,1,1),(0,0,1,0, 1, 1),
(1,1,0,0,1,0),(1,0,1,1,1,0),(0,1,1,1,0,0),(1,1,1,0,0,1) }.
Thus, if one error happens, i.e., we receive ¢ + e, there is no other ¢ € C suchthatc+e = ¢ +¢'.

As you can see from our toy example, C, being the rowspan of (G, enjoys linearity, i.e., for any
c,d € Calso A\c+ uc € C, for A\, i € Fy scalars.

Thus, it might not come as a surprise, that our main objects for this lecture, called codes, are
defined as linear subspace C C Fy.

Let us formalize the concepts we have observed above, to get a well-founded theory, of what
we mean with encoding, decoding, error-correction capability and so on.

2.1 Generator Matrix and Parity-Check Matrix

Let us fix that I, will denote the finite field of ¢ elements, where ¢ is a prime power.

Definition 2.1 (Linear Code). Let 1 < k < n be integers. Then, an [n, k], linear code C over F is
a k-dimensional linear subspace of .

Note that we emphasize the linearity, as a code is simply any subset C C Fy.

We have a certain terminology in coding theory, which we will continuously update. The first
terms are
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Let C be an [n, k|, linear code.

* The parameter n is called the length of the code.

The parameter £ is called the dimension of the code.

The elements in the code are called codewords.

The parameter » = n — k is called the redundancy.

The parameter R = k/n is called the rate of the code.

We say that a code is non-degenerate if for any ¢ € {1,...,n} there exists some ¢ € C with
C; 7& 0.
As C is linear, it must have some basis, which allows us to represent it compactly. In fact, linear

codes allow for an easy representation through their generator matrices, which have the code as
an image.

Definition 2.2 (Generator Matrix). Let £ < n be positive integers and let C be an [n, k], linear
code. Then, a matrix G € F ’;X” is called a generator matrix of C if

C={2G|zcF:},
that is, the rows of GG form a basis of C.

We will often write (G) to denote the code generated by the rows G. Thus, we can easily check
if a code is degenerate by checking whether a generator matrix has a zero column.

Example 2.3. A repetition code C = (G), is defined through the generator matrix
— Ixn
G=(1---1) e F "
Thus, the code has dimension 1 and the rate is R = %

Given an [n, k], linear code C = (G), to encode a message m € F¥, we apply the map

Enc : Flg —Fy, m—mG.
Note that an [n, k], linear code C has dimension k, that is |C| = ¢".
Thus, a generator matrix G € F’;X” of C has full rank % and in turn, the encoding map Enc is
injective.
One can also represent a code through a matrix H, which has the code as kernel.

Definition 2.4 (Parity-Check Matrix). Let & < n be positive integers and let C be an [n, k|, linear

code. Then, a matrix H € F\" """ is called a parity-check matrix of C, if

C={yely|yH" =0}.

For any z € IFZ, we call zH ' the syndrome of x through H.
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Let C be an [n, k], linear code with (G) = C = ker(H ).
* The parameter n is called the length of the code.
* The parameter £ is called the dimension of the code.
* The elements in the code are called codewords.
* The parameter r = n — k is called the redundancy.
* The parameter R = k/n is called the rate of the code.
e The matrix G is called a generator matrix of the code.
* The matrix H is called a parity-check matrix of the code.

 The vector s = xH | is called a syndrome of .

The parity-check matrix gives an easy way to check whether some vector x is a codeword or
not, by simply computing its syndrome xH . If the syndrome is zero z is a codeword and if the
syndrome is not zero,  is not a codeword.

The name parity-check matrix comes from single parity-check codes.

Example 2.5. In several applications, one uses a single parity-check code, i.e., adding a last digit,
which serves to check whether the whole vector is a valid codeword or not. Over the binary, we
are given a message m = (my, ..., my) € F5 and we want to encode m to ¢ = (my, ..., my,y) €
F5 where y = Zle m;. A generator matrix of such a single parity-check code is given by

1
1
and a parity-check matrix is simply given by
H=(1---1),

as

k
HCT:Zmi+yEO mod 2.

=1

Thus, the name parity-check matrix comes from the binary code, where one checks if a vector
has even weight.

Exercise 2.6. How would a [n,n — 1], single parity-check code for q # 2 be defined?
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Note that there are many generator matrices G which have the same code as image. In fact, for
any U € GL(q) we have that (UG) = (G), as the row operation U only changes the basis but not
the subspace.

Recall the rank-nullity theorem, stating that for any A € Fy*™,
dim(ker(A)) = n —rk(A).

Since ker(H ") = C has dimension k we have that H € F"~**" has full rank n — k.
We could think of a generator matrix and parity-check matrix as forming a short exact se-
quence:

0—F SEr L ko,

Let H € F"™™>" be a parity-check matrix and assume z € F » is unknown. Then, we get a

system of n — k linear equations in z; from Hx' = s':

n
g hu%‘ =35
i=1

n
E hnfk,ixi = Spn—k-
=1

These equations are called parity-check equations or syndrome equations.

Consider our original problem, where we have received r = ¢ + e € Fy, with ¢ € C the sent
codeword and e an error vector added by the channel. By computing the syndrome of r via the
parity-check matrix H of C, we get

s=rH' =(c+e)H =cH +eH" =eH",

i.e., we see that the received word is erroneous, and get an equation only depending on the error
vector.

Since C = Im(G) = ker(H "), we also get a relation between the two matrices, namely
GH' =0.

For z,y € F} let us denote by (x,y) the standard inner product, i.e.,

=1

Then, we can define the dual of an [n, k], linear code C as the orthogonal space of C.
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Definition 2.7 (Dual Code). Let k < n be positive integers and let C be an [n, k|, linear code. The
dual code C* is an [n,n — k], linear code, defined as

CL:{:EEIFZHx,y}:OVyGC}.

We have to be careful with the term "dual code": we do not intend the space of linear forms on
C, instead we say "dual" to intend the orthogonal space with respect to the standard inner product.
And even though dim(C) + dim(Ct) = n, we do not necessarily have that C N C* = {0}. In fact,
we can even have C = C.

Exercise 2.8. Show that the code generated by

1010
G_(0101)

is such that C = C*.
Exercise 2.9. Show that a parity-check matrix of C is in fact a generator matrix of C*.

Example 2.10. Let C be the [n, 1], linear repetition code, generated by
G = (1 e 1) )
Its dual code C* is the [n,n — 1], linear single parity-check code generated by

1

H = Idn—l
1

Proposition 2.11. Let q be a prime power and k < n be positive integers. Let C be an [n, k],
linear code. Then (C+)* = C.

Proof. Let G be a generator matrix of C and H be a parity-check matrix of C. Since H is thus a
generator matrix of C*, we get that

CH)={zeF}|(z,y)=0forallyeC"}, C ={yeF;|(cy)=0foralcecC}.

Thus any ¢ € Cis also in (C1)*, as {(c,y) = 0 for all y € C*.
Since C has dimension k and (C1)* has dimension k, we get the claim.
]

A priori, the code C and its dual C* have no apparent connection. If C C C*, we call C a
self-orthogonal code and if C = C*, we call C a self-dual code.
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Example 2.12. We consider again the [n, 1], repetition code C with generator matrix
G=(1 --- 1).

Recall that C*+ = ker(GT), hence to show that C C C*, it is enough to show that any codeword
c € Cis such that cGT = 0. If n is even, then GGT = Y |1 = n and thus any code word
¢ = mG is such that cGT = mGGT = 0.

For x € Fy and S C {1,...,n} we denote by x5 the vector consisting of the entries of x
indexed by S. While for A € IF’; *"we denote by Ag the matrix consisting of the columns of A
indexed by S. Similarly, we denote by Cg the code consisting of the codewords cg, i.e.,

Cs ={cs | ceC}.
An [n, k|, linear code can be completely defined by having access only to (correctly chosen) k
positions. The following concept characterizes such defining sets.

Definition 2.13 (Information Set). Let £ < n be positive integers and let C be an [n, k|, linear
code. Then, aset I C {1,...,n} of size k is called an information set of C if

[Cl=lCrl
Exercise 2.14. How many information sets can an |n, k|, linear code have at most?

Proposition 2.15. Let C be an [n, k], linear code, I an information set and let G be a generator
matrix . The matrix Gt is an invertible matrix.

Proof. Since (G) = C; has dimension k, we immediately get that G; € IW;X’g has full rank. O

Proposition 2.16. Let C be an [n, k|, linear code, I an information set and H a parity-check
matrix. If [€ := {1,...,n} \ I is the complement set of I, then, H c is an invertible matrix.

Exercise 2.17. Prove Proposition 2.16.

Exercise 2.18. Let C be the code generated by G € F2**, given as
1 3 2 3
G = (0 4 4 3) '

Determine all information sets of this code.

Since GG; and H;c are invertible, we can apply row operations U, respectively U’ to get
(UG); =1d,, (U'H)e =1d, 4,

which leads to the following definition of a systematic form.
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Definition 2.19 (Systematic Form). Let k£ < n be positive integers and C be an [n, k|, linear code.
Then, there exist some n X n permutation matrix P and some invertible matrix U & IF’;X’“ that
bring G in systematic form, i.e.,

UGP = (1d;, A),

where A € IF’,; x(n=k) Similarly, there exist some n x n permutation matrix P’ and some invertible

matrix U’ € an_k)x("_k), that bring H into systematic form, i.e.,

U'HP = (B 1d,4),

where B € Fy"FF

As we have not introduced permutation equivalence yet, we may think of the standard form as
follows: Let I C {1,...,n} be an information set and G a generator matrix of C, then there exists
U € GL,(k) such that

(UG); =1dg, and (UG)c = A,

for some A € IE‘];X(”_k). We will later see that permuting the identity matrix to be at the first &

coordinates, will not change the underlying structure.
Given a generator matrix, one can easily find a parity-check matrix of the code.

Proposition 2.20. Let C be an [n, k, |, linear code and G be a generator matrix. If G = (Idk A) ,
for some A € st(n_k), then H = (—AT Idn,k) is a parity-check matrix of C.

Proof. We clearly have GH' = —A+ A = 0, thus C = (G) C ker(H"). As H has rank n — k,
the kernel of H has dimension k, and is thus equal to C. [

If the identity matrix is not in the first k£ coordinates, we think of Proposition 2.20 as G; = Id;
and Gjc = A and thus H;c =1d,,_, and H; = — AT,

Proposition 2.21. Let q be a prime power and k < n be positive integers. Let C be an [n, k|, linear
code. Then I C {1,...,n} is an information set of C if and only if I is an information set of C*.

Proof. Let GG be a generator matrix of C. Then by the definition of the systematic form, there exists
aU € GL,(k) such that
(UG)r=1d;, and (UG)jc=A,

for some A € ng(n_k). Without loss of generality, we may assume I = {1,...,k}. Thus, using

Proposition 2.20 on G’ = UG, we get that H}. = Id,,_;, and hence [ ¢ of size n — k forms an
information set for C*.

The other direction follows immediately from Proposition 2.11. U

Example 2.22. Let us consider again the generator matrix of our toy example:

(N )

1 1
G=10 1| e F3<6,
0 1

o = O
— o O

1
1
0
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1 01
then a choice for I would be {1,2,3} and thus A= | 1 1 1| gives the parity-check matrix
011
110100
H=10 11010
111001

Definition 2.23. Let ¢ be a prime power and k£ < n be positive integers. Let C be a [n, k|, linear
code. The hull of the code C is defined as

H(C)=CnNC.
Clearly, H(C) = H(C?1), by Proposition 2.11.

Exercise 2.24. Let q be a prime power and k < n be positive integers. Let C be a [n, k], linear

code with generator matrix G € IF’;X” and parity-check matrix H € Fén_k)xn. Show that

H(C) = ker ((g) T) |

Note that the hull of a random code is with high probability trivial.

Theorem 2.25. Let q be a prime power and k < n be positive integers. Let C be a [n, k], linear

code with generator matrix G € F¥*™ and parity-check matrix H € FS"™¥" Then #(C) = {0}
with high probability, for n growing.

Proof. By Exercise 2.24 We are interested in the dimension of the kernel of the matrix (g) , and

due to the rank-nullity theorem in its rank. We can assume that G, H are in systematic form, i.e.,
G = (Id,c A) , H= (—AT Idn,k)

and perform row operations to get

G\ (14, A !

H) ~\0 AAT+1d, /)
Hence its rank is given by k +rk(AAT +1d,,_;). Assuming A was a random matrix, we also have
that AAT + Id,,_j has with high probability full rank. Thus, by rank-nullity we get

dim(H(C)) = dim (ker ((g)T» -1k <(g) T) E—)
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Let C be an [n, k], linear code with (G) = C = ker(H ).
* The parameter n is called the length of the code.
* The parameter £ is called the dimension of the code.
* The elements in the code are called codewords.
* The parameter r = n — k is called the redundancy.
* The parameter R = k/n is called the rate of the code.
e The matrix G is called a generator matrix of the code.
* The matrix H is called a parity-check matrix of the code.

 The vector s = xH ' is called the syndrome of x.

o The code C* is called the dual code of C.

A set I with G; € GL,(k) is called information set.

2.2 Hamming Metric

Now that we have described the linearity of the vectors we can send, how do we decode and how
much can we decode?

Recall that we have received r = c+ e € IFZ, where ¢ € C was sent. To decode, we have to
find the sent c. However, r could be the sum of any codeword and some other vector. In our toy
example r = (1,0,0,1,0,1,1,0, 1) could also be written as

(1,1,1,1,1,1,1,1,1)+(0,1,1,0,1,0,0,1,0) or (1,0,0,1,0,0,1,0,0)+(0,0,0,0,0,1,0,0,1).
However these are less likely than
(1,0,1,1,0,1,1,0,1) + (0,0,1,0,0,0,0,0,0)

assuming that the channel only introduces a few errors.

Hence, we are looking for the closest codeword c. For this, we first have to define what we
mean by closest, i.e., introduce a metric to Fg.

Definition 2.26. A distance is a function d : Fy X F — Q, such that
* itis positive definite, i.e., d(z,y) = 0 if and only if = y and d(z,y) > 0 for all z,y € Fy,
* itis symmetric, i.e., d(v,y) = d(y, ) for all z,y € Fy,

* it satisfies the triangle inequality, i.e., d(z,y) < d(z, 2) + d(z,y) forall z,y, z € F.
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We say that a distance is translation-invariant, if for all z,y, 2 € F} we have d(x,y) = d(x +
2,y + 2).

A distance also gives raise to a weight, by defining wt(x) = d(z,0).
Definition 2.27. A weight is a function wt : Fj' — Q, such that
* it is positive definite, i.e., wt(x) = 0 if and only if # = 0 and wt(x) > 0 for all » € F7,
* itis symmetric, i.e., wt(z) = wt(—x) for all » € FY,
* it satisfies the triangle inequality, i.e., wt(x +y) < wt(z) + wt(y) for all 7,y € Fy.
In the other direction, any weight also induces a distance by defining d(z,y) = wt(x — y).

Exercise 2.28. Show that if d is a translation-invariant distance function wt(z) = d(z,0) is a
weight function.

Exercise 2.29. Show that if wt is a weight function d(z,y) = wt(x — y) is a distance function.

As we are interested in the amount of positions which are erroneous, the most natural weight
to consider is the Hamming metric.

Definition 2.30 (Hamming Metric). Let n be a positive integer. For x € Fy, the Hamming weight
of z is given by the number of non-zero positions, i.e.,

wty(x) =] {ie{l,...,n} | x; #0}|.

Forz,y € Iy, the Hamming distance between x and y is given by the number of positions in which
they differ, i.e.,

Note that the Hamming distance is induced from the Hamming weight, that is dy(z,y) =
wty(x —y).

Exercise 2.31. Show that the Hamming weight is a weight function.

Let v € . We denote by supp;(z) = {i € {1,...,n} | z; # 0} the Hamming support of x.
The Hamming weight of x is then clearly given as the size of the support: wty () = |[supp(z)].

Having defined a metric, one can also consider the minimum distance of a code, i.e., the small-
est distance between any two distinct codewords.

Definition 2.32 (Minimum Distance). Let C be a linear code over IF,. The minimum Hamming
distance of C is denoted by dy(C) and given by

dH(C) = mln{dH(xay) | T,y € Ca Z 7é y} = min{WtH(c) | ce C,C 7é O}
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The minimum Hamming distance of a code turns out to be a very important parameter. Thus,
whenever the minimum Hamming distance d = dy(C) is known, we say C is an [n, k, d|, linear
code.

Example 2.33. The [n, 1], repetition code has minimum distance dg (C) = n, whereas the [n,n —
1], single parity-check code has minimum distance dg (Ct) = 2.

When defining balls in a certain metric, we have to provide the radius and the center, e.g. we
may define the Hamming ball of radius r and center x as

By(r,n,q,x) = {y € F} | dg(z,y) <r}.

However, to determine the size of such balls, we observe that the Hamming metric is translation
invariant.

Proposition 2.34. Let q be a prime power and v < n be positive integers. For any x, 1" € I we
have

r n 4
Bi(r.n,q,2)| = |Ba(r,n.q.2) = {y € F} | wig(y) <r}| =Y (i)@— 1)
i=0
Exercise 2.35. Prove Proposition 2.34

The minimum distance of a code is an important parameter, since it is connected to the error
correction capability of the code.

2.3 Error-Correction Capability

We denote by dp(,C) the minimal distance between z € [’ and a codeword in C.

We say that a code can correct up to t errors, if for all r € IFZ with dy (r,C) < t, there exists
at most one ¢ € C, such that dy(r,c) < t. The parameter t is then called the error correction
capability of the code. Equivalently, C can correct ¢ errors, if the balls of radius ¢ around any
distinct codewords ¢ # ¢ are disjoint: By (t,n,q,c) N By (t,n,q,) = 0.

On the other hand, we say that a code can detect w errors, if for any two distinct codewords
c # € C we have dg(c, ') > w. Equivalently, we may say C can detect w errors, if the ball of
radius w around any codeword ¢ does not contain any other codeword: By (w,n,q,c) NC = {c}.
The parameter w is then called the error detection capability of the code.

How are dy(C) and t, the error correction capability of C, related?

If we are given the code C C T} and depict its codewords as points, then the shortest distance
between two of them is given by dy(C) = d. To find the error correction capability, we want to
draw balls around the codewords, with radius as large as possible, but such that the balls do not
intersect. This results in the radius g1

t=|—|.
o
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Theorem 2.36. Let C be an [n, k, d|, linear code. Thent = L%l is the error correction capability
of the code.

Proof. Letr € [F} be such that there exists a codeword ¢ € C with dy(c,r) < L%J Assume by
contradiction, that there exists another codeword ¢ € C with ¢ # ¢ and d (¢, r) < | %] . Then,
by the triangle inequality, we have that

-1 -1
nled) < dulerr) + du(er) < | 150 4 |25 <

contradicting that d is the minimum Hamming distance of C.

This is also the maximal value. In fact, let ¢,/ € C be such that dy(c,¢’) = d. Then for

t> L%J + 1 there exist r € Fy with dy(e,r) <tand dy(c,r) < t. Without loss of generality,

we may assume that ¢, ¢’ differ in the first d positions, i.e., ¢ = (c1,...,¢4,21,...,Tn_q) and
d = (c,....cpx, ..., vy_q). Then, we canset r = (ci,...,¢,Cyy-..,Cyy T, ..., Tn_q) and
check dy(c,r) < d—t <tanddg(d,r) <t. N

Exercise 2.37. Let C be an [n, k, d), linear code. Prove that the error detection capability is given
byw=d—1.

Decoding denotes a function, that takes as input r = c + e € IFZL and returns the closest
codeword, ¢ € C, such that dy(r,c) < t.

Dec:Fy — C, 1~ c=argmin{dy(r,z) |z € C}.

Where "function” is bad word, as there might be r € [Fj’ which are not decodable. It should
rather be thought as

Dec : U Bu(t,n,q,c) - C, 1+ c=argmin{dg(r,z) |z € C}.
ceC

The most interesting codes for applications are codes with an efficient decoding algorithm, i.e.,
where we can compute the function Dec efficiently.
How can we determine the minimum distance of a code?

38



Theorem 2.38. Let k < n be positive integers and let C be an [n, k|, linear code. Let H be a
parity-check matrix of C. Then, C has minimum distance d if and only if every d — 1 columns of H
are linearly independent and there exist d columns, which are linearly dependent.

Proof. For the first direction, let ¢ € C be the minimal weight codeword, i.e., wty(¢) = d. Since
c € ker(H"), we get cH'" = 0 and thus the d columns h; of H, indexed by i € supp(c) are
linearly dependent as >, () Cihi = 0. On the other hand, any ¢ € C with weight < d must
be the zero codeword. Thus, if a linear combination of less than d columns of H gives zero, the
scalars are zero, i.e., any d — 1 columns are linearly independent.

For the other direction, assume there exist d linearly dependent columns h; of H for: € I and
[I| = d, that is there exist \; € [ such that ), ; \;h; = 0. Then ¢ with support I and entries
c; = \; fori € I is such that wty(c) = d and cH' = 0, thus ¢ € C and hence dy(C) < d.
Since any set of d — 1 columns are linearly dependent, by the same argument, there is no non-zero
codeword with weight less than d, thus dy (C) > d.

[
Example 2.39. Let us consider again the binary code C from the toy example, with parity-check
matrix
110100
H={0 11010
111001

We can find 3 columns which are linearly dependent, for example the columns indexed by {1,4,6},

1 1 0 0
01+10]+10] =10
1 0 1 0

And any two columns are linearly independent, thus by Theorem 2.38, we get dy(C) = 3. Thus,
we can correctt = 1 error and detect 2 errors.

Theorem 2.40. Let g be a prime power and k,d < n be positive integers. Let C be an [n, k,d],
linear code. Then every subset of {1,...,n} of size n — d + 1 contains an information set. Fur-
thermore, d is the largest number with this property.

Proof. Let GG be a generator matrix of C and consider any set X C {1,...,n} of size s. Without
loss of generality, we may assume X = {1,...,s} and split the generator matrix as

G=(A B),

where A € IF’;XS, B e Fl;x(n_s). Assume that X does not contain an information set, thus rk(A) <
k. Thus, there exists a non-trivial linear combination of the rows of A which gives 0 and hence
there exists a codeword ¢ having in the first s positions 0’s. Since the rows of G are linearly
independent, ¢ # 0 and hence d < wty(c) < n —s.

Thus, whenever s > n — d, e.g. for s = n — d + 1 the set X must contain an information
set. OJ
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Let C be an [n, k, d], linear code with (G) = C = ker(H").
* The parameter n is called the length of the code.
* The parameter £ is called the dimension of the code.
* The elements in the code are called codewords.
* The parameter r = n — k is called the redundancy.
* The parameter R = k/n is called the rate of the code.
e The matrix G is called a generator matrix of the code.
* The matrix H is called a parity-check matrix of the code.
 The vector s = xH ' is called the syndrome of x.
e The code C* is called the dual code of C.
» Asset [ with G; € GL,(k) is called information set.
* The parameter d is called the minimum Hamming distance of the code.
d—1

* The parameter t = |4 | is called the error correction capability of the code.

2.4 Subcodes and Supercodes

If a code contains a smaller code, we call this smaller code a subcode and the larger code a super-
code:

Definition 2.41. Let ¢ be a prime power and k' < k < n be positive integers. Let C be a [n, k],
linear code and C’ be a [n, k'], linear code. If C' C C, then C’ is a subcode of C and C is a supercode
of C'.

Given a generator matrix G € IE";X” of a [n, k], code, then deleting ¢ rows will give a generator
matrix G € F¥*" of a [n, k'], subcode C’, where k' = k — (.
Even more is true:

Proposition 2.42. Let q be a prime power and k' < k < n be positive integers. Let C be a [n, k],
linear code and C' be a [n, k'], linear code with C' C C. Then for any generator matrix G € F’;X”
of C there exist some S € GL,(k) such that the first k' rows of SG generate C'.

Exercise 2.43. Prove Proposition 2.42.

For the parity-check matrix the opposite is happening. In fact, while for the code C, we have
that the subcode C’ is smaller and contained in C, their dual codes are such that

CL g C/L‘
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Proposition 2.44. Let q be a prime power and k' < k < n be positive integers. Let C be a [n, k|,
linear code and C' be a [n, k'], linear code with C' C C. Then

CL C C/L
Proof. Let us consider the generator matrices G € F’;X" and G' € ]F’;/X” of C, respectively C’

and the parity-check matrices H € F"¥" and H' € F"™*)*" Recall that GH' = 0 and by

!
X) , where X € F,*" for £ = k — k' Since then

GH'" = (f() H' =0

we also get that G’H " = 0 and hence Im(H) = C+ C C'*.

Proposition 2.42 we may assume that G = (

Hence, we can apply the same argument as in Proposition 2.42 to their duals to get

Corollary 2.45. Let q be a prime power and k' < k < n be positive integers. Let C be a [n, k],
linear code and C' be a [n, k'], linear code with C' C C. Then for any parity-check matrix H' €
F" MM of C there exist some S € GL,(n — k') such that the first n — k rows of SH' are a

parity-check matrix for C.

Exercise 2.46. Let q be a prime power and k' < k < n be positive integers. Let C be a [n, k|,
linear code and C' be a [n, k'], linear code with C' C C. Show that di(C) < dy(C').

Example 2.47. Any code of dimension 1 < k < n is a subcode of the [n,n], code [y and a
supercode of the [n, 0], code {0}.

Let us consider again the generator matrix of our toy example:

100101
G=(010 11 1]eF>,
001011

with the parity-check matrix

—
—
(e
—
(@]
@)

H:

)
—
—_
@]
—_
)
m
=
NN
X
=2

111001
Then a subcode of (G) is generated by

100101
G/:(oo1o11ew6

and a parity-check matrix is then given by

H =

O = O =

1
1
1
1

O = = O
S O O
o O = O
o = O O
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2.5 Counting Codes

If we fix n, k and ¢, how many [n, k|, linear codes are there?

Definition 2.48. The Gaussian coefficient or the g-binomial coefficient is defined as

n| _Tre—d [, (1 - )
M g g ¢ —a L0 - -g)

To handle the Gaussian coefficient, we often use the following bounds and limits:

Proposition 2.49. Let q be a prime power k < n be positive integers.

k) {n}
|:k:| q k 1/q

* The following identity holds

» Ifk is a constant in n, then

e Ifk = Rnfor0 < R <1, then

n - .
lim [ } =la-¢H,
n—oo | Rn 1/q g

whereas for R € {0, 1} we have
n
=1
|:Rn:| 1/q

o We can bound the Gaussian binomial as
(n—kk |~ (n—k)k 1— =)L
q < Mg <q i|_|1( q")

e Since
x

- iyl
Jim [T -¢)" =1,

=1

n e
M g
q

we have that

for q — oc.
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» We can also bound [[;2,(1 — ¢~*)~*, which is called the Euler function, usually denoted by
(1/q)oc by
H (1—¢H <.

Proposition 2.50. Let g be a prime power and k < n be positive integers. The number of [n, k],
linear codes is given by m »

»Jkl»—*

Proof. To determine a k-dimensional subspace in [y, we need to choose £ linearly independent
vectors from FZ, which act as a basis of C. The first vector b; should be non-zero, thus we have
q" — 1 choices. The second vector b, must be chosen outside the span of the first vector b;. Since,
the first vector generates a subspace of dimension 1, we have ¢" — ¢ choices. We continue in this
way, i.e., for the ith vector, we require b; € F \ (by,...,b;_1), which gives ¢" — ¢*~' choices.
Thus, there are Hf;ol (¢"™ — q') choices for linearly independent vectors, spanning a subspace of
dimension k.

However, some of these subspaces might be the same. Thus, we need to divide this number by
the number of £ linearly independent vectors, which span the same space. This follows a similar
argument: having fixed C of dimension k, how many bases does C have, is equivalent to asking for
the number of k linearly independent vectors in C =2 F’;. Thus, by setting n = k£ in the previous

counting argument, we get [ [ 2 (¢" — ¢') and the final formula

a1

Exercise 2.51. Given C a [n, k], linear code. How many subcodes does C have?

Can we choose any n, k, d?

On one hand, we want to be able to encode many messages, thus we would like to have a large
k. At same time want to be able to correct many errors, which requires a large d. For fixed n,
having both parameters k, d large is not possible. Thus, we are interested in providing bounds on
these parameters and finding optimal codes, e.g. codes which can correct the most errors for given
n, k.
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3 MDS Codes

As we have seen, the minimum distance d of a code is an important parameter, which determines
how many errors the code can correct. Clearly, we cannot have a large amount of codewords ¢*
while maintaining that they are far apart, i.e., of distance at least d.

Thus, a large branch in coding theory is considering bounds on the dimension k£ when the
length n and the minimum distance d are fixed, or equivalently, bounds on the minimum distance
d when the length n and the dimension k are fixed. The most prominent such upper bound on &
(respectively on d) is the Singleton bound.

3.1 Singleton Bound

One of the most important bounds in coding theory is the Singleton bound, which provides an
upper bound on the minimum distance of a code.

Theorem 3.1 (Singleton Bound). Let q be a prime power and k < n be positive integers. Let C be
an [n, k|, linear code. Then,

There exist many different proofs for this bound, using concepts we have not introduced yet.
However, the easiest one follows directly form the systematic form of a generator matrix.

Proof. Let G € IF’;X” be a generator matrix of C and let / C {1,...,n} be an information set.
Recall that there exist some U € GLg(q), such that we may write (UG); = Id; and (UG);c = A
for some A € F];X(n_k). As any row g of UG is again a codeword in C, we have by definition
d(C) < wty(g). By the form of g we see that wty(g7) = 1 and as gjc € ]FZ"“ we get wty (gre) <

n — k. Thus,

0

A code that achieves the Singleton bound is called a maximum distance separable (MDS) code.
MDS codes are of immense interest, since they can correct the maximal amount of errors for fixed
code parameters n, k. In fact, their error correction capability is given by

=]
t= .
2
Theorem 3.2. Let q be a prime power and k < n be positive integers. Let C be an [n, k], linear
code. Then, the following are equivalent:

1. Cis an MDS code.

2. Every subset of {1,...,n} of size k is an information set.

44



3. Ctis an MDS code.

Proof. We start by showing 1) = 2). From Theorem 2.40, we know that any subset of
{1,...,n} of size n —d+1 = k contains an information set of size k, i.e., any subset of {1,...,n}
of size k is an information set.

This also gives the other direction 2) = 1) as Theorem 2.40 also states that d is the largest
number with this property, i.e., since every subset of size £ is an information set, k = n —d + 1
and thus C is MDS.

Note that this argument can also be applied to the dual code: if C* is MDS, then any subset
of {1,...,n} of size n — k is an information set for C*. Recall from Proposition 2.21 that ./ is an
information set of C* if and only if J¢ is an information set of C, proving that 3) < 2). U

3.2 Trivial MDS Codes

Some examples of MDS codes are quite trivial.
Example 3.3. Let C = [} be the [n,n, 1], linear code. Then as
n—n+1=1=dy(C)

we get that C is MDS. Thus, by Theorem 3.2, the dual code is also MDS. Since C* = {0} is the
[n, 0], linear code, we see that we should define

dy({0}) =n+ 1.

Example 3.4. Let us consider a code C with dimension 1. If the code is non-degenerate, then
dy(C) = n. Thus, any non-degenerate code of dimension 1 is an MDS code, as

dgy(C)=n=n—-1+1.
Thus, again by Theorem 3.2, we get that the dual code C* of dimension n — 1 is also MDS. Thus,
dgp(C)=n—(n—1)+1=2.

In fact, C* does not contain any vector of Hamming weight 1. If a generator matrix of C is given
by G = [g1,...,9, with g; € [, then G acts as parity-check matrix for C* and for any vector x
with suppy(z) = {i}, we get Gx" = x;g; # 0.

On the other hand, we have, for example x = (go, —¢1,0...,0) € C+t.

Apart from these trivial codes, we also have a large family of codes, for any £ < n < ¢, which
are MDS, called Reed-Solomon codes.

45



3.3 Reed-Solomon Codes
The most famous example is the family of Reed-Solomon (RS) codes.

Definition 3.5. Let ¢ be a prime power and k£ < n < ¢ be positive integers. Letav = (v, ..., ) €
Iy, where the «; are pairwise distinct. The Reed-Solomon code RS, k() of dimension k is
defined as

RSgnu(e) = {(f(ar), ..., flan)) | f(x) € Fylz], deg(f) < k}.

Thus, any codeword in RS, ,, x(«) is an evaluation of a polynomial of degree up to k, in the
evaluation points oy, . . . , Qv,.

Why is this a linear code, though?
Let us show that the Vandermonde matrix is a generator matrix of RS, (). The Vander-
monde matrix V,, () is given by

1 - 1
aq Ce (67
kx
V;ank(a) = . . € IFq n'
Oéllcfl Oél;’;_l

(Note that the usual definition of a Vandermonde matrix is the transpose of this matrix).

Exercise 3.6. Show that

1 ... 1

(03] Q.

V= i
k—1 k—1

oy SO

has determinant

det(V)= [] (05— )

0<i<j<k

and thus, every maximal minor of V, ,, ,(«) is non-zero.

Proposition 3.7. Let g be a prime power and k < n < q be positive integers. Let « = (o, ..., ) €
Iy, where the a; are pairwise distinct. Then (Vy () = RS ().

Proof. Any codeword of RS, ,, x(c) is of the form

k—1 k—1
o= (F(ah.... Flon) = (z fiaa,...,zfia;) |
7=0 =0

for f(w) = Y15, fir'.
Thus,
c=(fo,... >f1<:—1)Vq,n,k(a)
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and in turn RSy, k() C (Vo nk((@)).

We note that RS, .x(a)] = ¢¥, as there are ¢" many polynomials of degree up to k over F,,.
Since also V,,, x () has rank k, we get that (V,,, x()) = RS ni().
O

Proposition 3.8. Let g be a prime power and k < n < q be positive integers. Let « = (o, ..., ) €
Iy, where the a;’s are pairwise distinct. The Reed-Solomon code RS i (t) is an MDS code.

Proof. Since RS, . x() is a [n, k],-linear code, we must have dy (RS, nk(a)) < n —Fk + 1.
For the other direction, i.e., dy(RS,n k() > n — k + 1, let us consider a codeword ¢ =
(f(an), ..., f(ay)), where deg(f) =k — 1.

If, by contradiction, any non-zero codeword has weight smaller than n — k + 1, i.e.,
wtg(c)=n—l<n—k+1
then there exist ¢ evaluation points o, , ..., ®;, € {aq,...,a,} with
flog) == f(ay,) =0.
Since deg(f) = m < k — 1, f can have at most m < k — 1 roots in I, however,
(>n—(n—k+1)=k—1>m.
Thus, f(z) = 0 and ¢ = 0 leading to the desired contradiction. O

Example 3.9. Ler us consider o = (1,2,4,3) and RS5 43(c) C F3, which is generated by

=N

1
4
1

=~ W

1
V5,4,3 (Oé) = |1
1

On the other hand, RS5 42(ct) C RS5.43(v), which is generated by
1111
Vsaala) = (1 2 4 3) '

RS ne(@) C RS ni(@)

is a subcode for ¢ < k. The dual code of a Reed-Solomon (RS) code is not necessarily a RS code.
To see this, let us first introduce the systematic form of a generator matrix of a RS code, to find the
parity-check matrix.

We can easily see that
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Proposition 3.10. Let q be a prime power and k < n < q be positive integers. Let a =
(1, ..., an) € Fy, where the a;’s are pairwise distinct. Then RSy k() = (G), where

G=(ld, O)

and

H=(-C" Id,y,)

where C' € ]F];X(n_k) is a Cauchy matrix of the form c;; = raf; , with
iTYj

T = — Q, Yy; = Atk
k

1
a; by =] [ — ).

— 17k
Ht:1,t¢i(04z‘ — ay) t=1

We omit the proof, but it essentially computes the inverse of the first £ x k Vandermonde
matrix, V, , x(ca, ..., a;)~", and multiplies it to the remaining k£ X (n — k) Vandermonde matrix,
ie, Vorr(on, ..o an) " Vnpr(Qrgt, -, an).

Example 3.11. Let us consider again o = (1,2,4,3) and RS;543(c) C F3, then in systematic
form, we have a generator matrix

Q
I
O O =
—
)
[N

Hence

which clearly does not generate a RS code.

However, it is almost a RS code up to scaling of the columns. Thus, let us introduce generalized
Reed-Solomon codes.

3.4 Generalized Reed-Solomon Codes

A natural generalization of the family of Reed-Solomon codes, is to weight each entry ¢ with some
scalar (3; # 0, giving rise to the Generalized Reed-Solomon (GRS) codes.

Definition 3.12. Let g be a prime power and k < n < ¢ be positive integers. Let « = (o, ..., ap) €
[y where the o;’s are pairwise distinct and 8 = (f,...,8,) € (F;)". The Generalized Reed-
Solomon code GRS, .. 1(av, 5) of dimension k is defined as

GRS yni(a, B) ={(Brf(cr),....Buf(an)) | f(x) € F,[z], deg(f) < k}.
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We first note that a GRS code is generated by a weighted Vandermonde matrix, that is

Bi . DB
Q . 1 Clp,
A e Gncn | ¢ e
ﬁlo/f_l . BuakTt

Proposition 3.13. Let q be a prime power and k < n < q be positive integers. Let o =
(q1,...,an) € Fy, where the ; are pairwise distinct and 3 = (By,...,5,) € (F})". Then
<%7”7k<a7 /B)> = gRS(Ln’k(O{’ /6>'

Exercise 3.14. Prove Proposition 3.13.

Note that GRS codes are still MDS codes.

Proposition 3.15. Let q be a prime power and k < n < q be positive integers. Let a =
(Q1,...,an) € Fy, where the ; are pairwise distinct and 3 = (By,...,8,) € (F;)". Then
GRS g, B) is an MDS code.

Exercise 3.16. Prove Proposition 3.15.

Proposition 3.17. Let q be a prime power and k < n < q be positive integers. Let a =
(ou,...,an) € Fy, where the «; are pairwise distinct and 3 = (By,...,B,) € (F})". Then
QRS;nyk(oz,ﬁ) =GRS nn-r(a,7), where

n

Vi =6 H (; —ay)™

j=Lj#i
forallie {1,...,n}.
Proof. Let us define

n

L@ = ] @-a)

j=1j#i

and y; = 8, 'Li(a;) "t foralli € {1,...,n}. Letc € GRS, nx(, B) and ¢ € GRS n_r(a,7)
be arbitrary codewords. We want to show that (¢, ¢) = 0.

We can define f(z), f'(z) € F,[z] of degree deg(f) < k,deg(f’) < n — k, such that

c= (61]0(051)’ ce ’ﬂ"f(a"))’
d=nfllar), ..., mf (an)).

Clearly, deg(f - f') <n — 1,as thedegreeisatmostk — 1+ (n —k—1)=n—2.
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Recall that by Lagrange interpolation for any g(z) € F,[z], of degree < n — 1, we have that

o) =3 sl

«

Thus, applying this to g = f - f' we get

(F - )0) = 30 P Ex @ )

n
=1

As the degree of f- fis strictly less than n— 1, we have that the coefficient of "~ of (f- f')(x)
is 0. On the other hand, the coefficient of z"~! of L;(z) is 1, and hence

n

0=3 iy e )

_ Zzn;(ﬁif (a)) ( L(_al) d ,<O"'))

= 3 (B0 (S0

= Zcic; = (¢, ).

Example 3.18. Let us consider F; and oo = (2,5,4), 5 = (1,2, 3), then

1 2 3
%,3,2<aa ﬂ) - (2 3 5)

and GRS532(a, B) = (Vs 32(a, 5)) while v = (6,5, 3) and
‘/57371(04,’)/) = (6 5 3)

and QRSE)%&Q(O(, B) = (Vss1(a,7)).

Exercise 3.19. Show that the examples of MDS codes from before, i.e., C of dimensionin {n, 0,1, n—
1} are all GRS codes if n < q.

We can also see now, that the dual of a RS code is a GRS code.

Corollary 3.20. Let q be a prime power and k < n < q be positive integers. Let « = (o, ..., ) €
F?, where the o; are pairwise distinct. Then RSy, p(a) = GRS nn—i(, ), where
Vi = H (i — ay)™!
J=Lj#i

forallie {1,...,n}.
Exercise 3.21. Let C C F} be a linear code. Show that dp(C) + dg(C) < n+ 2.
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3.5 Primitive Reed-Solomon Codes

A special subclass of RS codes are called primitive RS codes. For these we take a € [ a primitive
element and define the evaluation points o € Fy of the RS code as

;= &i
foralli € {0,...,q — 2}.
Definition 3.22. Let g be a prime power and k < n = ¢ — 1 be positive integers and a € F}
a primitive element. Further, let o = (1,a,a?,...,a%%) € F}. The code RS nk(cv) is called
primitive RS code.

Primitive RS codes have as a generator matrix

1 1 1

1 a ad™?
Vink(a) =

1 a]kil a](kil)(q72)

Lemma 3.23. Let q be a prime power, then
Za‘={0 g =1t

Proof. If (¢ — 1) | ¢, then there exists a positive integer m such that m(q¢ — 1) = ¢ and

Z af = Z o™= — Z(oﬂ_l)m = Z 1l=¢q—-1

aE]Fg er]Fg ae]Fg anIF;

On the other hand, if (¢ — 1) 1 £, then for any primitive element a € F*, we have that a* # 1.
Multiplying by a introduces a bijection ¢, : I, — F}, a — aa. Thus,

Z of = Z(aa)e =a' Z ot

a€cFy ack} (7S
Since a* # 1, we must have Y . o’ = 0. O
q
We may also extend the primitive RS code to consider n = ¢, i.e., the evaluation points are all
the elements of the finite field, that is let « = (0,1,a,a?,...,a% %) € [y, and consider the code
RSqug(a).
A generator matrix for RS, , () is given by
11T 1 - 1
01 a - a??
6 i akjfl R a(q72.)(k71)

In the case of this length ¢ RS code, we have that their duals are again RS codes.
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Proposition 3.24. Let q be a prime power and k < n = q be positive integers and a € F;, a
primitive element. Further, let o = (0,1,a,a?,...,a%7%) € F*. Then RS, (@) = RS nn—k(c).

Exercise 3.25. Prove Proposition 3.24 using Lemma 3.23.

Proposition 3.26. Let q be a prime power and k < n = q be positive integers and a € ¥} a
primitive element. Further, let « = (0,1,a,a?,...,a97%) € 7. Then RS k() is an MDS code.

Exercise 3.27. Prove Proposition 3.26 using again that any polynomial f(x) € F,|x] of degree
¢ < k can have at most { roots in IF .

We can even consider an "extended" RS code to get to the length n = ¢ + 1, by considering

11 1 - 1 0

01 a - a?=? 0
G=1. .

0 1 gb! ... g2 q

Proposition 3.28. Let q be a prime power and k < n = q + 1 be positive integers and a € F} a
primitive element. Then RS, () = (G), where

11 1 1 0

01 a a?? 0
G=1. )

0 1 a5 o gl

is an MDS code.
Proof. Recall that any ¢ € RS ,,—1,() is of the form
¢ = (£(0), f(1), f(a),..., f(a®?)),
where f(z) = Zf:_ol fix" for some f; € F,. We can send ¢ to ¢(c) € RS, k() by defining
p(c) = (f(0), f(1), f(a),..., f(a®™?), fi1)-

After noting that, we can proceed as in the usual proof, that is f(z) € F [z] of degree ¢ can have
at most £ roots. If the last entry f;_; = 0, then we are in the case of degree ¢ < k — 1 and thus can
have at most < k — 1 zeros in the first ¢ positions. [

Example 3.29. Let us consider ¢ = 3,k = 2 and o = (0, 1,2). Then RS332(c) = (G), where
1 11
¢= (0 1 2) |
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The codeword associated to the polynomial f(x) = lisc = (1,0)G = (1,1,1) and for f'(z) = x
we get ¢ = (0,1)G = (0,1,2). By the extension to RS342(a) we get that p(c) = (1,1,1,0) as
fi=0and p(c) = (0,1,2,1) as f| = 1 and thus

wo-( 117

is such that (p(G)) = RS342().

Can we have even larger length n? According to the famous MDS conjecture, we cannot.

3.6 MDS Conjecture

We have seen that Reed-Solomon codes are MDS codes, but unfortunately they have a length which
is bounded from above by the size of the finite field. The existence of longer MDS codes is still an
open problem: Apart from Reed-Solomon codes, the only "long" MDS codes which are known are
the trivial MDS codes, [n, n|, and [n,n — 1],, and the following special case in characteristic two:

Proposition 3.30. Let ¢ = 2™, for some positive integer m. There exists an MDS code of length
q + 2 and dimension 3 and an MDS code of length q + 2 and dimension q — 1 (which is its dual).

We show this existence only in a small case, namely over F.

Example 3.31. Consider the finite field Fy, = Fy(a), where o = o + 1. The code generated by

G:

_ o O

1 Q 01
1 a+1 a 1 0
1 1 1 0 0

is a [6, 3]4 linear MDS code. In fact, we can easily check that any 3 x 3 submatrix of G is invertible.

The history of the MDS conjecture is quite long and old, in fact it is older than the Singleton
bound itself! This is due to the connection of coding theory to finite geometry. We will not go
deeper into this connection in this course, but in case you are familiar with finite geometry, MDS
codes correspond to arcs in PG(k — 1,q), RS codes correspond to normal rational curves and
finally the MDS conjecture states that an arc cannot be larger than a normal rational curve. This
conjecture is due to Segre [16].

Conjecture 3.32 (Segre, 1955). Let q be a prime power and k < n be positive integers. Then any
[n, k|, linear MDS code is such that n < q + 1, except for

* the trivial MDS codes [n,n], and [n,n — 1],
* the exceptional MDS codes in Proposition 3.30 in characteristic 2.

The conjecture is widely believed to be true, and some cases are also known to be true, most
importantly, over prime fields [2].
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Theorem 3.33 (Ball, 2012). The MDS conjecture is true if q is a prime.

Does that mean there are no other codes attaining the Singleton bound?

Absolutely not. There is a long list of constructions of MDS codes which are not GRS codes,
however their length n does not exceed ¢+ 1. Even more is true, if we fix the length and dimension
and let ¢ grow, we expect random codes to attain the Singleton bound.

Theorem 3.34. Let k < n be positive integers. Then,

{C C " | dim(C) = k,dy(C) =n — k + 1}]
{C C F7 [ dim(C) = k}] P

Proof. Recall that the number of codes of dimension %k and length n is given by

it

To show that the ratio of MDS codes tends to 1, it is enough to show that a lower bound ¢(q)
tends to one, as

{C CFy | dim(C) = k,du(C) =n — k + 1}
- {C C F2 [ dim(C) = &} > lq) — L.

In order to lower bound the number of MDS codes, we use the characterization, that every
k x k submatrix of a generator matrix G is invertible. Thus, we start with a full rank k£ x k£ matrix,

which are
k—1

[« - )

=0
many. For the remaining n — k columns, we choose vectors in IF’; which do not lie in the span of
any k — 1 vertices among the ones already picked. Ateachstepi € {0,...,n —k — 1}, we have
(k“) choices to build a subspace of dimension k — 1, thus this leads to

k—1
k—1 n—k—1 k+i
[ T (o (50)

This is not the exact number of MDS codes, as some subspaces can also intersect, hence by sub-
tracting ¢~ for all possible choices of columns, we subtract too much, getting a lower bound.
Clearly, different matrices G will lead to the same code, in fact any S € GL,(k) is such that SG is
again a generator matrix. Thus

5 (¢ — o) T (" = ' (1)

C CF | dim(C) = k,du(C) =n —k+1 = _
{C C Fy | dim(C) (€) +1} > T )
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Thus, the probability of having a MDS code is bounded from below by
n—k—1 —1(k+i n TTk—1 i— n—k—1 —1(k+i
| (qk —q" 1(1:1)) - VA M R L | (1 —q l(ki_l))
k— n_qi - n k—1 i—n
| Zk_gz‘ ¢ ITicg(L—q¢")
k—1 i n—k—1 - i
[ - M (1—g 1(1’::L1)>
[Tio(1—gm)
Note that (:ﬂ) < (HZ:If_l) < 2" is a constant for growing ¢, and
H%O—%%_r]l
k 1/q

— 1.

q—o0

[ —g—m)
Finally,
{C C F* | dim(C) = k,du(C) = n — k+ 1}
{C CFr | dim(C) = kY|
It -2y
B [Z] 1/q
S (1 _ 2nq—1)n—k

N [Z] 1/q e

]

On the other hand, if we fix the alphabet size ¢ and the rate R and let n grow, then MDS codes
have density 0. One could easily prove this assuming the MDS conjecture, however, it also holds
without assuming the conjecture is true.

Theorem 3.35. Let q be a prime power and R € (0,1). Forn € N, let k, = | Rn]. Then,

{C C B | dim(C) = ki, dyy(C) =1 — ki + 1}]

0.

Proof. The proof works similarly as for Theorem 3.34. This time we need an upper bound u(n)
which tends to 0, as
{C C F* | dim(C) = ky,,dy(C) =n — k,, + 1}|
< 1 < — 0.
: € CFy [dim(C) = k)] S

To get an upper bound, we thus want to subtract too little, e.g. only once ¢*»~!, assuming any
choice of k, — 1 columns spans the same subspace, leading to

{C C F7 | dim(C) = ky, dp(C) = n — ky, + 1}|
I e =) T (4 — a7
- ITro (a5 — a)
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Thus, by dividing again by [kf; ] Ve get

H{C C F} | dim(C) = ky,du(C) =n — k, + 1}|
{C C FZ | dim(C) = k,}|
[0 (@ — ) TI™ " (g™ — ¢ 1)
T (g — ¢)
It -

<

[’:1] 1/q
similar to the previous proof.
We note that -
{”} —J[a-a") " =14
ki 1/ "7 i
Then

{C C B | dim(C) = ki, da(C) = 1 — ki + 1}
{C CFy [ dim(C) = ky}|

]

We can also state the Singleton bound in its asymptotic form. Given a function f(n), computing
the asymptotic form of f(n) means to compute

lim  log, (f(n)),

n—oo M

if it exists.

In the case of the Singleton bound, i.e., d < n — k + 1, we thus see k and d as functions in n,
and assume that L 4
lim ﬂ =R, lim ﬂ

n—oo N n—oo M

=9
exist.

Note that d/n is called the relative minimum distance and R usually denotes the rate. In the
asymptotic case, we de not make a difference whether n grows or is fixed.

Corollary 3.36. Let C be an [n, k, d, linear code and assume that k and d are functions in n, while
q is fixed. Then,

d<1—R+o(1).
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A different way to phrase such asymptotic result, is stating that there must exist a sequence of
codes, whose parameters tend to this limit.

Corollary 3.37. Let (C,).en be a sequence of codes with parameters n,, k., d,] over IF,. Assume
that

k, d,
R=1lm —, = lim —
r—00 M, =00 T
exist. Then
R+6<1.

3.7 Decoding of RS Codes

Throughout this section, we let ¢ be a prime power, k£ < n be positive integers and o € IFZ be such
that «; are pairwise distinct. Recall that any codeword ¢ € RS, ,, () is given as

c=(fla),..., flay))

for some f(x) € IF,[z] of degree < k.
Recall that the main aim of codes is to correct errors and RS codes can correct the most errors
for a given length n and dimension k, namely

t:{”;’f]

A decoder is given a received word = ¢ + e, where ¢ = mG is a codeword of C = (G) and e
is an error vector of weight up to ¢. The decoder then returns either e, ¢ or m.

Exercise 3.38. Show that given any of the three vectors e,c, m and knowing G, one can easily
recover the other vectors.

Note that any decoder of a RS code RS, ,, 1 (a) will also decode a GRS code GRS, . 1 (v, ).
In fact, assume we have received 7 = c+e withc € GRS, 1 (, §) and e € F} of weight wty (e) <
t = [%£]. Note that ¢ = (a1 ",...,cnB3,") € RSynx(). Hence we can simply compute
= (rB7 ..., mB;1) and a decoder for RS, ,, () would find ¢ and knowing 3y, ..., 3,, we
can easily recover ¢ € GRS, i (v, f).

One of the most famous ones, and easy to understand is the Berlekamp-Welch decoder.

3.7.1 Berlekamp-Welch

Let us denote by suppy(e) = {i € {1,...,n} | e; # 0} the support of e. Let ¢ € RS, ,.x(a) be
such that ¢ = (f(a1), ..., f(ay,)) for some f(x) € F,[z] of degree < k, and let r = ¢ + e.

Let us define the error polynomial as

E@z)= ][] (@-a).

i€suppy (e)
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Since [suppy(e)| < t, the polynomial £ has degree at most .

Note that for any ¢ € supp,(e), we have that E(a;) = 0, while for ¢ ¢ supp,(e), we get
E(a;) # 0.
With this we immediately get that

ril(o;) = f(ai)E()

forall: € {1,...,n}. This gives a system of n equations, where the unknowns are the coefficients
of E(x) and f(z), and the system is not linear. To solve this issue, we want to linearize it and
hence define

N(z) = E(z)f(x).
Asdeg(f) < k—1,deg(E) <t,wegetdeg(N) <k-+t—1.
The system now becomes
riE(o;) = N(o), (1)

for all i € {1,...,n}. Thus, it is a linear system of n equations and the unknowns, being the
coefficients of F(x) and N(z), are k + 2t + 1 < n + 1 many. In fact, a degree ¢ polynomial has
¢ + 1 coefficients. We have the existence of a non-trivial solution (namely the coefficients of F/(x)
and N (z)). Moreover any other non-trivial solution allows us to recover f(z).

Lemma 3.39. Let (E1(z), N1(x)), (Ea(x), No(x)) € F,z]? of degree deg(E;) < t,deg(N;) <
k+t—1forie€ {1,2} be two distinct non-trivial solutions of (1). Then E1(x), Fs(x) # 0 and

Ni(z) _ Na(x)
Ei(z)  Ea(z)

= f(z).

Proof. If we set Ey(z) = 0 in the system (1), we get the system

foralli € {1,...,n}. Thus, N(z) has n distinct roots «; and since its degree is at most k+t — 1 <
n, we must have N (z) = 0 and thus the solution is trivial. Clearly, the same holds for Ey(z) and
we get the first claim, i.e., £y (z), Eay(z) # 0.

Set S(x) = Ny(z)Eo(x) — No(x)E;(x), with
deg(S) <k+2t—1<n-—1.
Since (E1(z), Ni(x)), (Ea(x), No(z)) are both solutions to (1), we also have that

S(ai) = Ni(oy) Ea(ai) — No(i) B ()
= TiEl(Oéi)EQ(Oéi) - TiE2(Oéi)E1(Oéi) =0,
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foralli € {1,...,n}. Thus S has n distinct roots «; but since its degree is less than n, it must
be the zero polynomial and thus N(z)Es(x) = No(z)E;(x) for every non-trivial solution, in
particular also for N(x) = E(z) f(x), which leads to the second claim

Nl(ZL‘)
El(l')

= /().

0
Thus, we only have to solve the system (1) and given a non-trivial solution (E(x), N(z))
compute f(z) = N(z)/E(z). The complexity of this algorithm is thus in O(n?).

We can also invoke a check, namely deg(f) < k, and

dy(r, (f(a1), ..., flan))) <t.

If this is not fulfilled, the weight of the error vector e is larger than the error-correction capa-
bility. We will later see how to decode RS codes beyond this threshold.

Example 3.40. Let us consider Fy = Fy(a) where o® = o + 1. Then RS442(0,1,a,1 + «) can
correct 1 error. Assume we received r = (1,1 + a, a, ).

We know that deg(E) < 1 and deg(N) < 2, thus E(z) = ey + e1z, N(x) = ng + niz + npx?
and our unknowns are eq, €1, ng, Ny, No.

From the equations r;F(«;) — N(«;) = 0 we build the following linear system

rorar —1 —a; —a?\ [ 1 0 1 0 0 €0 0
ry retg —1 —an —ad ‘1 l4a 14+4a 1 1 1 ‘1 0
1 —ay —a2||™|7 1 1 1 "= o
T3 T3Q3 Qa3 Q5 n e} + « a + n
ry reoy —1 —oy —oz?l nl «Q 1 1 14+« « nl 0
2 2

By solving this system (e.g. using Gaussian elimination) we get the solution
(607 €1, No, n17n2> = (1 + «, 17 I+ «, 07 Oé)

and we see that N ) )
T l+a+ax
E(x) l+a+z +aw = f(w)

Hence the sent codeword is

¢ = (flen), flaa), fas), fla)) = (1,1 + a,a,0)

which has indeed distance 1 from r.
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The Singleton bound states that every [n, k, d] code is such thatd < n — k + 1.
Codes attaining this bound are called MDS.

C is MDS if and only if C* is MDS.

Asymptotically, the bound states 6 < 1 — R.

Generalized Reed-Solomon codes are MDS.

The GRS construction requires n < g + 1.

It is unknown whether larger non-trivial MDS codes exist.

For fixed £ < n and ¢ growing, the probability of an [n, k], code being MDS goes to
one.

For fixed ¢ and n growing, the probability of an [n, | Rn]], code being MDS goes to
zZero.

Singleton bound

0.1 0.2 0.3 0.4 05 0.6 0.7 0.8 0.9 6
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4 Sphere-Packing and Sphere-Covering

Recall that the Singleton bound gives an upper bound on the size of a code with prescribed mini-
mum distance dy (C) and length n as

|C| < qn_dH(C)"rl.
Apart from this upper bound, we also have the sphere-packing bound, also called Hamming
bound and a lower bound given by the sphere-covering bound, also called Gilbert-Varshamov

bound.
Let us denote by Vi (r, n, q) the size (or volume) of a ball, i.e.,

Vit(rn,q) = | Bu(rm, g, 7)] = Z (?) (g 1)

=0

for any z € Fy.

4.1 Hamming bound

The Hamming bound, or sphere-packing bound can be depicted as follows:

In this picture we cannot place any other codeword, without their balls of radius ¢ intersecting.

Theorem 4.1 (Hamming Bound). Let q be a prime power and k < n be positive integers. Let C be
an [n, k], code with d(C) > d and let t = |41 | . Then

n

q

Cl<——.
’ |_ VH(tJnJQ)

Proof. The balls of radius ¢ around codewords of C have to be pairwise disjoint. In fact, if there
exist ¢ # ¢’ € C such that
HS BH<tJ n,dq, C) N BH (ta n,q, C/)
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for some x € 7, then by the triangle inequality
dg(c,d) <dg(z,c)+dg(z,d) <2t <d < dy(C),

a contradiction to dy (C) being the minimum distance among all distinct codewords.
Thus, we must have that the union of all balls around the codewords is disjoint and contained
in[Fy, ie.,
U Bu(t,n,q,¢) CF;
ceC

and due to the disjointness

|C|VH(tan7Q> = ZVH(tana q) = | UBH(t7n7q7 C)| < qn

ceC ceC

]

We can also provide an alternative proof, which follows a greedy algorithm.
For this let us denote by A(d,n, q) the largest size of any code (also non-linear), in [y with
minimum distance at least d. The Hamming bound then states that

qn
Ald,n,q) < ———,
(dma) < o

and since any linear code C C F}; with minimum distance at least d is such that [C| < A(d, n, q)
we recover the Hamming bound from Theorem 4.1.

However, the proof now follows a greedy argument: we start by placing a random vector ¢ € Fy

in our code C. We then build a ball of radius ¢t = Lﬂj around ¢ and choose a next codeword ¢

2
with the property
BH(ta n,dq, C) N BH<t7 n,q, Cl) =0.

This way, we ensure that dy(c, ) > 2t.

We continue placing codewords and their balls of radius ¢, until there is no more space, getting
a "packing", i.e., a disjoint union

| Bu(t.n.q.c) CF.

ceC

The rest of the proof works in the same way.

4.2 Perfect Codes

We are again interested in codes which attain this bound.
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Definition 4.2. Let ¢ be a prime power and & < n be positive integers. An [n, k, d|, code C with
d—1
qn_k = VH <\‘TJ y T, Q)

They are called perfect, for a very special property: they can correct any received vector.

is called a perfect code.

Proposition 4.3. Let q be a prime power and k < n be positive integers. Let C be an [n, k, d], code
and sett = Ld%lj Then, C is perfect if and only if for all r € Ty, there exists a unique codeword
¢ € C such that

r € By(t,n,q,c).

Proof. For the first direction, we assume that C is a perfect code, i.e.,

qn
Cl= —————
| | VH(t7na q)

which implies that
U BH<t7 n,q, C) = FZ?

ceC
as a disjoint union. Thus, for any r € F there exists a unique ball Bg(t,n,q,c) such that r €
Bg(t,n,q,c).

For the other direction, we have that any r € [} is in exactly one ball By (t,n, ¢, c) and thus

U Bu(t,n,q,c) =T
ceC

as disjoint union, implying that
n

q
Cl= ————
| | VH(t7na Q)

and that C is perfect. O

Example 4.4. Let n be an odd positive integer and consider the [n, 1]y repetition code C. Recall
that dy (C) = n = 2t + 1, for some t and thus,
2" 2"
2 YL ()

The fact, that we had to choose an odd minimum distance in this example is actually always
true for perfect codes:

Proposition 4.5. Let q be a prime power and k < n be positive integers. Let C be an [n,k,d],
code. If d is even, then C is not perfect.
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Proof. Assume that d = 2(¢ + 1) for some ¢ and note that ¢t = [<1|. Letc € Candr € [y be
such that dy(c,r) =t + 1.

To show that C is not perfect, it is enough to show that there is no codeword ¢’ € C, such that
r € By(t,n,q,c).
Assume by contradiction, that such ¢’ € C exists, then by the triangle inequality we get that

dp(c,d) <dg(d,r)+du(c,r) <t+t+1<d,
a contradiction to d being the minimum distance. [

There only exist very few non-trivial perfect codes: the Golay code [23, 12, 7], the Golay code
[11, 6, 5]3 and the Hamming code.
Definition 4.6. Let ¢ be a prime power and » > 2 be a positive integer. Let n = % and H
be the r X n matrix having as columns all vectors in F; up to non-zero scalar multiples. Then
C = ker(H ") is called Hamming code.

Example 4.7. Let us consider ¢ = 2 and r = 3 and define

0111100
H=11011010
1101001
The code C = ker(H") is a [7, 4], Hamming code.
Hamming codes are in fact perfect codes.
oge . .. . r_1
Proposition 4.8. Let q be a prime power and v > 2 be a positive integer and set n = qul. The

[n,n — r|, Hamming code has dy (C) = 3 and is perfect.

Proof. Let us first show that the construction of a Hamming code provides us with the parameters
n = qT_ll and k£ = n — r. We note that there exist ¢" — 1 non-zero vectors in [y and by excluding
scalar multiples (which are ¢ — 1 many) we get that there are n = qqr___11 many vectors in F; up to
scalar multiples, and thus C has length n. As the vectors ¢; € F; with only the ith entry being 1
and the rest 0, are choices (up to scalar multiplication) for columns of H, we get that rk(H) = r

and hence dim(C) = n — 7.

We now prove that dy(C) = 3. Since one column is not a scalar multiple of another column,
any two columns must be linearly independent. Moreover, there exist 3 columns which are linearly
dependent (for example choosing eq, e and e; + e5 again up to scalar multiples). Thus, dy(C) = 3
by Proposition 2.38.

We can now show that Hamming codes are perfect. For this we note that ¢ = 1 and

VH(t,n,q):Z(T;)(q—l)i:1+n(q—1):1—|—qr—1:qr.

=0
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Hence,
n

n—r q

T

The dual code of the Hamming code is called simplex code.

Definition 4.9 (Simplex Code). Let ¢ be a prime power and » > 2 be a positive integer. Let

n = qu—11 and G be the 7 X n matrix having as columns all vectors in F} up to non-zero scalar

multiples. Then C = (G) is called simplex code.

. .. . T_1 .
Corollary 4.10. Let q be a prime power and r > 2 be a positive integer. Let n = qur The simplex
code is a [n, 1|, code.

We will see the simplex code again, after we introduced the Plotkin bound.

Note, often in literature the Hamming code and simplex code are only defined for » > 3.
This is not because the Hamming code for » = 2 is not a perfect code, instead it is the known
l¢ +1,q — 1], code. For example, for ¢ = 2, we get the [3, 1], repetition code. For ¢ = 3, the
simplex and Hamming codes coincide being a [4, 2]3 code.

4.3 Asymptotic Hamming bound

Recall that given a function f(n), computing the asymptotic form of f(n) means to compute

1

if it exists.

We again let the dimension & and the minimum distance d be functions in n and assume

R = lim M, 0 = lim M
n—oo N n—oo 1

exist.

To give the asymptotic version of the Hamming bound, we first have to find

1
lim —log, (Vi (rn,n,q)),

n—oo 1,
for some r € [0,1 — 1/¢].

Definition 4.11 (Entropy Function). For a positive integer ¢ > 2 the g-ary entropy function is
defined as follows:

H,:[0,1] = R,
v — wlog, (¢ —1) —wlog,(v) — (1 —x)log,(1 — ).
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The entropy function is originally introduced in information theory, in particular setting ¢ = 2,
the entropy function H, () measures the uncertainty in the outcome of a z-biased coin toss (which
lands heads with probability x and tails with probability 1 — z).

Lemma 4.12. Let ¢ > 2 and n a positive integer and x: € [0,1 — 1/q|. Then,
Vi (zn,n, q) < ¢,
Proof. We have that

Vir(zn,n, q) 2ito (e =1

g*a(@n (g — 1)erg—on(1 — z)—(-o)n

- (7)fa= 0ita = enemna = oy

i (ZL) (- 1)1 —2)" (m)m

Since z < 1 — 1/q, we get that /(¢ — 1) < 1/g < 1 — x and hence @O < landby
decreasing the power, we increase the formula. Thus,

it <3 (- (a=v0=5)

where we used the binomial theorem in the last equality. [

We can also give a lower bound, using Sterling’s formula. For this, recall that

m! = v2rm (%)m (1+0(1))

xn (1—z)n
n 1 1
S (1Y Co(n)) — 9Ha(@)m—o(n)

From this we can follow that

and hence

Vi(zn,n,q) > ( " ) (g—1)*" > gHa@n—o(n)
n
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Corollary 4.13. Let ¢ > 2 and n a positive integer and x € [0,1 — 1/q|. Then,

1
lim — Iqu<VH<ZL’TL, n, Q)) = Hq(x)

n—oo N,

The asymptotic Hamming bound then states

Corollary 4.14. Let C be an [n, k, d|,, linear code and assume that k and d are functions in n, while
q is fixed. Then,
R<1—H, 0/2)+o(1).

4.4 Gilbert-Varshamov Bound

We finally move to a first lower bound on the size of a code with prescribed length and minimum
distance.

While the Hamming bound is considered a packing bound, the Gilbert-Varshamov bound is a
covering bound.

Recall that Vi (r,n, q) is the size (or volume) of a ball and A(d, n, q) the largest size of any
code (also non-linear), in [Fj with minimum distance at least d.

We start with the non-linear version of the Gilbert-Varshamov bound, which provides a lower
bound on A(d, n, q).

Theorem 4.15 (Gilbert-Varshamov Bound). Let g be a prime power and n, d be positive integers.
Then,

n

q
Ald >
(d,n,q) = Vi(d—1,n,q)

Note that this bound is an existence bound. It should be read as follows:

There exists a (possibly non-linear) code which has size larger than m.

This does however not imply that a given code should have size larger, equal or smaller than
Wnlnq)' In fact, many codes, e.g. RS codes have size smaller than WZM), we will see later
that random codes attain this bound with high probability, for large n and finally, there exist also

algebraic geometry codes which have a larger size.

We can again depict the idea of the Gilbert-Varshamov bound as
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In this picture we cannot place any other codeword outside of any ball of radius d — 1.

The proof of the non-linear version follows the same greedy argument as the proof for the
Hamming bound.

Proof. We start by placing a random vector ¢ € [ in our code C. We then build a ball of radius
d — 1 around ¢ and choose a next codeword ¢’ outside of this ball, i.e., ¢ € Fy; \ By (d —1,n,q,¢).
This way, we ensure that dg(c, ') > d — 1.

We continue placing codewords and their balls of radius d — 1, until there is no more space,
getting a "covering” of F(, i.e.,

F? C | Bu(d—1,n,q0).

ceC

Hence, we get

ceC ceC

]

There also exists a linear version of the Gilbert-Varshamov bound, which ensures the existence
of a code with minimum distance at least d.

Theorem 4.16 (Gilbert-Varshamov bound). Let q be a prime power and let k < n and d be positive
integers, such that
Vi(d—2,n—1,q) <q" "

Then, there exists a [n, k|, linear code with minimum Hamming distance at least d.

Exercise 4.17. Prove Theorem 4.16 using a greedy algorithm to construct a (n — k) X n parity-
check matrix H, such that every d — 1 columns are linearly independent.

4.5 Asymptotic Gilbert-Varshamov Bound

It turns out that random codes attain the asymptotic Gilbert-Varshamov (GV) bound with high
probability for n growing.

We again see k, d as a function in n and set

1
0 = lim @ €[0,1—-1/q], R(6)=limsup ﬁlogq A(dn,n,q)

n—o0 n n—o00

to be the relative minimum distance and the asymptotic information rate.

We can formulate the asymptotic Gilbert-Varshamov bound as the existence of a infinite family
of codes as
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Theorem 4.18 (The Asymptotic Gilbert-Varshamov Bound). For every prime power q and § €
[0,1 — 1/q] there exists an infinite family C of codes with rate

R(§) > 1 — H,(5).

Theorem 4.19. Let q be a prime power, § € [0,1 — 1/q) and 0 < € and n a positive integer.
Set k < n(1 — Hy(6) — ¢) and let C C F} be a random code of dimension k. Then, with high
probability, C has minimum Hamming distance at least on, for n growing.

Proof. We want to show that
P(dy(C) > dn) >1—q ="

We first choose G € F’; *™ uniform at random of rank £ and then bound the counter probability,
that is

P(du(C) < dn)
which is given by the probability that there exists a non-zero codeword of weight at most dn. Since

G is uniform at random, also any non-zero codeword mG € Fy \ {0} is uniform at random.

We note that for a random non-zero codeword the probability of having weight at most dn can

be bounded as
Va(on,n,a) _ y6)-1)

P(wty(mG) < dn) = o1 = <q

Thus, using a union bound, we get

P(dy(C) < 6n) =P(3m € Fi \ {0} : wty(mG) < én)
< > P(wig(mG) < én)
mEFk\{O}

<" n(1—Hq(8)—e)+n(Hq(6)—

—E&n

D —y
Hence P(dy(C) > dn) > 1 — ¢ and lim P(dy(C) > én) = 1. O

n—oo

Hence, for large ¢, we know that random codes are with high probability MDS codes, i.e.,
dH(C):n—k—i—l,

while for large n, we now know that random codes attain with high probability the Gilbert-
Varshamov bound, that is we may set
r—1
( ) - 1) an} |
1=0

dy(C) = max {r




The Hamming bound states that every [n, k, 2t + 1] code is such that Vi (¢, n, q) < ¢"*.
Codes attaining this bound are called perfect.

Asymptotically, the Hamming bound states R < 1 — H,(0/2).

Hamming codes are perfect.

The Gilbert-Varshamov bound states that there exists a (possibly non-linear) code with

€l 2 vt

The linear GV bound states there there exists a linear [n, k, d] code with Vi (d — 2,n —
1,q) < ¢~

Asymptotically, the Gilbert-Varshamov bound states R > 1 — H,(9).

For fixed ¢ and n growing, the probability of an [n, Rn], code attaining the GV bound
goes to one.

q=72
Singleton bound
Hamming bound

GV bound
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5 Plotkin Bound

We come to one of our last bounds for the minimum distance dy (C) given n, k. This one is called
Plotkin bound and again comes in different forms and with different proofs (we will see some of
the proof techniques). It mainly comes from two easy observations:

1. All non-zero codewords have weight > dy(C). Thus, if we sum all their weights we must

have
Swtale) = > win(e) = (€] — 1)du(C).

ceC ceC\{0}

with equality only if all non-zero codewords have minimal Hamming weight dy (C).
2. The average weight of a code is the same as the average weight of the whole space Fy.
Let us elaborate more on the second point:

Definition 5.1. Let C be an [n, k], linear code. The average weight of C is given by

_ wt

Wi (C) — Zese M)
C|

We can do a quick example to get an intuition.

Example 5.2. Let us consider the code generated by

(1 01 2%3
G—(O 1 2)€F3 .

The code is then
C ={(0,0,0),(1,0,1),(2,0,2),(0,1,2),(1,1,0),(2,1,1),(0,2,1),(1,2,2),(2,2,0)}.
We can quickly check that

_ 04+24+24+24+2+3+2+3+2 18

Leti € {1,...,n} and let us denote by 7; the projection to the ith coordinate. That is

Wi:IFZ—>Fq

= (T1,...,2,) — T

Then we can show that the amount of = € Fy with 7;(x) = a for a fixed a € F, is given by

n—1

q
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Lemma 5.3. Let q be a prime power and n a positive integer. Let a € F, and i € {1,...,n}.
There are ¢"~" many x € F} such that x; = a.

Or equivalently

m (@) ="

Proof. We note that 7; is a F';-linear map, since for any z, 2’ € IFZ, acl,

mi(z 4+ ') = m(x) + m(a),
mi(ax) = am;(x).
We also note that Im(m;) = F,, as it is an ideal in F, and clearly not {0}. Finally, using the first

isomorphism theorem, we get that
Fy /ker(m;) = T,

which also tells us that
[ker(m;)| = ¢" .

With this we can compute |7; ' (a)| as every a € F, has the same preimage size. O

Exercise 5.4. Use a similar proof to show that the restriction of the projection on a non-degenerate
[n, k], linear code C, i.e., w; : C — T is also such that |7; " (a)| = ¢"~*.

If we consider the whole ambient space F7', we can quickly compute its average weight.
Lemma 5.5. Let q be a prime power and n be a positive integer. Then

__ —1
wig (Fr) = nl—.
q

Proof. We observe that

wiy (F7) = —Equn

. Z$EFZL Z?:l Wiy (:EZ)
qn

o Z?:l erlﬁ‘g:xi:a WtH(a)
- n

q
B " 2 aer, Wtu(a)
- -
_ "3 i(g—1)
"

=n
q

Where we have used that ¢"~' many x € I} are such that z; = a for a fixed a € F,. O
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In our previous example, this gives exactly the same.

Example 5.6. Let us consider wiy (F3) = 32 = 2 = wiy(C).
This is always true.

Lemma 5.7. Let C be a non-degenerate [n, k|, linear code. Then

__ qg—1
wig(C) = n——.
u(C) .

Exercise 5.8. Repeat the proof of Lemma 5.5 for C, thus proving Lemma 5.7.

We can now put the two observations together, to get

du(C)(IC] 1) < ZWtH(c) = |Clwtz(C) = |C|nq ; 1

ceC
and dividing both sides by |C| — 1, we get the Plotkin bound.

Theorem 5.9 (Plotkin Bound). Let q be a prime power, k < n be positive integers and C be a
non-degenerate [n, k|, linear code. Then

While our previous argumentation is completely fine as a proof, we will also include a more
standard proof here.

Proof. In this proof we construct a huge matrix, where the rows are given by all ¢ € C. The
resulting matrix A € ]ngxn. Using Lemma 5.7, we get that in each column every finite field

element appears equally often, namely ¢*~! times. Since the number of zeroes in each column is

¢"~1, we get that number of non-zero entries of A is ng®*~*(¢ — 1). Similarly, going through the

rows being ¢ € C, we must have that the non-zero entries of A are at least dy(C)(¢" — 1), getting
dr(C)(¢" —1) <ng* (g —1).
This implies the claim. [
We can also prove the Plotkin bound using the Cauchy-Schwarz inequality.

Lemma 5.10. Let n be a positive integer and let ©,y € R™. Then

() ()= (5]
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In the following theorem, we do not assume that C is linear, hence we denote its cardinality
simply by M = |C|. As the code is not necessarily linear, we also have to work with dy(z,y)
instead of wty(c).

Theorem 5.11 (Plotkin Bound). Let n be a positive integer and let q be a prime power. Let C C F}
with size M > 2 and minimum distance dg(C) > n(q — 1)/q. Then

qdu(C)
qdu(C) — (¢ —1)n’

zeC yeC

€] <

Proof. We compute the sum

in two different ways. We first observe that
> du(x,y) > da(C)M(M —1),
zeC yel

by the definition of dy (C) = min{dy(z,y) | x #y € C}.

1 ifa#0b,
0 else.

Let us denote by d(a, b) = { . With this we can write our sum as

ZZdH(x,y) = ZZZ(S(%%)

zeC yeC i=1 zeC yeC

YY Y Y b

=1 a€lFy x€C:x;=a yeC

=3 H(wy) €C? |z =a.yi #a)].

i=1 a€F,

Let us denote by c(a,i) = [{x € C | x; = a}|, for some fixed a € F,and i € {1,...,n}. Then

Z Z dy(z,y) = Z Z c(a,i)(M — c(a, 1))

zeC yel i=1 a€lFy,
=nM? — Z Z c(a,i)?
i=1 a€cF,
We can now apply the Cauchy-Schwarz inequality to the vectors x = (1,...,1)andy = (c(a,))qer,,

that 1s
2

Z 12 Z c(a,i)* =q Z c(a,i)? > Z c(a,i) | = M?,

aclFy aclF, ackF, aclFy
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as for all x € C we must have some a € F, such that z; = a.

Putting this inside our sum, we get

ZZdH(x,y) =nM?*— Z Z c(a,i)?

zeC yeC i=1 a€ly

<nM?— ZMQ/q = nM? —nM?q
i=1

= nMQ—q_ 1.
q

Combining this with

zeC yel
we get that
-1
dy (C)M(M — 1) < nM?L—=
q
and thus dividing by M on both sides, we get the claim. [

5.1 Simplex Code

We are again interested in codes which are optimal for this bound. As we have seen before

> wig(e) > (IC] - 1)du(C),

ceC\{0}

only holds with equality if all non-zero codewords have minimal Hamming weight d (C).

Definition 5.12. Let 1 < £ < n be positive integers and ¢ be a prime power. Let C be an [n, k, d],
linear code. We say that C is a constant weight code, if for all ¢ € C \ {0} we have

WtH(C> = dH<C)

In case we are interested in non-linear codes, obtaining the non-linear version of the Plotkin
bound, we would be asking for equidistant codes, i.e., for all x # y € C we have

dr(z,y) = du(C).
We have already seen an optimal linear code for the Plotkin bound:

Definition 5.13. Let g be a prime power and > 2 be a positive integer. Let n = % and GG be
the 7 x n matrix having as columns all vectors in [y up to non-zero scalar multiples. Then C = (G)

is called simplex code.
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Recall that the simplex code C is a [n, 7], linear code. We now show that these codes are indeed
optimal.

Proposition 5.14. Let C be a simplex code then all non-zero codewords of C have Hamming weight
q'r—l .
Thus if we plug in their minimum distance in the Plotkin bound, we get that

_ Cl q-—1 g ¢ —1qg—1
(€)= ¢! = — - .
#(€) =4 cl—1""¢ ¢—1q—1 ¢

Proof. By definition, a generator matrix GG of C has all vectors of [, up to scalar multiples as
columns. If we fix any non-zero codeword ¢ € C, there exists a non-zero vector m € IE‘Z with
mG = c.

We observe that for every non-zero m € F there exist qrqil_
up to scalar multiples, such that (m, h) = 0.

Thus, there are % columns A of G such that (m, h) = 0.

Hence the Hamming weight of ¢ = m( is given by

many non-zero vectors i € Fy

r—1

q'r_l qr—l_l
— :q

q—1 q—1

]

Example 5.15. Let us consider ¢ = 2 and r = 3. Then a generator matrix of the simplex code is
given by
1001101
G=10101011
0010111

We can check that all rows of G have Hamming weight dg(C) = ¢"~' = 4, and also any
non-zero combination of the rows has weight 4.

These are also essentially all optimal codes for the Plotkin bound. Indeed, according to the
following result of Wood [20], we have that any constant weight code must be an ¢ fold of a
simplex code.

Theorem 5.16. Let q be a prime power and n a positive integer. Any constant weight code C C F}
is an { fold of simplex codes.

The proof of this theorem is unfortunately too complicated for a introductory course in coding
theory. Instead we look at an example:

Example 5.17. Let us consider ¢ = 2 and n = 6. A two fold simplex code can be constructed by
taking a generator matrix of a [3, 2|3 simplex code

101
G_(Oll)
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a permutation matrix P € Fy*" and considering the generator matrix

G'=(G G)P.
, (10 11
G_(o 1 1 o)

Exercise 5.18. Let q be a prime power. For which lengths n does there exist a constant weight
code of length n?

For example
01
11

which has constant weight 4.

Exercise 5.19. Let q be a prime power. For which minimum distances d does there exist a constant
weight code of minimum distance d?

5.2 Asymptotic Bound

Let us formulate the Plotkin bound in an asymptotic manner. For this, we again consider k, d as a
function in n and set
d(n) k(n)

0 = min —=, R =limsup —=>
n—oo 1 n—00 n

to be the relative minimum distance and the asymptotic information rate.
We can formulate the asymptotic Plotkin bound as the existence of a infinite family of codes as

Theorem 5.20. Let (C;)s be a sequence of [ns, ks, ds), linear code. Then
qo
R< 1—— 0}.

Unfortunately we do not have the right tools yet to prove this asymptotic formula, but we may
come back to it later.
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5.3 Comparison of the Bounds

R \
0.9 |
0.8 ||
0.7 | |
0.6 f
0.5 |
0.4 |
0.3
0.2
0.1}

q=2
Singleton bound
Hamming bound

GV bound

0.1 0.203 0405 0.6 070809 0

We recall that the Gilbert-Varshamov bound is a lower bound (and an existence bound), while
the Singleton, the Hamming and the Plotkin bound are all upper bounds on dy(C). Thus, we can
see that the Singleton bound is by far the loosest lower bound, for rates R < 0.3, the Hamming
bound provides a tighter lower bound than the Plotkin bound, but for a short range, roughly R €
(0.35,0.5) we have that the Plotkin bound is tighter.

5.4 Quick overview of other bounds

These are not all the bounds we have in coding theory, some other famous bounds are the Elias-
Bassalygo bound and the Griesmer bound. We give here only a short overview of their statements.

The Griesmer bound is a lower bound, this time on n, when k, dg(C) are given.

Theorem 5.21 (Griesmer Bound). Let C be an [n, k, d|, linear code. Then
k—1
d
=%la

The proof requires residual codes, which we might encounter at a later point.

The Elias-Bassalygo bound can be seen as an upper bound on the size of the code ¢*, when we
fix its length n and minimum distance dy (C).

Theorem 5.22 (Elias-Bassalygo Bound). Let C be an [n, k, d], linear code. Then

n

q
|BH(q7 n,r, O)l ’

¢" < qnd
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1 d
wherer = = (n — ,/n?2 — L2} _ 1.
q g—1

To prove this, we first need to prove the Johnson bound. In fact, the value

q—1 qo
J(0)="—=[1—4/1—- 21—
4(0) . ( q_1>

is known as the Johnson radius.

* The Plotkin bound states [n, k, d], linear codes are such that d < qgiln%.

* Codes attaining this bound are called constant weight codes.

» Simplex codes are constant weight codes.

* Any constant weight code is an ¢ fold of simplex codes.
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6 Construction of New Codes

Givena [n, k, d]q linear code C, there are many different ways to construct a new code C’, with new
parameters. In the following we will see how to extend, shorten, puncture, concatenate, add and
multiply codes (and many more constructions).

6.1 Extension of Codes

We may recall the definition of a single parity-check code, which is

k
C:{c:(cl,...,ck,—Zci)\ciEIFq}.
i=1

The single parity-check code is a [n,n — 1, 2], linear code, generated by

and the dual code is the repetition code.
The encoding is thus simply given by m = (my, ..., my) € Fi = ¢ = (my,...,my, — Zle m;).

We may use a similar idea, to extend a code, instead of m.

Definition 6.1. Let C be a [n, k, d], linear code. The extended code of C is defined as

~

C:{(cl,...,cn,—Zci) | (c1,...,¢,) €C}.
i=1

Example 6.2. Let us consider the code
C ={(0,0,0),(0,1,2),(0,2,1),(1,0,1),(1,1,0),(1,2,2),(2,0,2),(2,1,1),(2,2,0)} C F3.

Then,

~

¢ ={(0,0,0,0),(0,1,2,0),(0,2,1,0),(1,0,1,1),
(1,1,0,1),(1,2,2,1),(2,0,2,2),(2,1,1,2),(2,2,0,2)}.

The length of the new set is now n + 1, but is it still a linear code, and what is the new
dimension?

It turns out, that this extension does not change the linearity or the dimension.

Proposition 6.3. Let C be a [n, k, d], linear code. Then C is a [n + 1,k,> d|, linear code.
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Proof. Let G € IF’; “" be a generator matrix of C, i.e., for any ¢ € C, there exists am € IF’; such
that mG = ¢, or equivalently for all j € {1,...,n} we have ¢; = Zle migi ;.
We show that a generator matrix of the extended code is then given by

- Z?:l 91,5
G=1|a :
- Z?:l Ik.j
In fact, for any m € F} we have that
K k no k
mG = (Z migi1, -« Z miGimn, — Z Z migij) € C,
i=1 i=1 j=1 i=1

thus (G) C C.

For the other direction, we observe that for every vector ¢ = (¢q, ..., ¢, — > o

i=1Gj) € C, there
exists am € F; such that ¢ = m@, thus C C (G) and as tk(G) = k, we get that C has length n + 1
and dimension k.

Clearly, for all ¢ € C we have that wty (c) < wty(¢), hence we also get
d(C) < dy(C).
]

Exercise 6.4. Given a parity-check matrix H of C, find a formulation for a parity-check matrix H
of the extended code C.

Example 6.5. In our previous example, we see that C = (G) C 3, where

1 01
G= (0 1 2) '
Thus, the extended code C is generated by
A 1 011
¢= (0 1 2 o) '
Exercise 6.6. Let C C F2. Show that, if dy (C) is odd, then dy(C) = dy (C) + 1.

If we can make codes longer, can we also make them shorter?
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6.2 Puncturing

Clearly, we can just delete a position i € {1,...,n} over the whole code and obtain a shorter set.
If we delete the last position, then we return form C to C.
However, we can also generalize this and puncture in any subset S C {1,...,n}.

Definition 6.7. Let C be an [n, k, d, linear code and S C {1,...,n} be a subset of size s. The
punctured code in S is then

Ps(C) = {(ci)igs | c € C}.
This is the opposite of the projection we have seen for the definition of the information set, i.e.,
Cr={(ci)ier | c € C},
1.e.,
Ps(C) = Cge.

Clearly, the length of the new set is n— s, but is it still linear and what happens to its dimension?

Proposition 6.8. Let C be an [n, k, d], linear code and S C {1,...,n} be a subset of size s < d.
Then Ps(C) is a [n — s, k, < d|, linear code.

Proof. Let G € IF’;X” be a generator matrix of C. Since Ps(C) = Cgc, we recall that Gge, i.e., the
columns of G indexed by S¢ generate the code Ps(C).

However, the rank of GGgc might apriori drop. With the condition s < d, we ensure that this
does not happen: for any two distinct codewords ¢ # ¢’ € C, we have that dy(c, ) > d and by
deleting s positions we get

dp(cse,dye) > d—s>0,

hence they will not collide and we still have ¢* distinct codewords, which gives us that the dimen-
sion of Ps(C) is k.

Clearly, we must have wty(c) > wty(cse) and hence dy(Ps(C)) < di(C), but we can also
bound it from below. Since we delete s positions of ¢, we decrease its weight at most by s, i.e.,
wty(cge) > wty(c) — s, with equality only if S C supp,(c). O

Example 6.9. Let us consider the code of our previous example again, namely C = (é) c F3,

where
A 1 011
G:(o 12 0)'

This code is a [4, 2, 2]3 linear code. By puncturing in S = {4} we recover the code C, i.e.,
Ps(C) =C,

which is a [3,2, 2] linear code.
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If we puncture in s > d = 2, say S" = {2, 3}, we might decrease the dimension. In fact, in this

case we get that
Gl — 11
Sic = 0 0 3

has rank 1 and thus we get that Pg:(C) is a [2, 1, 2|3 linear code.

Exercise 6.10. Is the extended RS code RS ;111 an extension of a code?

6.3 Shortening

There also exists a different method to reduce the length, called shortening and it is in some sense
(actually every sense) the dual of puncturing.
Shortening a code means to puncture a specific subcode of it.

Definition 6.11. Let C be a [n, k, d], linear code and let S C {1,...,n} be a subset of size s. Let
us consider the subcode

C(S)={celC|¢=0VieS}.
Then the shortened code in S is given by
Ss(C) = Ps(C(S)) = C(S)se-
Since any punctured code is still linear, so is C(S). How will a parity-check matrix for the

shortened code look like?

Lemma 6.12. Let C be a [n, k,d), linear code and let S C {1,...,n} be a subset of size s. Let
c € Ss(C), then there exists a codeword ¢ € C such that

¢ ifigs,
C;, =
0 ifieS
foralli € {1,... ,n}.
Exercise 6.13. Prove Lemma 6.12.

Lemma 6.14. Let C be a [n, k,d], linear code and let S C {1,...,n} be a subset of size s. Let
H € Fén_k)xn be a parity-check matrix of C and define H' = Hgc to be the matrix obtained by
deleting all columns of H indexed by S. Then Ss(C) = ker(H'T).
Proof. Since ¢ € C we have that cH" = 0 and hence for any ¢ € Sg(C) we get that ¢ H'" = 0,
which implies that Sg(C) C ker(H'").

For the other direction, let us consider a vector ¢’ € IE‘Z;*S with @ H'" = 0. We can now construct
ac € Cusing Lemma 6.12, i.e.,

L {cg ifi¢ S,

0 ifie S
foralli e {1,...,n}.
Since ¢ H'" = 0, we must also get that cH " = 0 and hence ¢ € C, and in turn ¢’ € S5(C). [

83



Example 6.15. Let us again consider C = (G> 3, where
Hence G is a parity-check matrix OfCAL and to get a parity-check matrix H' of Ss (CAL), for S" =
{2, 3} we delete the second and third column, getting

, (11
H_(O O).

This parity-check matrix reminds us of how we constructed the generator matrix for the punc-
tured code. In fact, these two notions are dual.

— O

Theorem 6.16. Let C be a [n, k, d), linear code and let S C {1,...,n} be a subset of size s.
1. 8s5(C*) = (Ps(C))*, and
2. Ps(Cr) = (Ss(C))*.

Proof. Let G € F*" be a generator matrix of C and H € F." " be a parity-check matrix.
Recall that G is then a parity-check matrix of C* and H is a generator matrix of C*.

We have seen that G gc is then a generator matrix for Pg(C) and note that G gc is also how we
constructed the parity-check matrix of a shortened code, that is we get the first claim.

For the second claim we can argue similarly, as Ss(C) = ker(H /) and thus, Hgc is a generator
matrix of Sg(C)*. Since H is a generator matrix of C*, by the same construction as before, we get
that Hgc is a generator matrix of Pg(C), implying the second claim. O

Now we can quickly deduce what happens to the code parameters.

Corollary 6.17. Let C be a [n,k,d), linear code and let S C {1,...,n} be a subset of size
s < dy(C*t). Then Ss(C) isa [n — s,k — s,> d, linear code.

The corollary follows directly from the parameters of the punctured code and Theorem 6.16,
as

Ss(C)*F = Ps(Ch),

thus if s < dg(C*), then Pg(C*) has parameters [n — s,n — k, < dy(C*)], and thus, Ss(C) has
parameters [n — s,k — s, > d,.

Example 6.18. Let us again consider C = @} 3, where
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We have seen that puncturing C in 8" = {2,3} gives us P4(C) = (G'), where
, (11
()

PS’(é) = {<070>7 (17 1)7 (27 2)} - ]Fg

Since G is a parity-check matrix OfCAL we get a parity-check matrix H' of Ss/ (CAL) as
, (11
w11

(G") =Ps(C) = (H') = (S5 (CH))™

This means that

Clearly,

Example 6.19. Let o € [} be such that o; # a forall i # j and 8 € (F;)". Let S C {1,...,n}
of size s <n—k+1, then

PS(QRSq,n,k<a; 6)) = gR’Sq,nfs,k<a/7 ﬁ/>7
where
of = (ai>z’€57 g = (@‘)z‘gs-
By duality of shortening and puncturing, also the shortened GRS code is a GRS code:

Ss(gRS,Ln,k(Oé, ﬁ)l) = SS(QRSq,n,n—k(aa ’7)) = PS(Q'Rqun,k(Oz, ﬂ))L
= QRSq,n_s,k(o/, ﬂ/))J— = gRSq,n—s,n—s—k(a/> 7/))7

where

n

vi= Bt H (@i —aj)™" 7 = ()igs-

=1,

6.4 Product of codes

The easiest way to think of combining two codes Cy, C, is to simply put the codewords of C, after
those of C; :

Definition 6.20. Let n, ny be two positive integers and k; < nq, ky < ny be positive integers. Let
Cy be a [nq, k1], linear code and C be a [ns, k3], linear code. The product code of C; and C, is
given by

Ci xCqy = {(01,62) ’ c € C]_,CQ S Cg}

This construction is also called direct sum of Cy, Cs.
Clearly, the new length is now n; + ns. What happens to the other parameters?
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Proposition 6.21. Let k1,d, < ny and ky, ds < ns be positive integers. Let Cy be a [ny, ki, d1],
linear code and Cy be a [ns, ko, ds], linear code. The product code Cy x Cy is a [ny + na, ki +
ko, min{dy, da }, linear code.

Proof. Let G, be a generator matrix of C; and GG, a generator matrix of Co. We first show that
C1 x Cy is linear, by showing that
_(Gy 0
o~ (5 )

For any codeword ¢ = (c1,c2) € Cy X Co, there exists a m = (my,my) € ]F’;l““? such that
c=mG.

is a generator matrix of C; x Cs.

Indeed, since ¢; € Cy, there exists a m; € F ’;1 such that ¢; = m;G; and similarly, since
¢y € Co, there exists a moy € F’;Z such that co = myGo, thus (G) = C; X Cs.

Since rk(G1) = ky and 1k(G2) = ko, we immediately get that tk(G) = ky + k.

Finally, for the minimum distance, we note that the minimal weight codeword ¢; of C; is such
that (c1,0) € C; x Cy with wt((¢1,0)) = d; and similarly, the minimal weight codeword ¢, of Cy
is such that (0, c2) € C; x Co with wtg ((0,¢2)) = doa.

Since any codeword (z,y) has weight > d; and in the same way > d», we get that

dH(Cl X CQ) = min{dl, dg}

Example 6.22. let C, be a [3,2,2]3 linear code generated by

10 2
Gl_(o 1 1)

and Cs be a 2,1, 25 linear code generated by G = (1 2).
Their product code Cy x Cy is then generated by

10200
G=|(01100
0001 2

6.5 Plotkin Sum
This construction is also called (u, u + v) construction, which is a huge spoiler.

Definition 6.23. Let n be a positive integer and k1, ky < n be positive integers. Let C; be a [n, k1],
linear code and C; be a [n, k], linear code. The Plotkin sum of C, and C, is given by

Ci+pCy = {(61,61 + CQ) | cp €Ci,c0 € Cg}
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The length of the new set is again clear: 2n.

Proposition 6.24. Let n be a positive integer and k1, ks < n be positive integers. Let C; be a
[n, k1], linear code and Cy be a [n, k|, linear code. The Plotkin sum Cy +p Cy is a [2n, ki + ko,
linear code.

Exercise 6.25. Prove Proposition 6.24 by writing the generator matrix of C1 +p Cs in terms of the
generator matrix of C, and the generator matrix of C,.

Exercise 6.26. Let n be a positive integer and ky, ko < n be positive integers. Let Cy be a [n, k1],
linear code and Cy be a [n, ks, linear code.

Isittrue thatCi +pCo =Co +p C1?
Example 6.27. Let us consider the repetition code C, which is a [n, 1,n], linear code. Then

1 oo 11 -+ 1
C+PCZ<(0 N R 1)>
is a [2n, 2, n|, linear code.

An important property of such Plotkin sum codes is the following.

Proposition 6.28. Let n be a positive integer and ki, ko, dy,ds < n be positive integers. Let Cy
be a [n, ki, d4], linear code and Cy be a [n, ks, ds], linear code. The Plotkin sum Cy +p Cy has
minimum Hamming distance min{2dy, ds}.

Proof. Let ¢y € Cy and ¢3 € C; be the minimum weight codewords. Clearly, (¢1,¢1+0) € C1+pCo
and wty ((c1,c1)) = 2d;. We also have that (0, c3) € C; +p Co and thus

dH(Cl +p CQ) S min{2d1, dg}

Let us consider now any ¢ = (x,x + y) € C; +p Cy, which is non-zero. If y = 0, then x # 0
and wty (c) > 2d;.

If y # 0, then to get a non-zero codeword ¢, we must have that if y; # 0, then either x; # 0 or
y; # —;. Thus, the weight of ¢ is at least wty (y) > ds. O

If we know a decoding algorithm Dec; for C; and a decoding algorithm Dec, for Co, we can
then devise a decoding strategy for their Plotkin sum:

Assume we received the vector r = (ry,ry) € IE‘E"

1. Use Dec; to decode r; and recover the codeword ¢; € C;.

2. Compute 1, = ry — ¢; = ¢y + e and decode 1), using Dec, to recover c,.
2 2

3. Recover the sent codeword ¢ = (¢1,¢; + ¢3).
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6.6 Sum of Codes

The usual definition of a sum of sets would be the following construction.

Definition 6.29. Let n be a positive integer and &, k2 < n be positive integers. Let C; be a [n, k1],
linear code and C, be a [n, ko], linear code. The sum of C; and Cs is given by

Cl +CQ = {Cl + Co ‘ c1 € 61,02 S CQ}
Exercise 6.30. Is it true that C; +p Co = C; X (C1 + C3)?

Proposition 6.31. Let n be a positive integer and ki, ks, dy, ds < n be positive integers. Let Cy be
a [n, ky,dy], linear code and Cy be a |n, ko, ds|, linear code. The sum Cy + Ca is a [n, < ki + ko, <
min{dy, dy }|, linear code.

Proof. We first show that C; + C, is generated by G = (gl) , where C; = (G1),Cs = (G3).
2
Clearly, for any codeword ¢ = (¢; 4 ¢,) there exists a message vector m = (my+ms) € ]F";l““2
such that ¢ = m(, as we can choose m, ms such that ¢c; = m;G and ¢co = msyG.

However, the dimension of C; + C, is then the rank of (G, which might not be k; + ko, in fact,
think of the case G; = Gs.

If rk(G) = ki + ko — £, then there are ¢ rows of G which are linearly dependent to the rows
of G, and their linear combinations give ¢ codewords which live in both C; and C.

Hence,
dim(C; + Cy) = 1k(G) — ¢ = 1k(G) — dim(C; N Cy).

The minimum distance is harder to control. We know however, that C;,Co C C; + Cy as
subcodes and hence dy (Cy + Cy) < min{d,,dy}. O

Example 6.32. Let us consider 5 and the two RS codes generated by
1111

S R

4 4 1 1

Then Cy is a [4,2,3]5 linear code and Cs is a [4,3, 2|5 linear code. The sum C = C; + Cy is a
4,4, 1]5 linear code and thus C = 3.

6.7 Intersection of Codes

Given two codes C; and C, we can also consider their intersection, i.e., codewords which live in
both codes.
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Definition 6.33. Let n be a positive integer and k1, k; < n be positive integers. Let C; be a [n, k1],
linear code and C; be a [n, ko], linear code. The intersection of C; and C, is given by

ClmCQZ{C|CECbC€CQ}.

Proposition 6.34. Let n be a positive integer and ki, ko, d1,ds < n be positive integers. Let Cy
be a [n, ki, d;), linear code and Cy be a [n, ks, ds), linear code. The intersection C; N Cy is a
[n, < min{ky, k2 }, > max{dy, da }], linear code.

Proof. We show that H = <g;) has C; N Cy as kernel, for C; = ker(H,') and Cy = ker(H,) ).
This is again clear, as any ¢ € C; N Co must be such that cH," = 0 and cH, = 0.
Since C; N Cy is a subcode of both C; and C; we easily get the dimension < min{ky, k»} and
the minimum distance dy (C; N Cy) > max{d;,ds}.

However, we can also say more: the dimension of C; N Cs is given by the rank-nullity theorem
as

As before we have that ¢’ denotes the rank deficiency of H, implying that there are codewords
living in both (H,) = C{ and (H,) = Cy-.
Thus,
dim(C, N Cy) = (ky + kg) — n +dim(C;- N Cy).

]

We can see a clear connection to the sum of C; and C,. In fact, these two constructions are dual
to each other:

Proposition 6.35. Let n be a positive integer and ky, ko < n be positive integers. Let C, be a
[n, k1], linear code and Cy be a [n, ks), linear code. Then (C; N Cy)* = Ci- + Cy-.

.
Proof. Let C; = ker(H,)" and Co = ker(H,)". We have seen that C; N Cy = ker ((H1> > and

H,
(€ NCy)* = <(Z;)> =Ci +Cy.

Note that the hull of a [n, k], linear code C, i.e., H(C) = C N C* is also a code intersection.
Thus, we can write the dual of the hull as a sum:

hence

]

H(C)- =Ct +cC.
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6.8 Expansion Codes

If a code C is [Fm-linear, for some prime power ¢ and positive integer m, it is also [F;-linear. Thus,
we can also think of it as a code in F;™.
For this, let us recall the expansion map.

Definition 6.36. LetI' = {~, ..., v,,—1} be a basis of F,m over F,. Then the expansion map with
respect to [ is given by
eXpr : ]qu — ]F;n,
m—1

a= Z a;7y; — expp(a) = (ag, ..., am_1).
i=0

Definition 6.37. Let ¢ be a prime power, m a positive integer and k£ < n be positive integers. Let
C be an [n, k|, linear code. The expanded code of C is

['(C) = {expr(c) € Fy | c € C}.

By abuse of notation, we will introduce writing I'(x) instead of expp(z) for any z € Fj...
Clearly, the expanded code depends on the choice basis I'.

Example 6.38. Let us consider Fy = Fy(a) where o> = o + 1.
Let us consider the code C generated by

1 0 o
G_<O 1 a+1>’

C ={(0,0,0),(1,0,a),(e,0,a+ 1), (ax + 1,0, 1),
0,1, a+1),(1,1,1),(a, 1,0), (e + 1,1, @)
0,a,1), (L, + 1), (a, a, ), (e + 1, ¢, 0)
0,0+ 1,c), (1, a4+ 1,0), (a,a + 1,1), (e + L,a+ 1, + 1) }.

that is

Let us choose the polynomial basis T = {1, a}. Then

') =4(,0,0,0,0,0),(1,0,0,0,0,1),(0,1,0,0,1,1),(1,1,0,0,1,0),
(0,0,1,0,1,1), (1,0,1,0,1,0), (0,1,1,0,0,0), (1,1,1,0,0, 1)
(0,0,0,1,1,0),(1,0,0,1,1,1),(0,1,0,1,0,1),(1,1,0,1,0,0)
(0,0,1,1,0,1),(1,0,1,1,0,0),(0,1,1,1,1,0),(1,1,1,1,1,1)}.

If we however choose the basis 1" = {«a, 1} we get

r'(c) = {(o,0,0,0,0,0),(0,1,0,0,1,0), (1,0,0,0,1, 1
(0,0,0,1,1,1),(0,1,0,1,0,1),(1,0,0,1,0,0
(0,0,1,0,0,1),(0,1,1,0,1,1),(1,0,1,0,1,0
(0,0,1,1,1,0),(0,1,1,1,0,0),(1,0,1,1,0,1

1,1,0,0,0,1),
1,1,0,1,1,0)
1,1,1,0,0,0)
1,1,1,1,1,1)}.

Y

)

Y

o~ o~ o~
~— — ~— “—
o~ o~ o~

9
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We can easily check that these are not the same codes, e.g. (1,0,0,0,0,1) € T'(C) but (1,0,0,0,0,1) &
I"(c)

Proposition 6.39. Let q be a prime power, m a positive integer and k,d < n be positive integers.
Let C be an [n, k, d) = linear code. The expanded code I'(C) is a [mn, mk, < dm)|, linear code.

Proof. Recall that expp is an isomorphism between [F-vector spaces. Hence we keep the F,
linearity, getting a linear code and since

Cl=IT(C)] = ¢
With this we immediately get length mn and dimension mk.
Clearly, for any a € F m we have that wty(a) < wty(I'(a)) < mwtg(a). O

As in the previous example the minimum distance stayed the same, let us also show an example
where it increases.

Example 6.40. Let us consider Fy = Fy(a) where o = a + 1.
Let us consider the code C generated by

(10 Q a+1
G_(O 1 a+1 « )’
that is

¢ = {(0,0,0,0), (1,0,c,a + 1), (a,0,a + 1,1), (& + 1,0, 1, ),
0,1,a+1,a),(1,1,1,1), (a, 1,0, + 1), (a + 1, 1, @, 0)
(0,a,1,a + 1), (1,0, + 1,0), (e, o, v, ), (e + 1, 0, 0, 1)
0, a+1,0,1), (1, + 1,0,), (, « + 1,1,0), (a« + L,a+ 1,a + 1, + 1) }.

We have dg(C) = 3.
Let us choose the polynomial basis I' = {1, a}. Then

') =4(o,0,0,0,0,0,0,0),(1,0,0,0,0,1,1,1),(0,1,0,0,1,1,1,0),(1,1,0,0,1,0,0, 1),
(0,0,1,0,1,1,0,1),(1,0,1,0,1,0,1,0),(0,1,1,0,0,0,1,1),(1,1,1,0,0,1,0,0)
(0,0,0,1,1,0,1,1),(1,0,0,1,1,1,0,0),(0,1,0,1,0,1,0,1),(1,1,0,1,0,0, 1,0)
(0,0,1,1,0,1,1,0),(1,0,1,1,0,0,0,1),(0,1,1,1,1,0,0,0),(1,1,1,1,1,1,1,1)}.

In this case we get dy (I'(C)) = 4.

We can also write down a generator matrix for I'(C) in terms of the generator matrix of C.
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Proposition 6.41. Let I' = {,...,Vm_1} be a basis of Fym over IF,. Let C be a [n, k], linear
(51
code with generator matrix G = | : | , where g; € F.. are the rows of G.
9k
Then a generator matrix I'(G) of T'(C) is given by

I'(g170)

F(Qﬂm—l)
N(G) = : € k.

T'(gi0)

I'(grm-1)
That is, every entry g; ; of G is expanded to its multiplication matrix Mr(g; ;).

Proof. Let us take a random codeword ¢ € C, then there exists a m € IF’;m such that ¢ = mG.
Since I'(¢) = (I'(c1), . .., I'(cn)), it will be enough to consider I'(¢;). We want to show that

Mr(g1,1)
D)=t | & .
MF(gk,i)
which implies I'(C) C (I'(G)).

From ¢ = mG, we get that ¢; = Z?Zl m;g;,; foralli € {1,...,n}. Thus

k k
[(c;) = F(Z mjgj,z‘) = Z F(mjgj,i)
k Mr(91,)
= T(m;)Mr(g;:) =T(m) : :
J=1 Mr(gr,;)

where we have used that to keep linearity, we have to involve the multiplication matrix, that is: if
a,b € F;m we have I'(ab) = I'(a) Mp(b).

At the same time, we recall that I'(C) has dimension mk, thus it will be enough to show that
I'(G) has full rank km.

We can see this by considering GG in systematic form, i.e., there exists an information set /,
with G = Id;. Let us denote by e; the standard vector of length £ having all entries zero except
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for the 7th entry being 1. Then,

I'(e10) e}
I'(e1Ym-1) €m
F(G1> - : = )
I'(exv0) Crnk—m
T(exYm—1) €k

where ¢!, is the standard vector of length mk.

Thus, tk(I'(G)) = mk and hence I'(C) = (I'(G)).

0
Exercise 6.42. Write down a parity-check matrix, called I'(H ), of I'(C) in terms of the parity-check
matrix H of C.
Proposition 6.43. Let g be a prime power, m a positive integer, I' = {vo, . .., Ym—1} a basis of F jm

over IF,. and k < n be positive integers. Let C be an [n, k|, linear code with generator matrix
G € Fix™. Then T'(mG) = I'(m)I(G) for all m € F*,.

m—1

Proof. Let m = (my,...,my) € Fen and m; = 377" " m; jv;, and T'(G) as in the proof of
Proposition 6.47, then

]

Exercise 6.44. Let H be a parity-check matrix of C and I'(H) a parity-check matrix of T'(C). Show
that T(Hy") = T(H)T(y)" forall y € Fi..
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6.9 Subfield Subcodes

Given a linear code C C I for some prime power ¢ and positive integer 1, we can also consider
the subcode living only in a subfield FF,,.

Definition 6.45. Let ¢ be a prime power, m a positive integer and k£ < n be positive integers. Let
C be an [n, k|,m linear code. The subfield subcode of C is

Cr, ={ceF;|ceC}=CnFy.
By Proposition 6.35 we have that
Cr, = (CN ]F;‘)L =Ct+ (IF’Z)L =Ct+ {0} =C.

This is true thinking of Cp, C Ky, i.e., as a Fym-linear subspace. However, when considering
subfield subcodes, we are more interested in seeing them as [F -linear subspace and in this case we
have that

1 _ L n
Cr, =C Ny

With this special subcode construction, we still have the same length, but in general we should
reduce the dimension (recall that C, seen as [F-linear code, has dimension mk), and due to the fact
Cr, C C we have that dg(Cp,) > dg(C). For the dimension, we can say even more:

Proposition 6.46. Let n be a positive integer and k,d < n be positive integers. Let C be a [n, k, d],
linear code. The subfield subcode Cy, is a [n, > km — n(m — 1), > d|, linear code.

Proof. Let us consider the map

(b : qu — ]qu,

x— x?— .
We clearly get that F, = ker(¢). We can extend this componentwise to consider

¢:F — F,

(X1, xn) = (2 =z, 28 —2,).

Hence dim(ker(¢)) = n and thus, dim(im(¢)) = nm — n. If we restrict ¢ to C, i.e., ¢c : C — F,
we get that ker(¢|c) are exactly the codewords which live in [y, i.e., Cr,. We also get that im(¢c)
has F,=- dimension at most nm — n, thus

dimy, (ker(¢c)) > dimg, (C) — nm +n = mk —nm + n.
]

If we consider again the expanded code of C, we can see a connection between I'(C) and Cr,:
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Proposition 6.47. Let C be a [n, k], linear code. Let H € Fé’f[k)m be a parity-check matrix of
C, then
Cr, = ker ((F(hl)T e F(hn)T)) .

Thus, a subfield subcode is a shortened expanded code I'(C). This is now also independent on
the choice of basis I'.

Proof. By definition the subfield subcode of ker(H ") is the F-kernel of H ', that is any ¢ € F}!
such that He' = 0.

Let ¢ € kerg, (H "), thatis ¢ € Cg,, then

zn: hj,ici =0
i=1

forallj € {1,...,n —k}.

Fix the basis ' = {1, a,...,a™ '} of F,m over F,. Then we can write
m—1
hyo =Y a'hyis,
=0

with hj,M S Fq.
Then

and since ¢; € F, we get

F(Z hj,ici) = Z F(hﬂ)ci = (Z hjmoci, ceey Z hj7i7m_1ci) = (0, . ,0)
=1 ) i=1 i

forallj € {1,...,n—k}.

Thus,
hi10 hino
hl,Lm—l hl,n7m—1 C1
(T(he)" L(hy)") " = =0
hn—k,l,O hn—k,n,O Cn
hn—k,l,m—l hn—k,n,m—l
The other direction works in the same way. 0
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6.9.1 Alternant Codes

We have seen that GRS codes are optimal in terms of their error-correction capability. Unfortu-
nately, they are limited in their length by n < ¢ + 1. And so over the binary, no non-trivial MDS
codes exist. However, we can consider subfield subcodes of MDS codes, getting alternant codes.

Definition 6.48. Let o € [y, have pairwise distinct entries, § € (]F;m)” The alternant code is
then defined as
Aq,m,n,k<a; 5) = (gRSqm’n’k(Oé, B)Fq.

Corollary 6.49. The alternant code Ay (v, B) is a [n,>n —m(n —k),> n — k + 1], linear
code.

The dimension directly follows from being a subfield subcode of a [n, k], linear code:
dim( A, pni(a, 5)) > km —n(m — 1),

and the minimum distance of a subfield subcode is at least the minimum distance of the original
code, in our case dy (GRS m ni(a, ) = n — k + 1. Alternant codes are not optimal, we get as

rate I
R > m_nm+n:1—m+logq(n)R,
n

where R = % is the rate of the original GRS code, and their relative minimum distance stays the

same d k 1
§>sd_n-rtl

- n n

~1—R.

Thus, we are far away from being optimal with respect to the Singleton bound ¢ < 1 — R'.
However, the minimum distance is usually much larger than d.

Example 6.50. Let us consider Fg = F3(«) where a® = « + 1. Let us consider the [3,2, 2]y RS

code C generated by
1 1 1
G = (1 2 a>

H=(a+1 2a+1 1).

and with parity-check matrix

LetT' = {1, a}, then

111210
F(H)—<122001)'

Note that ker(I'(H)") = ['(C). The subfield subcode Cy, is the kernel of ¢ — F3 and consists
only of Cr, = {(0,0,0),(1,1,1),(2,2,2)}, which is a [3,1, 3]3 linear code.
The same code is generated by taking the parity-check matrix

(O™ 1) T = (5 5 o)-
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6.9.2 Goppa Codes

One special subclass of alternant codes are Goppa codes introduced by Goppa [5]. There are
several different definitions for this class of codes, in particular there exist the algebraic geometry
version of the Goppa codes and the so-called "classical" Goppa codes. We will stick to the classical
version.

Proposition 6.51. Let g(v) € Fyn|[x] be a polynomial of degree s > 1. Let a € F7,. consist of
pairwise distinct entries. If g(«;) # 0 forall i € {1,...,n}, then there exist h;(x) € Fym[x] with

(x — ay)hi(x) =1 mod g(x).

In fact,
hi(z) = _Mg(ai)—l‘

Tr — O
Exercise 6.52. Prove Proposition 6.51.

Example 6.53. Let us consider Ty = Fy(a) with a®> = a + 1 and g(x) = 1 + ax + 2% We may
choose a = (0,1, a,a + 1) since g(z) is irreducible.

Using Proposition 6.51, we get

ha(z) = 1+a:v;—;p2+11_1:a+x’

) < S
h(z) = 1+a§::__22+111:x7

() = 1+ax+x2+aa71:(1+a)+(1+a)x.

r+ (1+a)

Definition 6.54. Let g(z) € F,n[z] be a polynomial of degree s > 1. Let a € F7,. consist of
pairwise distinct entries, such that g(«;) # 0 forall i € {1,...,n}. The Goppa code with Goppa
polynomial g(x) is then defined as

Loma(g(a)sa) = {c € By | D cihula) = 0 mod g(o)).

Example 6.55. Let us consider again Ty = Fy(a) with a> = a + 1 and g(x) = 1 + ax + 22
We may choose o = (0,1,a,a + 1) with hy(z) = a + x,ha(x) = a+ (1 + a)x, hs(x) = = and
ha(z) = (1+a)+ (1 +a)x.

The only ¢ € F3 which is such that Y, ¢;hi(z) =0 mod g(z) is ¢ = (0,0,0,0).

Let us thus consider g(v) = 14+ax, witha = (0,1,a) and hy () = a, hao(x) = 1+a, hs(z) = 1.
Thus, I'525(1 + ax, (0,1,a)) = {(0,0,0),(1,1,1)}.
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The drop in the degree of g(x) resulted in a larger dimension.

Proposition 6.56. Let g(v) € Fyn|[x] be a polynomial of degree s > 1. Let a € F7,. consist of
pairwise distinct entries with g(c;) # 0 foralli € {1,...,n}. The alternant code Ay 1, n.n—s(, 3),

for
Bi = glas) [ J (i = o))"
i#]
is exactly the Goppa code I 1, n(9(x), cv).
Proof. First, let us denote by g(a)™' = (g(a;1)7}, ..., g(a,)™h).
The Goppa code consists of all the ¢ € F} such that 37" | c;h;(z) = 0 mod g(x). Since
deg(h;) < s, this implies

n

icl-hi(x) =— Zg(&i)’lciw =0

i=1
is the zero polynomial.

We may write out the polynomial

g(x) — g(ev)

= (¥ P+ 2 Py -+ ocffl)
T — O

+ g1 (P4 ol ) + g+ ) + gr

By setting the coefficients of 2* to 0 in > | ¢;h;(x), we hence get that ¢ € 'y, ,(g(2), @) if and
only if He" = 0, where

Js s gs
pe| T BT diag(g(a) )
g1+ 192 +.' +aiTlge o g1+ angs +.' -+ aplgs
g5 0 - 0 1 - 1
S T T diag(g(a) ™) = SV (e g(a) ).
g1 g2 - Gs ai™t e gt

1 . 1 .
o a, 9(041)
) ) c Foum.
: -1
061‘3*1 as—l g(Oén)
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We can now easily check that for v = g(a) ™! we get

Bi = g(ai) H(Oéi - Oéj)fl

i#]

and thus the claim.
O

Since the Goppa code is a subfield subcode we can immediately bound its dimension and
minimum distance.

Corollary 6.57. Let g(x) € Fym[x] be a polynomial of degree s > 1. Let a € F7,. consist of
pairwise distinct entries with g(a;) # 0 foralli € {1,...,n}. The Iy, n(g9(x), &) Goppa code is
aln,>n—ms,> s+ 1], linear code.

6.10 Trace Codes

There exists also another way to go from an extension field to a subfield and keeping the linearity,
i.e., by using the trace. For this we recall the trace function:

Definition 6.58. Let IF,» and [F, be the finite field with ¢, respectively ¢, elements. The trace
map is defined as

TI']qu JFq - qu — Fq,

For convenience (and when there is no ambiguity to which subfield we are going) we will
simply write Tr instead of Tr]qu JFq-

Definition 6.59. Let C be an [n, k|, linear code. The trace code is then defined as
Tr(C) = {(Tr(c1), ..., Tr(cn)) | (e1,...,¢n) € C}.

Since Tr : F;m — [, the new set now lives in IE‘Z.

Proposition 6.60. Ler C be an [n, k, d|,m linear code. The trace code Tr(C) is then a [n, < mk, <
d), linear code.

Proof. Recall that dimg, (C) = km and Tr is a [F,-linear map, thus
Tre: C — F;

has im(Tr¢c) = Tr(C) and is of dimension < mk.

For the minimum distance, we observe that Tr(0) = 0 and thus, wty (Tr(c)) < wtg(c). O
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How can we express the generator matrix and the parity-check matrix of Tr(C) in terms of
G, H the generator, respectively the parity-check matrix of C? For this we first need to introduce
the dual basis.

Proposition 6.61. Let I' = {v1,...,7v} be a basis of F,m over F,. Then there exists a unique
basis " = {~1,...,~.} such that

L ifi=y,
0 else.

Tr (%7;') = {

This I is called dual basis to T".

The uniqueness and existence follow from the fact that given a non-degenerate bilinear map,
any basis has a dual basis.

Corollary 6.62. Let I' be a basis of Fym over F, and dual basis I'. Let © € Fm. Then we may
write

r= 3 Tl
=1

This follows directly as the decomposition z = » " | x;7; with z; € F, is unique. Thus, for
any i € {1,...,m} we have that

Tr(yix) = ZTr(yhj)xj = ;.
j=1
Similarly, for a vector z € F s WE may write
v =Y 7Tr(yx).
i=1

Proposition 6.63. Let C be an [n, k]~ linear code and I be a basis of F m over F, with dual basis

I". Let G = gl be a generator matrix of C. Then Tr(C) is generated by
Gk
Tr(7191)
Ir (’angl)
Tr (WZigk)
Ir (V}ngk)
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Exercise 6.64. Prove Proposition 6.63.

Example 6.65. Let us consider Fy = Fy(a) with a®> = o+ 1. Let C = (G) where

G_ (01 a a+101
\a 1l a4+1 o 1 0/

then Tr(C) is generated by

001100
011001
101100
110110

The trace code and the subfield subcode are also dual to each other! First, we have to differen-
tiate whether we take the inner product in Fy, i.e., (-, -)r, orin Fym, i.e., (-, ~)]qu.

Theorem 6.66 (Delsarte Theorem). Let C be an [n, k|gm linear code. Then (Cg,)*" = Tr(C™).

Proof. Letu € C* and v € Cr,, then

ZTr (u;)v; ZTr uv;) = Tr({u, V)5, ) = 0,

where we have used that v; € F,. Hence we get the first direction: Tr(C*) C (Cr,)*.
For the other direction, let us consider u € (Tr(C*))* and v € C, A € Fym. Then

Tr(A(u, 0, ) = Tr(A D wgvg) = > Tr(Auv;).
i=1 i=1
Since u € (Tr(C*))* is in F7!, we get
Tr(A ZulTr (Av;) = (u, Tr(Av)) g, m

Since C* is F,m linear, we have \v € C* and thus for all \ € F,m we get
Tr(A(u, v)r ) = 0.

Thus (u, v)r, . =0, as Tr(Az) = 0 for all \ implies = = 0.
Hence (Tr(C*))*" C (CH)* =C. As (Tr(CH))* C F7, we also get

(Tr(CH))*" C CNFy = Cy,.
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6.11 Power Codes

One construction has been used several times to distinguish structured codes (e.g. RS codes) from
random codes, breaking cryptosystems trying to hide this code structure. This construction is
called square code, or in more generality, power code.

Definition 6.67. Let z,y € . Let us denote by * the componentwise product or Schur product
between x and y, i.e.,

rxy = (T1Y1, ., Tnln)-

The Schur product has many nice properties, in particular, it is symmetric and bilinear. That
means

1. For A € F, we have (A\z) xy =z % (A\y) = Az * y).

2. Forz € Fy wehave (z+2)xy=a*y+zxyandz * (y +2) =0 xy + 1% 2.
3. Wehave z xy = x % y.

We can thus also consider this operation on codes, leading to

Definition 6.68. Let C; be an [n, k], linear code and C; be an [n, ks, linear code. The Schur
product code of C; and C, is defined as

Cl *C2 = <{01 * Co | c € Cl,CQ € C2}>
If we apply this to the same code, we get the square code of C, defined as

C? = ({exd |e.d €CY),

Example 6.69. Let us consider the [3,2]3 linear code C generated by G = (1 0 2) . That is

011
¢ = {(0,0,0),(1,0,2),(2,0,1),(0,1,1),(1,1,0), (2,1,2),(0,2,2), (1,2,1),(2,2,0)}.

Then the square code is given by
c® =T3.

g1
Proposition 6.70. Let C be generated by G = | : | € FE*". Then C') is generated by

9k
g1 * g1

<k+1) Xn

GP = |gixg|€eF®

gk * gk
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Proof. Letc € C @), then there exist c1, o € C such that ¢ = ¢q * ¢co. Hence we have mq, mqy € ]F’;

such that ¢c; = m;G = Zle my;g; and ¢; = MG = Zle Mo, G-

Thus,
k k k k
c=mGxmyG = (Z mi;gia - Z m2iGi1; -+, Z MiGin - Z M2,i9in)
i=1 i=1 i=1 i=1
k k
= () (giag5)(maimag), - > (Gingj,) (maimsa;))
i,j=1 i,j=1
= MGY,
where M = (my,1mo1, M1,1Ma2, - - ., M1 kMo k) =

Proposition 6.71. Let gy, ..., g, € F} be linearly independent over F,. Then for x € (F;)", also
T * g1, ...,T % g are linearly independent.

Exercise 6.72. Prove Proposition 6.71.

Using this fact, it was shown that with high probability (for increasing n), random codes have
square codes of maximal dimension:

Theorem 6.73. Let C be a random [n, k|, linear code. Then with high probability

dim(C®) = min { (k ; 1) : n} .

However, for more structured code the square code dimension is much lower.

Proposition 6.74. Let a € Ty be such that o; # oy fori # jand 3,5 € (F;)". Let k' =
min{n, 2k — 1}. Then

gRSqm’k(Oé, ﬁ) * QRSq7n7k(a, 5/) = gRSqm’k/(Oé, 5 * B/)

Exercise 6.75. Prove Proposition 6.74.

Thus,

. (2) . . kE+1
dim(GRSni(a, 5)'¥) = min{n, 2k — 1} < min o |

which is the expected dimension of a square code of a random code.
Exercise 6.76. Let C be self-orthogonal. Show that (1,...,1) € (C?)+.

We can also generalize this idea and take larger powers.

Definition 6.77. Let C be a [n, k|, linear code. The ¢(th power code of C is defined as

C(K):<{Cl>l<--->l<0g|Cl,...,CEEC}>.

£ times
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We can construct again a generator matrix taking as rows all g; * - - - * gy, where g; are rows of
S—_——

£ times
G. The dimension of a (th power code of a random code is now a bit more complicated, but has

been shown to be with high probability

dim(Cc") = (k T ﬁ N 1>’

for ¢ € {0,...,q}.
Exercise 6.78. Find a description of GRS .1 (c, 3)©, for £ € {0, ..., q}.

6.12 Concatenation

As last construction, we want to consider concatenation of codes. This construction was introduced
by Forney [4] and is encoding a message vector twice:

Definition 6.79. Let C, be a [ny, k1, di], linear code, called inner code and C; be an [ny, ky, da] 1,
linear code, called outer code. The concatenated code Cs 0 C; is then defined through the following
encoding: Let I' be a basis of I x, over IF,

Fhike O25 ks & 0 ks Gy i
q q
(eXpI‘(ul)v ce aexpr(ukz)) = (ulv ce 7uk’2) = ((UG2)17 ceey (UGQ)nz)
> (expr((uGa)1), - - - expr((uGa)n,)) = (expr((uG2)1)Gy, . . ., expr((uG2)n, )G1).

Proposition 6.80. Let C, be a [n1, ki, d1], linear code and Cy be an [ny, ky, ds) i, linear code. The
concatenated code Cy o Cy is a [nine, k1ka, > dyds, linear code.

Exercise 6.81. Prove Proposition 6.80.

Example 6.82. Let us consider F; = Fy(a) where a* = a+ 1 and the basis T = {1, a}. Let C; be

a [4,2], linear code generated by G, = (é ? i (1)> and Cy be a [3, 2], linear code generated
1 0 «
byGo=1\g 1 ax1)

The concatenated code Cy o Cy is then the encoding map
4 2 3 6 12
Fy = F; = F; = F) — F,".

If we for example want to encode the message (1,0,0,1) then we first compute expr 1(1,0) =
1, exprt(0,1) = a. Thus, we encode (1, ) using G getting (1, a, a + 1). We can then expand the
outer codeword to get (1,0,0,1,1,1) and encode each expanded vector using G to get

(1,0,1,0,0,1,1,1,1,1,0,1).
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The concatenated code can be thought of as a subcode of C; x --- x Cy, as the resulting code-
N————
no times
word lives in C; X --- x Cq, but we are not able to see all possible codewords, only those, which
are codewords of expy.(Cz).

Exercise 6.83. Can you find an outer code Cs, such that Co 0o C; = Cy?

In order to decode, we have to reverse the chain, i.e., we first apply the decoder of the inner
code Cy, then we apply exp !, then the decoder of C, and finally, we apply expy.. For simplicity, let
us denote the decoding of C; by C; ', then we get the decoding process as

-1 -1 -1

c exp c exp
Fyime = Feme = T2 B = e,

Summary
Construction Cy Cy —C
Extension [n, k,d|, n+1,k>d,
Puncturing [n, k,d], n—s,k,<d,
Shortening n, k,d], n—sk—s,>d,
Product [nl, k’l, dl]q [TLQ, ]{52, dg]q [n1 + No, ]{?1 + k’g, min{dl, dqu
Plotkin sum [, k1, di]y | [, ke, dal, [2n, k1 + ko, min{2d;, da }],
Sum [n, kl, dl]q [n, kQ, dg]q [TL, < kl + k’g, < min{dl, dQ}]q
Intersection [, k1, di]y | [, ke, daly [n, < min{ky, ko }, > max{d;, d2}],
Expansion [n, k, d]gm [mn, mk, < dm],
Subfield Subcode | [n, k, d]m [n, > km —nm+n,>d,
Trace [n, k, d]gm n, < mk,<d],
Square [n, kg [n, k'],
Concatenation [nl, ]{]1, dl]q [ng, kQ’ dQ]qkl [nlnz, k'lkg, > dldg]q
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7 Equivalence of Codes

In mathematics we often ask when to objects are "essentially” the same. Let us clarify what that
means for codes.

Let us consider the following two codes over F3: C = (G) and C' = (G").
(10 2 , (110
o=(o 5 1) o=(1o1)
Then

C ={(0,0,0),(1,0,2),(2,0,1),(1,1,0),(2,1,2),(0,1,1),(0,2,2), (1,2,1),(2,2,0)}
' =1(0,0,0),(0,1,2),(0,2,1),(1,1,0),(1,2,2),(1,0,1),(2,0,2),(2,1,1),(2,2,0)}

While they are not the same code, their points seem to be just rotate, and all still have the same
distance among each other.

¥
°
ol ® 2
2 . . [ ] 2 £ { 2
[ ] [ ]
&
1 /
1

In fact, we two codes are essentially the same, if we can map one code linearly to the other, in
such a way that the distances between the codewords stays the same.

Definition 7.1. A linear isometry for a distance function d is a linear map ¢ : Fjy — [y, such that
for all z,y € Fj we have that

d(z,y) = d(p(z), (y)).

Clearly, when dealing with a distance which is induced from a weight wt, then we can equiva-
lently define a linear isometry  to be such that for all 2 € Fy/

wi(z) = wi(p(x)).

Proposition 7.2. The linear isometries with respect to some distance function form a group with
respect to the composition.

Exercise 7.3. Prove Proposition 7.2 and observe that any linear isometry is a I -isomorphism.

In our case, we are interested in the linear isometries for the Hamming metric.
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Proposition 7.4. The linear isometries for the Hamming metric are given by the semidirect product
(IF;)" X S, where S,, denotes the symmetric group of degree n.

Proof. For the first direction, we note that ¢ € (IF;)" x 5, is linear and can be written as matrix
multiplication, where ¢(x) = xDP, for D = diag(dy,...,d,) a diagonal matrix with entries
d; € F; and P an n X n permutation matrix belonging to the permutation o. Thus,

gO(:El, cee ,Qin) = (dg—l(l)l‘a—l(l), “us ,da—l(n)xa-—l(n))

and if x; # 0, then z,(;) # 0 and by multiplying with a non-zero scalar, we still have non-zero. On
the other hand, if z; = 0, then z,(;) = 0 and it remains zero after multiplying with some non-zero
d;.

For the other direction, let us assume that ¢ is a linear isometry and denote by e; the standard
vector having all zero entries but a 1 in position ¢. These vectors clearly span the whole F;' and
hence to define a linear map , it is enough to know where ¢ sends the basis e;. In fact, any = € Fy
issuchthat z = )" e;\; for Ay, ..., \, € F,. By the linearity of ¢ we thus get

p(z) = Z plei) A

Forall e; = (0,...,0,1,0...,0) of Hamming weight 1, we must have

p(er) € {A(@)ejq) | A(0) € Fy, (i) € {1,....n}}.
If we assign each of the ¢; for all ¢ € {1,...,n}, then there exists a permutation o, which sends
i — j(i), and scalar multiples d;;) = (7).

In fact, if the map ¢ — j(¢) is not a permutation, then there exist ¢ # i’ with j(i) = j(i)
and hence ¢(e; + e;) is some multiple of ej;). This, however, contradicts that ¢ is an isometry:
Wty (e; + ey) = 2, whereas wty (Aej)) = 1. O

Matrices of the form D P, for D a diagonal matrix and P a permutation matrix are also called
monomial matrices and ¢ € (F})" x S, monomial transforms.

We might sometimes be interested in the semi-linear isometries instead, as in fact we also have
the automorphisms of the finite field itself.

The semi-linear isometries for the Hamming metric are then given by ()" x (Aut(FF,) x S,).

For codes, we thus define two codes to be equivalent, if there exists some (semi-) linear isom-
etry between them.

However, if we have a linear isometry between two codes, i.e., let C,C’ be two [n, k], linear
codes and there exists a linear map ¢ : C — C’ which preserves the weight, that is for all ¢ € C we
have wty (c) = wty(¢(c)), we might apriori get other maps than the monomial transforms.

MacWilliams in her thesis [10] showed that this is not the case.
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Theorem 7.5 (Extension Theorem). Let C,C’ be two [n, k|, linear codes and there exists a linear
map o : C — C' which preserves the weight, then there exists a linear isometry i : Fy — Fy with

Hic = &

That is, any linear weight preserving map that we may find between two codes can be extended
to a linear isometry of the whole ambient space.

Definition 7.6. Let C,C’ be [n, k], linear codes. We say that C is equivalent to C' if there exists a
¢ € (F7)" x (Aut(F,) x S,) such that o(C) = C".

We say that C is linearly equivalent to C' if there exists a ¢ € (IF;)" xS, such that ¢(C) = C'.
We say that C is permutation equivalent to C' if there exists a ¢ € S,, such that ¢(C) = C'.

The equivalence between the two codes also gives rise to a condition for their generator matri-
ces.

Proposition 7.7. Let C,C’ be [n, k], linear codes with generator matrices G, respectively G'. If
C is linearly equivalent to C', then there exist matrices S € GL,(k), D = diag(dy,...,d,) with
d; € IF; and a n X n permutation matrix P, such that

SGDP =G
This also includes the case of permutation equivalence by setting d; = 1 forall: € {1,...,n}.
Exercise 7.8. Prove Proposition 7.7.

Example 7.9. Let us consider Fy = Fy(a) where o = a + 1.

Let C = (G) where
1 0 «
¢ = (O 1 a+ 1) '

Then we may apply the permutation o = (1,2) to get
01 «
GP = <1 0 a+ 1)

and (G P) is permutation equivalent to C.
If we also apply the diagonal matrix D = diag(1, o, o + 1), we get

0 o 1
GPD_(l : a)

with (GPD) is linearly equivalent to (GP) and to C.
Finally, we can also apply the non-trivial automorphism of F4, namely x — 2, to get

;{0 a+1 1
G = (1 0 a+ 1) ’
with (G') is equivalent to (GP), (GPD) and C.
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We also note that our definition of systematic form, i.e., there exists an information set / such
that we may write
Gr=1d,, Gre=2A,

for some A € Fi*("0

generator matrix

, can now be read as: any code is permutation equivalent to a code with
G'=(1d, A).
On the other hand we also have linear isometries from C to itself.

Definition 7.10 (Automorphism Group). Let C be an [n, k], linear code. The automorphism group
of C is given by the linear isometries that map C to C :
Aut(C) ={p € (F;)" xS, [ p:C—C}.

If ¢ is a linear isometry from C to C’, then ¢! is a linear isometry from C’ to C, which gives
us an easy way to construct automorphisms: let .7 : C — C’ be two linear isometries, then
Yoy e Aut(C).

On the other hand, having ¢ : C — C" and ¢ : C — C to linear isometries, then ¢ o 1) is again
a linear isometry between C and C'.

Exercise 7.11. Let p € Aut(C) be a permutation. Show that ¢ € Aut(C*).

Just like the hull, the automorphism group of a random linear code is with high probability
trivial [9], i.e., Aut(C) = {id}.

Exercise 7.12. Give the automorphism group of C = ((1,0,0), (0,1,1)) C Fs.
Exercise 7.13. Let ¢ € Aut(C) be a permutation. Show that ¢ € Aut(C N Ct).

Proposition 7.14. Let C;,Cy be two permutation equivalent [n, k,d|, linear codes. Then Ci- is
permutation equivalent to Cy .

Proof. Let o € S, be such that o(C;) = C and denote by P the permutation matrix with respect
to 0. Let G, G5 be generator matrices for Cy, respectively Cs, then there exist a S € GL,(k) such
that SGlp = GQ.

Let Hy, H, be the parity-check matrices for C;, respectively C,. Since GQHQT = 0, we also
have GiPH, = G1{(H,P")" = 0. This implies that H,P" is a parity-check matrix for C; and
hence Hy = S'H, P, for some S € GL,(n — k). Thus, o(C{") = Cy.

O

Exercise 7.15. Let C,C' be linearly equivalent codes. Show that C* is linearly equivalent to C'*.
Hint: Use the fact that GH" = 0 and SGPD = G'.

For two permutation equivalent codes, their hulls are also permutation equivalent.
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Proposition 7.16. Let Cy,Cy be two permutation equivalent [n, k, d), linear codes. Then H(Cy) is
permutation equivalent to H(C,).

Proof. Let o € S, be such that o(C;) = C and denote by P the permutation matrix with respect
to 0. Let G; be a generator matrix for C; and H; be a parity-check matrix for C;.

Recall that G; P is a generator matrix for C, and H; P is a parity-check matrix for C,. Finally,

we have that
H(Cy) = ker ((fé) T) — ker ((gﬁ) T) — ker ((&) T) P.

To determine whether two codes are equivalent is important, especially when claiming one has
found a new construction of a code. In this case, one should first check whether this new family of
codes is not equivalent to an already known family.

]

However, determining whether two codes are equivalent or not is not an easy task. We might
instead look for invariants, i.e., properties of a code C that remain the same for ¢ (C).

7.1 Invariants

There are several parameters or properties of equivalent codes which remain invariant. Clearly,
equivalent codes have the same length, dimension and minimum distance.

But we can also find more such invariants.

Definition 7.17 (Weight Enumerator). Let C C IFZ be a linear code. For any w € {1,...,n}, let
us denote by A,,(C) = |{c € C | wty(c) = w}| the weight enumerator of C.

Proposition 7.18. Ler C1,Cy C Fy be linearly equivalent codes, then for all w € {1,...,n} we
have that
Ay(Cr) = Ayp(Co).

Proof. Since C; is linearly equivalent to C,, there exists some isometry ¢ : C; — Co. Thus, if we
consider the set
Sw(Cr) = {c el | wty(c) = w}

then

©(Sw(C1)) = {p(c) | ¢ € C1, wig(c) = w}
={d € Cy | wty(d) =w} = 5,(C)

and hence they have the same size. 0

Note that the other direction is not true: We can have codes with the same weight enumerator,
which are not linearly equivalent!
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Example 7.19. Let us consider F, = Fy(a) with a* = a+1. The two codes C; = (G4),Co = (Gs)
with

G_OOOOllllllG_OO()Ollllll
11110001 1a)>? \1 111000711 a+l
have the same weight enumerators. In fact, all codewords of Cy, respectively Co, either have no

zero, 4 zeros in {1,2,3,4}, 3 zeros in {5,6,7}, 2 zeros in {8,9} or 1 zero in {10}, but no mixed
zeros between these index sets. Thus,

However, there is no linear equivalence between Cy and Cy. To see this, let us assume that there
exists a ¢ € (F;)" xS, which is such that p(C1) = Cy. Such p would need to send the weight
7 codewords of Cy to the weight 7 codewords of C, that is if (1,1,1,1,0,0,0,1,1,«) = x and
(1,1,1,1,0,0,0,1,1,c + 1) = g, then ¢(x) € {y, oy, (o + 1)y}.

If p(x) = vy, then v would be a permutation, except for the index which gets sent to y;9 =
a + 1, and the index which sends x19 somewhere, i.e., if p = DP, for D = diag(d,, ...,d,), P a
permutation matrix belonging to the permutation o € S, then dyo # 1 and dy—1(19) # 1.

The same @ also needs to send the codewords of weight 6 to each other. Here the two sets are
the same for Cy,Cy, implying that v can only have ds = - - - = dy, a contradiction.

The cases o(x) € {ay, (o + 1)y} work similarly.

Another invariant are the generalized weights. For this, we need to introduce the support of a
code.

Definition 7.20 (Support of a Code). Let C be a [n, k, d|, linear code. The support of C is defined
as

Supp,(C) ={ie{l,...,n} | e €C: ¢ #0}.

Clearly, for a non-degenerate code, the support will be full, i.e., {1,...,n}, however, as soon
as we go to subcodes of C, this will change. Similar to how the weight of a vector is the size of its
support, we may define the weight of a code as the size of its support.

Definition 7.21. Let C be an [n, k, d], linear code. The weight of C is given by
Wi (€) = Supp,/(C)].
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Again, if C is non-degenerate then wty (C) = n.

Clearly, the weight of a code is also an invariant for code equivalence: if C is linearly equivalent
to C’ then wty (C) = wty (C').

We may now consider the smallest weights of any subcode:

Definition 7.22. Let C be an [n, k,d], linear code and let € {1,...,k}. The rth generalized
weight of C is given by

d,(C) = min{wty (D) | D C C,dim(D) = r}.

If r = 1, we are asking for the smallest weight of any ¢ € C, i.e., the first generalized weight
d;(C) is the minimum distance dy (C).
On the other hand, if » = k, we are asking for the weight of the whole code, i.e., dx(C) =

Example 7.23. Let C = (G) C T3, where

1 001
G=|(0 100
0011

Then dy = dy(C) = 1 as Dy = ((0,1,0,0)) has the smallest weight wty(Dy) = 1. dy = 3 as
Dy =((0,1,0,0),(0,0,1,1)) has the smallest weight wty; (Ds) = 3 and finally d3 = wty (C) = 4.

Exercise 7.24. Show that generalized weights are strictly increasing, that is forr € {1,..., k—1}
we have d,.(C) < d,11(C).

Proposition 7.25. Let Cy,Cy be [n, k,d|, linear codes, which are linearly equivalent.
Forallr € {1,...,k} we have that

d(C1) = dr(Cy).

Proof. Let ¢ € (FX)" xS, be such that (C;) = C; and let D be any subcode of Cy, then ¢(D) is
a subcode of C,.

As wty (D) = wty(o(D)), we immediately get

d.(Cy) = min{wtg (D) | D C Cy,dim(D) = r}
= min{wty (¢(D)) | (D) C ¢(C1),dim(p(D)) = r}
= dy(p(C1)) = d.(Ca).

A last invariant is the size of the automorphism group.
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Proposition 7.26. Let Cy,Cy be two linearly equivalent [n, k, d|, linear codes. Then
|Aut(Cy)| = |Aut(Cs)].

Proof. If ¢ € (F)" x S, is such that ¢(C;) = Cs, then for any 1) € Aut(C,) we have that

Y =potoptcAut(C).

7.2 Closure

Given two linearly equivalent codes, we can construct two new codes, which are now permutation
equivalent.
For this we introduce the closure of a code.

Definition 7.27. Let C be an [n, k], linear code, let & € I, be a primitive element and denote by
A= (1,a,...,a97%) € FI"'. The closure of C is given by the Kronecker product A @ C.

The new code is now of length n(¢ — 1) and still of dimension k. In fact, if G is a generator
matrix of C, then A ® G is a generator matrix of A ® C.

Proposition 7.28. Let Cy, Cy be two linearly equivalent [n, k|, linear codes. Then A ® Cy is permu-
tation equivalent to A ® C,.

Proof. Let ¢ = DP, with D = diag(dy,...,d,) and P a n X n permutation matrix, such that
QD(Cl) = CQ.

IfG, = (ng o) ) is a generator matrix for C; then
A®Gr= (9] agl - gl - gr agy - atlg)

is a generator matrix of A ® C;.

We note that multiplying with d; is a permutation in [}, that is o; : F; — F;,x — xd; can

be seen as o; € S,_1. Thus, multiplying column g; with d;, means (d;g,", d;ag/, ..., d;a?%g) =
o(g',ag,...,a?72g). Hence the scalars d; are introducing permutations o; within the n blocks
of length m.

The permutation P instead shifts around these blocks, that is if ¢ is the permutation corre-
sponding to P and o sends the index 7 to 7, then we have to send the :th block to the jth block.

Thus,
Py

Q = (qu—l & P) € Sn(qfl)
P,

is such that (A ® G1)Q is a generator matrix of A ® C,. O
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The problem of finding a permutation between two random codes can be solved in quasi-
polynomial time, using a reduction to the Graph Isomorphism (GI) problem and Babai’s quasi-
polynomial time solver for GI [1].

This works only with high probability, as it requires the code to have a trivial hull.

When first reducing linearly equivalent codes to two permutation equivalent codes, we cannot
reduce them further to GI, as the closure of codes is in fact self-orthogonal for ¢ > 4.

Proposition 7.29. If ¢ > 4, then A ® C is self-orthogonal.

Proof. Recall that a code D is self-orthogonal if D C D+, thus H(D) = D. We have also seen
that if D G is a generator matrix of D, then GG = 0 implies that D is self-orthogonal.

To understand the hull of the closure, we thus have to compute

g
ag
A@G)A@G)" = (9 agl - a'?g) 1
ar2g,
One can easily check that
ARGARG) = \"GGT.

While we assumed that for random G we have that GG is full rank, we also have that A\ =

0, as
q—2
A)\T:Za%: 262:07
=0

BEF:

by Lemma 3.23, unless ¢ = 2, 3.

On the other hand, if ¢ < 4, then A ® C has with high probability a trivial hull.
Example 7.30. Let us consider Fy = Fy(), where o> = a + 1. Let C = (G) C F3, where

1 0 «
¢= (0 1 1> '
Let D = diag(c, 1, ) and P be the permutation matrix corresponding to o = (1, 3), then

GDP — (a+1 0 a)

«Q 1 0

Bringing this into systematic form, we get a linearly equivalent code C' generated by
1 0 a+1
[
G = (0 1 1 ) ’
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Let A\ = (1, , e + 1). The closure of C is generated by

1 o a+1 0 0 0 a a+l1 1
A®G_(oo 0 1 aa+l 1 a a—l—l)’

while the closure of C' is generated by

, 1 a a+1 0 0 0 a+1 1 «Q
A‘X)G_(oo 0 1 aa+l 1 aa+1>'
We can find
0 01
1 00 0 0
010
100 0 0 Ids
Q= 0 010 0 0 Ids 0 | €95
001 Idy 0 0
0 01
0 0 1 00
010

which is such that S(A ® G)Q) = A ® G', for some S € GL,(k).

Let C,C’ be [n, k], linear codes.

* The linear isometries in the Hamming metric are ()" < S,,.

C,C' are linearly equivalent if there exists a p € (IF7)"™ xS, such that p(C) = C'.

C,C’ are permutation equivalent if there exists a ¢ € .S,, such that o(C) = C'.
* If C and C' are linearly equivalent, then their duals are linearly equivalent.

* The automorphism group of C are the linear isometries ¢ : C — C.

* The weight enumerator A, (C) is the amount of codewords in C of weight w.
* The weight enumerator is invariant for equivalent codes.

* The rth generalized weight is d,.(C) = min{wty (D) | D C C,dim(D) = r}.
* The rth generalized weight is invariant for equivalent codes.

* Let a be a primitive element in F,, the closure of C is (1,a, ..., a9 %) @ C.

o If C is linearly equivalent to C’, then their closures are permutation equivalent.
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8 Cyclic Codes

Another family of interesting codes is that of cyclic codes. From a practical point of view, cyclic
codes admit a very compact representation and enjoy very efficient decoders.

From the theoretical side, they are full of algebraic structure as we describe next.

First, let us introduce the shift of vectors to the right:

Definition 8.1. Let us define the following map
o:F; = Fy,
([Eo,xl, C.. ,(’I]n,1) — (.]Tn,l,flfo, . ,.Tnfg).
Then o is called a cyclic shift.

Attention, in this chapter, we will mostly start indexing our vectors at 0 instead of 1.
We may also write ¢ for some 7 > 1 to denote

O’o...oo"
———

1 times
Definition 8.2. Let C be an [n, k|, linear code. Then C is called cyclic if 0(C) = C.

Thus, if for all ¢ € C we have that o(c) = ¢’ € C, then also 02(c) = o(¢’) € C. We conclude
that for any 4, we have that o*(c) € C. Clearly, 0"(c) = 0°(c) = ¢, hence the power of ¢ should
always be treated modulo 7.

Clearly all (non-degenerate) trivial codes are cyclic, or equivalent to a cyclic code.

In fact, for £ = 0 we have that {0} is cyclic, similarly for k¥ = n we have that [ 1s cyclic and
if £k = 1, then the code generated by (c, . .., ¢) is cyclic, similarly for £ = n — 1, we have that the
1

code generated by G = | 1d,, is cyclic.

—1
1

Example 8.3. Let us consider the code generated by G = (1,2) in IF5, then clearly (2,1) & (G),
and (G) is not cyclic, however it is equivalent to the code generated by G = (1,1).

We have also seen some non-trivial cyclic codes:

Lemma 8.4. Let a € F, be a primitive element and define o = (1, a, ..., a?%?). Then the primitive
Reed-Solomon code RS, ,, () is cyclic forall k < g — 1.

Proof. Let f(z) € F,[z] be an arbitrary polynomial of degree deg(f) < k and consider the code-
word

c=(f(1), fla),..., [(a®?)) € RSqnr().
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Let us define g(x) = f(a?%x), then we clearly have that
ga’) = f(a'™)
foralli € {0,...,q — 2} and hence
¢ =(9(1),9(a),...,g9(a"?) = (f(a®?), f(1),.... f(a")) = o (c).
Since deg(g) < k, we have that ¢ = o(c) € RS ni(@). O

Lemma 8.5. Let o« = (0,1,...,p — 1) then for any k < p — 1, we have that the primitive Reed-
Solomon code RS, ,, () is cyclic.

Exercise 8.6. Prove Lemma 8.5 using g(z) = f(x — 1).

Exercise 8.7. Is every Reed-Solomon code a cyclic code?

8.1 Polynomial Representation

To understand the algebraic structure, we associate to any vector (co, ..., c¢,_1) the polynomial
c(z) = S.'"' iz, We have to restrict the degree of ¢(x) € F,[z] to be n — 1 and note that

1=

F,[z]/(z"™ — 1) is isomorphic to

{f(x) € Fy[z] | deg(f) < n}.
Proposition 8.8. Let n be a positive integer, then

p  Fyl]/(a" = 1) — Fy,

c(zr) = Z cx' v (Coy. ..y Cnot)

i=0
is a F,-vector space isomorphism.

Exercise 8.9. Prove Proposition 8.8.

Although they are isomorphic as vector spaces, F,[z]/(z" — 1) enjoys some more algebraic
structure: it is a ring!

Lemma 8.10. The cyclic shift o : Ty — [} corresponds in Fy|x| /(2™ — 1) to multiplying with x.

Proof. Let o(c(z)) = (coy...,¢n1) = ¢, then o(c¢) = (¢y_1,Co,--.,Cn2) has the preimage
o(c)(xr) = 3.1 ¢i12', where the indices are modulo n. On the other hand

n—1 n—1
re(x) = Z cr'tt = Z cix' = o(c)(w)
i=0 i=0
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With this we have a correspondence between ideals in Fy[z]/(2™ — 1) and cyclic codes in .

Proposition 8.11. ¢ introduces a 1-to-1 correspondence between ideals over F[x]/(z™ — 1) and
cyclic codes in IFy.

Proof. Let us consider an ideal I in F,[z]/(z" — 1) generated by g(z) = 3.1 g;z* and denote
plg(x)) =g € Fy.

Thus any element of / can be written as

If M) = S0 \ia?, we can write
a(z) = Xog(w) + Mi(g(2)) + -+ + Aur (2" g ()

and thus
o(a(x)) = Xog + Aio(g) + -+ " (g).

Since g(z) € I, we have that ¢(g(z)) = ¢g € C and since C is cyclic, we have that ¢’ (g) € C,
thus also ¢(a(z)) € C for any a(x) € I.

The other direction works similarly. O

Even more is true, we can only focus on the factors of (" — 1) in F,[z]. We state this lemma
without proof, but this result follows straight from some facts from algebra:

 F,[x] is a principal ideal ring (meaning each ideal / C [F,[z] can be written as [ = (a(x))),

* for any ideal = (a(z)) C F,[z], F,[z]/I is also a principle ideal ring and any ideal

J = (b(x)) with b(z) € F,[z]/I is such that b(z) € F,[z] with b(z) | a(z).

Lemma 8.12. There is a 1-to-1 correspondence between ideals in F[x]/(x™ — 1) and monic (with
leading coefficient equal to 1) divisors of (™ — 1).

Example 8.13. Let us consider 5 and n = 7. We note that
' l=(z+ D)@ 2+ D@ +22+1).
The ideal generated by the polynomial g(x) = x3 + x + 1 is given by
I = {0,$3+x+ 1,x4+x2+x,$4+x3+x2+17$5+x3—|—$2,x5+x2+a¢—|—1,

P4ttt Lt a2+ 2 4 4
6 5 4 2 6 2 6 5 4 3 6 5 6 5 3
D4ttt + L+ttt e+ L+ a2 2’ + a0 4 1)

118



Hence

e(I) ={(0,0,0,0,0,0,0),(1,1,0,1,0,0,0), (0,1,1,0,1,0,0), (1,0,1,1,1,0,0), (0,0, 1,1,0,1,0),
(1, 1,1,0,0, 1,0), (O, 1,0,1,1, 1,0), (1,0,0,0, 1, 1,0), (0,0,0, 1,1,0, 1), (1, 1,0,0,1,0, 1),
(0,1,1,1,0,0,1),(0,0,1,0,1,1,1),(1,0,1,0,0,0,1),(1,1,0,1,1,1,1),(0,1,0,0,0, 1, 1),
(1,0,0,1,0,1,1)}.

We can generate this code using

1101000
020110100
0011010
0001101

Since we can see cyclic codes as ideals in F,[z]/(2™ — 1), we can also consider the generator
polynomial g(x) of a cyclic code. As we have seen above, it is enough to consider g(z) which are
such that g(x) | (z" — 1).

Definition 8.14 (Generator Polynomial). The generator polynomial of a cyclic code C C [y, is the
monic generator of minimal degree of the corresponding ideal in F,[z]/(z™ — 1).

This generator polynomial is in fact unique:

Exercise 8.15. Let g(x) be a polynomial in F[x] with g(x) | (™ — 1). If (g(z)) = (¢'(x)) for
some g'(x) € Fy[x], show that g'(x) = \g(x) for some \ € F.

In our previous example, we considered g(z) = x4+ x + 1, a factor of (7 — 1) and constructed
a code of dimension 7 — 3 = 4. Additionally, the generator matrix in our example has a lot of
structure, it is built as

©(g()) g
o sa(rvgf )) _ 0(:9)
S0(9[;71—deg(g)g(:,da)) on—deg(g) (g)

This is true in general:

Theorem 8.16. Let C be an [n, k], linear cylcic code. Then there exists a generator ¢ € C, such
that c,o(c),...,0"1(c) generate C.

Proof. Let us consider a generator matrix GG of C in systematic form. Without loss of generality,
we may assume G = (A Idk) . Thus, there exists a codeword ¢ € C (e.g. the first row of 7)
which has zeros in the last £ — 1 positions.

Cc = (Co,...,Cn_k,O...,O).
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Note that ¢, o (c), ..., 0" !(c) are all linearly independent, as stacked together we get the matrix

Co Chr O 0
Q' — 0 ¢ Cn—k
0
0 0 Co Cr—k
which has full rank £.
Thus (G’) = C and c is a generator of C. O

The described generator c is such that ¢(z) = 7' c;z" has degree deg(c) < n — k and this
polynomial turns out to be a generator for ¢~ !(C).

Exercise 8.17. Let C be an |n, k], linear cylcic code. Let ¢ € C be a generator. Show that
(p7He) = ¢7H(C) in T[]/ (2" = 1),

Hence, given a factor g(z) of (™ — 1), we know how to construct a generator matrix G for the
code p({(g(x))), which is circulant.

Definition 8.18. Let A € F:*" have rows a; for i € {1,...,k}. Then A is called circulant, if
a; = o(a;_1), or equivalently a; = 0"~ (a;).

Hence the matrix A is completely determined by a single row, e.g. a;. This has important
benefits, e.g. in storage.

Corollary 8.19. Ler g(xz) € F,[z] be a factor of x™ — 1. Then the corresponding cyclic code
C = p((g(z)) is a [n,n — deg(g)], linear code.

Exercise 8.20. How many cyclic codes over 3 of length 4 exist?

8.2 Duality

How will duals of cyclic codes behave? We start by observing the behavior of the cyclic shift in an
inner product.

Lemma 8.21. Let z,y € FY, then (x,0(y)) = (07 (x),y).

Proof. We write this out as

(0,00 = 3 s = 3 e = o7 (@), 0)
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Example 8.22. Let us consider again Fo and n = 7 and the code generated by

1101 000
G 01 10100
10011010
0001101
We may bring this in systematic form to get

1000110

0100011

0010111

0001101

Its dual code is then generated by

1011100
H={1110010
0111001

and we can see that if ¢ = (1,1,1,0,0, 1, 0) the rows of H consist of o (). Thus also C* is cyclic.
Theorem 8.23. The dual of a cyclic code is cyclic.

Proof. Let C be a cyclic code and let ¢ € C, ¢ € C* be arbitrary. Then due to Lemma 8.21, we get

(e,a(c)) = (o7 (0), )
and since 0~(c) € C, we get for any ¢ € C, ¢ € C* that (¢, o(c)) = 0, thatis o(c') € C*. O
We can also describe C knowing the generator polynomial of C.

Definition 8.24. Let f(z) € F,[z] be a polynomial of degree d, ie., f(z) = S, fiz’. The
reciprocal f(z) of f(x) is obtained by reversing the order of the coefficients of f(z), that is

fz) = 2"f(1/z)

or equivalently p(f(z)) = (fo,- .-, fa) then o(f(x)) = (fa, .-, fo).

Example 8.25. Let us consider again q = 2,n = 7 and h(z) = 2* +x*+ x+ 1, then the reciprocal
of h(x) is given by .
h(z) = o + 2% + 2% + 1.

Theorem 8.26. Let g(x), h(x) be two polynomials in F,[x] of degree n — k, respectively k, with
g(z)h(x) = 2™ — 1. Then their respective codes are dual. That is p({g(x)))* = p({h(x))).
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Proof. Let us denote C = o({g(z))) and C' = (h(z))). We first note that since g(z)h(z) = 2" — 1,
we get

deg(g) + deg(h) = deg(g) + deg(h) = n.

Thus,
dim(C) + dim(C’) = n

and we are left with showing their orthogonality.

Let deg(h) = k. If k = 0, then h(z) = h(z) = 1 and g(z) = 2" — 1 and their codes
C' =TF;,C = {0} are clearly dual.

Let us assume k£ > 1 denote by

€= ap(g(z)) = (907 s agn—kvo s 70)a

¢ =p(h(x)) = (hg,...,ho,0...,0).
By Theorem 8.16, we know that C is generated by ¢, o(c),...,0* 1(c) and C’ is generated by
d,o(d),...,o" k().

It is enough to show that any element of the basis of C, say o(c), is orthogonal to a basis of C’,
say o/ (/).

Letus assume that 0 < ¢ < k£,0 < j <n —kand j > ¢ (the case j < ¢ works similarly).

Then,

(0'(c),07()) = (c,0? ()
= gj—ilk + gj—it1hp—1 + - + gj—ivrho,

where we set gy = 0if £ < k.
We thus get the coefficient of order j — i + k of their product g(x)h(x). Since this is 2" — 1
and 0 < j — i+ k < n, we get that (" (c), o/ ()) = 0. O

Hence given a generator polynomial g(x) of C, we may compute
hz) = («" —1)/g(x)
and then get C* is generated by h(z).

Example 8.27. In our previous example for ¢ = 2,n = 7, and g(z) = 2% + = + 1 we get that
h(z) = 2* 4+ 2® + 2 + 1 and hence h(z) = z* + 22 + 1.
The generator matrix of the dual code is thus given by

1
H=10
0

O = O
[ R
e QY S —
— =
)

0
0
1
Exercise 8.28. Give the generator polynomial of the primitive Reed-Solomon code RS, ().
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Exercise 8.29. Let us consider the code C over F3 generated by

1010
G:(0101)'

2. Find the generator polynomial of C.

1. Show that C is cyclic.

3. Find the generator polynomial of C*.

8.3 Cyclotomic Classes

Let us focus on lengths n, which are coprime to char(F,). Hence 2™ — 1 has roots of multiplicity
1 in an extension field F;".

Definition 8.30. Let n be coprime to char(IF, ), thenif 2" —1 = (z—ay) - - - (v —a,) with a; € Fym,
(and Fm is the first extension field where this happens) then F;= is called cyclotomic extension of
F

q
That is F,» is the smallest extension field containing all n-th roots of unity. In fact, if a; are

roots of " — 1, then a' = 1.

In particular to have elements of order n, we need n | ¢™ — 1.

Let us denote the n n-th roots of unity by 1,(,, ..., (" .

Exercise 8.31. If (,, is an n-th root of unity, show that for all i € {0,...,n — 1} also ' is an n-th
root of unity.

Clearly, since ¢° = (" = 1, we should always consider the exponents of ¢,, modulo n.

Recall that we are interested in the irreducible factors of 2™ — 1. Clearly over F;» we have

however = — (', does not live in F,[z].

Lemma 8.32. Let ay,. .., a, € F, be distinct. Then p(z) = [[",(z — a;) € F,[x] if and only if
al € {ay,...,an}forallie {1,...,m}.

Proof. If p(x) = >_1"  pix’ € Fylz], then p; € F, and hence p! = p;.

Thus
p(z?) = Zm(wq)i = Zp?(:vq)i = Z(mxi)q = (Zpixi)q = (p(x))".

Thus if a € Fy is such that p(a) = 0 = p(a)? = p(a?), then a? is another root of p(x). For the
other direction we note (without proving it) that the sets of roots are closed under the Frobenius
map.

O
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Thus, in our case we are interested in the factors
g(z) =@ -¢).
il

for some I C Z/nZ. To have the condition from before, we require that for each i € I we have
that

C)i=¢r=a
for some j € I. Thus, the set I/ C Z/nZ should be such that ¢/ = 1.

Corollary 8.33. A factor of z™ — 1 in F[x] is of the form
iel
where I C 7./nZ is stable under multiplication with q.

Definition 8.34. A cylcotomic class is a subset of Z/nZ which is stable under multiplication with
q. It is further called minimal if it is the smallest with respect to inclusion of cyclotomic classes.

We note that cyclotomic classes are in 1-to-1 correspondence with factors of ™ — 1 and futher
minimal cyclotomic classes are in 1-to-1 correspondence with irreducible factors of 2™ — 1. Thus

{cyclic codes over Fy' } «+ {ideals in Fy[x]/(z" — 1)} <
{monic factors of 2" — 1} «+» {cyclotomic classes of Z/nZ}.
Example 8.35. Let us consider again q = 2,n = 7, then the first extension field of Fy where we

have Tth roots of unity is for m = 3. That is we are in Fg = Fo(a) where o® = o + 1 and we can
set (7 = .
We now compute the minimal cyclotomic classes of Z.)TZ, as {0},{1,2,4},{3,6,5}.
Hence
{0} = (z+a°) = (x4 1),
{1,2,4} = (z + a")(x + *)(z + o*) = 2° + 2*(a + &* + o)
+ z(ac® + aa* + a?a?) + ad’at = 2* + 1 + 1,

{3,6,5} = 2 + 2%(a® + o + a°) + z(a’a® + a’a® + a®a’) + a’a’a’ = 2* + 27 + 1.
With this we have recovered that
"+ 1) =(x+ (2> +z+1)(2° +2* +1).

Some useful observations: for any cyclotomic class A, we have that Hie A C}i = 1, for any
i,j € Z/nZ we have that (' - ¢} = ¥,

Exercise 8.36. Write out all cyclotomic classes of /77 and use them to compute all factors of
' —1¢€ Fy [:L’]
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8.4 Generalizations

Since we know how to compute the polynomial product u(z) - v(z) € Fy[z]/(z" — 1), we can
define a new vector multiplication in [y .

Definition 8.37. Let u, v € F} and define the rotation matrix as

Let us denote by u o v = urot(v).

Observe that this is not much different to the multiplication matrix we have defined for the
expansion map.

Exercise 8.38. 1. Show that p(u o v) = u(x)v(x).
2. Show thatuov = vou.

We may consider taking a different modulo. That is for f(z) € F,[z] of degree n, we can
define new codes corresponding to ideals of F,[z]/ f(z).
We then again find a F -vector space isomorphism

) Folal/ f(x) — Fg

n—1

a(x) = Zaixi = (ag, .., Qp1).

=0

While previously multiplication by = corresponded to the right shift, we now have a different
correspondence.

Definition 8.39. Let
o:F; — Fy,
(ag,...,an_1) — o(a) = P(za(x)).

We again denote by 0! =go---00.
—_———

1 times
Exercise 8.40. Show that o'(a) = ¥ (z'a(x)).

Hence, we also update our definition of a rotation matrix:
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Definition 8.41. Let f(z) € Fy[x] of degree n. The ideal matrix of v € F7 is defined as

Exercise 8.42. Let u,v € Fy. Show that
wov =ulf(v) = I;(v)'u=muow.
And Y (u(x)v(z)) =uow.

We can then generalize the definition of a cyclic code:

Definition 8.43. Let f(z) € I [z] of degree n. The ideal code C is then given by ¢ ((g(x))) for
some g(x) € Fylz]/ f(x) with g(z) | f(=).

The generator matrix of an ideal code is similar to that of a cyclic code, simply using the ideal
matrix instead of the rotation matrix:

Exercise 8.44. Let f(x) € F,|x] of degree n. Let C = ¢({g(x))) for some g(x) € F,[x]/ f(x) with
deg(g) = n — k. Show that

1 (g)

Example 8.45. Let us consider Fy and f(x) = x* + x. For a(x) = Y7 a;x" € Fylz]/f(z) we
can compute
va(z) = (as + ag)r + a1 2? + azx?®,

2?a(z) = agr + (a3 + ag)x® + a,2°,

va(r) = a1z + ar® + (as + ag)a®

Hence we get

o(ao, a1, as,a3) = (0, a3 + ag, a, as),
0-2((1 a17a2aa3> = (Oaa2)a3+a07a1);

o’(ag, a1, as, as) = (0, a1, as, as + ap).
Let g(z) = (2* + z) € Fy[z]/(a* + ), then
(9(x)) = {0,2% + =,2° + 2%, 2° + 2}

0110
G_(0011)'
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Finally, we introduce quasi-cyclic codes. For a = (ag,...,a,-1) € F; and some { €
{1,...,n} we denote by o,(z) its (-cyclic shift, i.e.,

0@(510) = ($o+z, cee 7$n—1+€)7
where the indices 7 -+ ¢ should be considered modulo n.

Definition 8.46. An [n, k|, linear code C is a quasi-cyclic code, if there exists { € N, such that
gy (C) =C.

In addition, if n = /la, for some a € N, then it is convenient to write the generator matrix
composed into a X a circulant matrices.

Let C be a [n, k|, linear code.

Cis cyclicif o(C) = C.

C is isomorphic to (g(x)) C F,[z]/(z™—1) for g(z) | (™ —1) of degree deg(g) = n—k.

g(x) is called the generator polynomial of C.

C* is cyclic with generator polynomial h(z), where h(z) = (z" — 1)/g(z).

The finite field containing all n n-th roots of unity 1 = €%, (,, ..., (" !, is called cyclo-
tomic extension field.

I C Z/nZ with qI = I is called cyclotomic class.

e g(x) =I],c;(x — ¢) € Fy[z] if and only if I is a cyclotomic class.

C is called ideal code, if it corresponds to an ideal of F,[z|/ f(z).
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9 Generic Decoding
We have seen an efficient decoder for GRS codes and to ensure reliable communication is also
efficient, this is a condition we impose on families of codes.

However, if we have no information on the algebraic structure of the code, or even try to decode
a random code, a new question arises: how hard is it to decode in general?

This will be the main task of this chapter: generic decoding.

9.1 Interlude: Code-based Cryptography

Such generic decoders have a great impact for cryptography: we have hinted at it several times
(and next semester there will be a lecture purely on this subject): coding theory can also be used
in cryptography. This intersection is called code-based cryptography and is as old as the RSA
cryptosystem (i.e., from 1978 [13]).

On a very high level, the idea of the McEliece public-key encryption scheme is to use a code
with an efficient decoder (he suggested Goppa codes) as a secret key, and to publish an equivalent
code, where the structure of the secret code is hidden (and thus also the necessary information for
the decoder). That is, we take as secret key G € ]F’;X", a generator matrix for the secret code,
and publish G’ = SGP for some S € GL,(k), P a permutation matrix, and the error-correction
capability .

Anyone can then encrypt a message m € IF’;, by computing a corrupted codeword:
c=mG" +e,

where wty (e) = t.

The person with the secret key, i.e., S, P, and the decoding algorithm of C, can then compute
cP" =mSG +eP" =m/G+ ¢,
and since wty(eP") = wty(€/) = wty(e) = t, the decoder for C = (G), will return m’ = mS.
Finally by multiplying with S~!, we recover the message m.

An eavesdropper has only access to the public key, i.e., G’ and the corrupt codeword c. Thus
their main task, is to decode a (seemingly) random code.

Clearly, in this scenario, the public code is not random: it is still an equivalent code to a Goppa
code. By now, we also have new code-based cryptosystems, where we employ actually random
codes. If you want to learn more about these cryptosystems and their security, sign up for the
lecture "Code-Based Cryptography".
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9.2 Decoding Problem
The main problem of this chapter, is called Decoding Problem (DP).

Problem 9.1 (Decoding Problem). Let I, be a finite field and k < n be positive integers. Given
G e F’;X", r € Fy andt €N, find e € F) with witg(e) =tandr —e € (G).
Clearly, generic decoders are algorithms that solve the DP.

Our first question, "how hard is it to decode in general?" has already been solved: The DP has
been proven to be NP-hard [3], meaning it is one of the hardest problems in mathematics.

The problem is further also in NP. This means, if we are given a candidate solution we can
easily (in polynomial time) check whether it is actually a solution. Thus, the DP is a NP-complete
problem, which makes it a perfect candidate for cryptography.

Note that the DP is formulated through the generator matrix and we can get an equivalent
formulation using the parity-check matrix: the Syndrome Decoding Problem (SDP).

Problem 9.2 (Syndrome Decoding Problem). Let ¥, be a finite field and k < n be positive integers.
Given H € F"™™"" s € Fo~%andt € Nfind e € F} such that wty(e) = t and eH' = s.

These two problems are also equivalent to the Codeword Finding Problem (CFP):

Problem 9.3 (Codeword Finding Problem). Let IF, be a finite field and k < n be positive integers.

Let k < n be positive integers. Given H € Fénik)xn andt € N, find c € Fyy such that wty(c) =t
and cH" = 0.

Theorem 9.4. The DP, SDP and CFP are equivalent.

Proof. Let us start with showing that the DP and SDP are equivalent. For this we start with an
instance of DP, i.e., G, r,t. We can then transform this instance to an instance of the SDP. In fact,
we can bring G into systematic form, that is (Id;€ A) and immediately get a parity-check matrix
for the same code H = (—A" 1d,_).

We can then multiply H to the received vector r = mG + e, getting the syndrome
s=rH' =cH'.
Hence, if we can solve the SDP on the instance H, s, t, that is we find e, we have also solved the

DP.

On the other hand, given an instance of SDP, i.e., H, s, ¢, we can find an instance of DP: we
bring / into systematic form (B Id,— k) and read of a generator matrix G' = (Idk —BT) for the
same code.

We can now solve
xH' = s 2)
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for some unknown z € F; and since this is a linear system of n — k equations in n unknowns, we
get N = q possible solutions: x1, ...,z y. Note that for each of the q" codewords c1, . .., cn, we
have that ¢; + e is a possible solution to (2). Thus, each of the ¢* solutions z; correspond to some
¢ t+e.

Hence, any of the solutions x; can be used as received vector r and we have recovered an
instance of DP, as GG, r, t. Hence, solving DP, i.e., finding e, also solves the SDP instance.

Finally, we show that the DP and SDP are also equivalent to CFP. For this, we recall that the

error-correction capability ¢ is set as ¢ = |41 ], where d denotes the minimum distance of (G).

Given an instance of DP, i.e., GG, r,t we can add r as a row to the generator matrix, getting

o (9).

Note that the code generated by G’ is also generated by

(<)

as r = mG + e. The new code of dimension k£ + 1 has now as lowest weight codeword Ae of
weight ¢ for some A € Fy.

In fact, if there would exist some codeword a € (G') of weight ¢, which is not of the form
a = e, then a must also involve codewords of (G), thatis a = ¢+ be, for ¢ € (G) \ {0} and some
beF,.

Since we know wty (e) = ¢, we must have that ¢ = a — be € (G) \ {0} has weight

wty(c) = wty(a — be) < wty(a) + wtg(—be) = 2t < d,
a contradiction to the minimum distance of (G) being d.

Hence, we can compute the corresponding parity-check matrix H' of (G’) and solving the CFP
on the instance H',t we recover the solution e to the DP instance.

On the other hand, given an instance H,t of the CFP, we can define an instance of SDP, by
taking the same parity-check matrix and setting the syndrome s = 0. Thus, a solver for SDP,
searching for a weight ¢ vector e with el ' = 0 also solves the CFP instance. [

Thus, we may choose which of the three problems we wish to solve with our generic decoder.
For this lecture, we will stick to the SDP.

9.3 Solvers

Recall that the SDP is given H € Fg”_k)xn, S € Iﬁ‘g*k, ¢t € N and searches for a vector e € F/ with
eH" = sand wty(e) = t.

For our solvers, we will restrict ourselves to weights ¢ up to the correction capability of the

code, that is t < | 41|, where d denotes the minimum distance of the code ker(H ), and we will

assume that a solution e exists. Thus, it is also the unique solution.
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Exercise 9.5. Show that if e, e’ € T} are both solutions to the SDP with t < | 2|, thene = €.

Note that any generic decoding algorithm will not "break" a code-based cryptosystem: these
algorithms have an exponential cost (in n)! Instead, we use them to determine which parameters
(g, n, k,t) we should use to reach a given security level, e.g. A = 128 bits.

In the following, we will often simply say "an object is random", meaning it is chosen uniform
at random from the whole space.

Since we assume that C = ker(H ") in the SDP is random, let us quickly recall what we have
learned so far about random codes: we may assume that H € IFg"_k)X” has full rank and no zero

column, thus there exists some invertible matrix U and a permutation matrix P, such that
UHP = (ld,— A),
where A € ]F((Jn_k)Xk is a random matrix with no zero column.

* For large n, we can assume their minimum distance of C is given by the GV bound. Asymp-
totically this lets us set § = d/n is

-1
6=H, (1-R),
where R = k/n.
* The probability for a random set J C {1,...,n} of size k to be an information set is large

and ignored in the cost computations:

k=1, ki k
1o Eﬁ@ —q) _ H(l — ).

* A random vector of Fy' has probability ¢~ to be in the code.

* The syndrome of a random vector = € [}/ is also random.

Let us start with some remarks on what makes the SDP so hard to solve:
The two conditions on e of the SDP are not compatible:

1. the parity-check equation e/ " = s, is a linear constraint, while
2. the weight constraint wty (e) = t is non-linear.

One condition alone is clearly not hard to solve: the first one is a linear system with n — k equations
and n unknowns, for which we can find a solution in polynomial time. We can also simply list all
vectors of weight ¢.

However, it is very unlikely that any solution for one of the conditions will also satisfy the
other. In particular, since we assumed that in their intersection, we only have a unique solution.
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The first try we could have at solving the DP is straightforward: solve only one of the conditions
and check for the other. These are the two brute-force algorithms.

Algorithm 1 Brute-Force Decoding 1

Input: H € Fg"_k)m, s € Fg_k, t e N.
Output: e € F7 with e " = s and wty(e) = t.

. Find the solution set £ to the linear system 2 H ' = s.
: forx € L do
if wty () = t then

Return z

Ll A

To estimate the cost of algorithms, we use the big-O notation.

Definition 9.6. Let f(x), g(x) be functions over the reals. We write f(x) € O(g(z)) to denote
that there exists a positive real constant N such that | f(z)| < Ng(z) for all z > z,, meaning that
if x grows, f(x) will not grow faster than g(x).

Proposition 9.7. The Brute-Force Algorithm I has a cost in O(q").

Proof. This follows easily from the observation that the solution set £ is expected to have size

¢*. In fact, any vector v € [y, has probability ¢~ %) to have syndrome s, thus in total there are

n,—(n—k)

q°q = ¢* many vectors with syndrome s.

Out of all these vectors only one has weight ¢, thus the cost of such brute-force algorithm is in
O(I£]) = O(¢").
]

Similarly, we can go through the vectors of weight ¢ and check if the syndrome equations are
satisfied. For this we denote by

Su(t,n,q) = {r € Fy | wty(z) =t}

the Hamming sphere of radius ?.

Algorithm 2 Brute-Force Decoding 2

Input: H € F"07" g e Fi~* teN.
Output: e € F} with e " = s and wty(e) = t.

. Build the list Sy (¢, n, q) of all vectors of weight t.
: for z € Sy(t,n,q) do
if tH'" = s then

Return x

Ll A
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Proposition 9.8. The Brute-Force Algorithm 2 has a cost in O ((?) (g — l)t) .
Proof. Note that

Su(t.n,q) = <7z> (¢ —1)f

and since there exists a unique solution to the SDP, we are expected to go through all elements of
SH (tv n, Q) : L

9.4 1ISD Algorithms

There are of course a more clever algorithms to solve SDP than brute-forcing, but we note that
their costs will remain exponential.

The main idea is to use the information sets. These types of algorithms have been initialized
by Prange in 1962 [14], and are called Information Set Decoding (I1SD) algorithms.

As they all follow a similar structure, we will first introduce them on a high-level: We start by
picking an information set / and assume a certain weight of ey, say w, and thus impose e;c has the
remaining weight t — w.

By doing so, we may solve a smaller problem than the initial SDP instance.

Let H € an_k)xn, and / be an information set, then there exists U € GL,(n — k) and P a

permutation matrix such that
UHP=H'= (Idn_k A) ,

for some A € Fg”_k)Xk. Since eH " = s we now have
dH'" =(eP)(PTH'U ) =sU" =¥,
and hence we can rewrite the parity-check equation

eTc T
(1, A) (e%) s

I

as

ejc +efAT = 4.

Thus if we find e; € F¥, of weight w and such that e; A" = 3, for some 5 € F)~*, then we are
left with checking that
wty(ere) = wty(s' — §) =t — w.

We can generalize this idea further, as the new ISD algorithms actually findaset J C {1,...,n}
of size k + ¢, for some ¢ < n — k, containing an information set /.

Then, we bring H into a quasi-systematic form, i.e.,

;o (Idpp—e A
H‘( 0 B)
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where A € Fé"fk*g)x(kﬁ),B € ng(kH). We then also split the syndrome s" accordingly: s’ =
(51 32) , where s; € FZ‘_’“_Z and sy € Ffl.

The parity-check equation ¢/ H'T = s’ becomes two equations:

6JC+€JAT:81, 3)
GJBT = S9. (4)

Note that if we find a solution e; € IF’;” of weight w, to (4), we can simply check if
wty(ejc) = wty(s) — e;AT) =t —w.

Thus, we have reduced the initial SDP with instance (H, s, t) into a smaller SDP with instance
(B, s9,w).

We may summarize the general idea of ISD as:

1. Findaset J C {1,...,n} of size k + ¢ containing an information set for C.
2. Find an invertible matrix U € Fé"ik)x("fk), and a permutation matrix P, such that
(ldpp—y A
UHP = < 0 B) :

3. Compute s’ = sU " and split it into s, s5.

4. Find e; € FI** of weight w and such that e; B' = s,.

5. Check if wty(ejc) = wty(s; —esAT) =t — w.

6. If this is satisfied, output e = (e, e;c)PT, if not start over with a new choice of J.

Note that for a fixed set J, the sought error vector e might not be such that e; has weight w.
Thus, the iteration above has to be repeated several times, and the final cost of such algorithm is
given by the cost of one iteration times the expected number of required iterations.

On average, the number of iterations required is given by the reciprocal of the success proba-
bility of one iteration and this probability is completely determined by the assumed weight distri-
bution.

Lemma 9.9. Let k < n and w <t be positive integers. Let e € Fy be of weight t. For a randomly
chosen J C {1,...,n} of size k + {, the probability that wty (e ;) = w is given by

BN
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We note that fixing e and going through all possible choices of J, is indeed what the algorithm
tells us to do. However, to compute the success probability of one iteration, it is usually easier
to go the other direction: fix a set J and compute the probability that e has the desired weight
distribution.

Lemma 9.10. Let k < n and w < t be positive integers. Let J C {1,... ,n} be of size k + {. For
a randomly chosen e € Iy of weight t, the probability that wty(ey) = w is given by

k4 0\ (n—k—0\ (n\ "
w t—w t '
Exercise 9.11. Prove Lemma 9.9 and 9.9 and show that the two probabilities are the same.

9.4.1 Prange’s Algorithm

In Prange’s algorithm we assume that there exists an information set [ that is disjoint to the support
of the error vector suppy(e), i.e.,
I Nsuppy(e) = 0.

Thus in terms of our previous general algorithm for ISD, we set w = ¢ = 0 and hence J = [
and e; = 0.

To illustrate the algorithm, let us assume that the information setis / = {1,...,k}. To bring
the parity-check matrix H € Fén_k)xn into systematic form, we multiply by an invertible matrix

U e ]Fé"_k)x(n_k). Since we assume that no errors occur in the information set, we have that
e = (0, e;c) with wty (ejc) = t. We are in the following situation:

.
UHe' = (Id,—; A) (eof?) =Us',

for A € Fy" Pk,

It follows that e;c = sU " and hence we are only left with checking the weight of s’ = sU ".
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Algorithm 3 Prange’s Algorithm

Input: H € Fénik)xn, s € IFZ"“, teN.
Output: e € F7 with e " = s and wtg(e) = ¢.

1: Choose an information set I C {1,...,n} of size k.
(n—k)x (n—k)

2: Compute U € F, , such that
(UH); = A and (UH)e =1d,, 4,
where A € F{"F<F,
3: Compute s’ = sU .
4: if wty (s') =t then
5: Return e such that e; = 0 and e;c = s'.
6: Start over with Step 1 and a new selection of /.

Theorem 9.12. Prange’s algorithm has a cost in

binary operations.

Proof. One iteration of Algorithm 3 only consists of bringing /1 into systematic form and applying
the same row operations on the syndrome; thus, the cost can be assumed equal to that of computing
U(H s'),ie., (n—k)*(n+ 1) F,-operations or

(n = k)*(n + 1)([logs(9)] + [ogy(q)1%)

binary operations.
The success probability is given by having chosen the correct weight distribution of e. In this
case, we require that no errors happen in the chosen information set, hence the probability is given

by
n—k\ /(n\ "
t t)
Since the average number of iterations are then (";") - (7) and

=0+ 1) (oo + sl (", F) (1) €0 ((” N (ﬁ)) ,

the Gaussian elimination part introduces only polynomial factors which we may ignore. U
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Let us consider an example for Prange’s algorithm.

Example 9.13. Let us consider F5 and

1
H=1|0 s =(2,4,1)
0

o = O

0 1
0 2
1 3

N

and we are looking for e € 3 with weight t = 1.

We might start with the information set I, = {4,5} as H is already in systematic form for 1.
That is the necessary U, = Ids, however s' = s does not have weight t = 1.

Instead, the information set Iy = {1,2} leads to

1 31
Up=12 2 0],
240
lLe.,
13100
UH=12 2 0 1 0
24001
Now we get s' = sU; T = (0,2,0) has weight 1, and hence we found the error vector

e =(0,0,0,2,0).

9.5 Stern’s Algorithm

A few years later in 1988, Stern proposed a meet-in-the-middle approach to solve for the smaller
instance.

Recall that when we are given the instance H & an_k)xn, s € IF'Z*'“ and ¢ and are searching for
e € F}! such that wty(e) = t and eH " = s, we may first reduce it to a smaller instance, e’ € F+*
with wt(e/) = w and ¢’ H'T = ', where H' € F;**9 ¢ ¢ ..

Stern proposes to split ¢ = (ey, e3), where ¢; € IF(SHK)/ ? are of weight w/2 and similarly to

split H' = (H, H,), with H; € ng(kJrz)/ ?. The syndrome equation ¢’ H T = s’ then becomes
6]— A
(H1 HQ) T] =S
€2

that is
ertH +eH) =5

If we denote (for the correct choice ¢) that e; H IT = sy and eo H QT = S9, then it is again enough
to find a pair (e, e3) such that s; + s, = s'. Thus we simply set s; = s’ — ey H, .
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We may then build two lists
Li={(etH] ,e1) | e; € Fék+€)/2,th(el) = w/2},
Lo ={(s —exH, ,e5) | ez € ]F((Ik—i_()/Q,WtH(ez) = w/2}.

If we find a collision, that is ((a, e;), (a,€3)) € L1 X Ly, we know that e; H' = s’ — ey H, and
hence (ey,e0)H'" = 5.

Algorithm 4 Stern’s Algorithm

Input: H € F"M7" g ¢ Fi*,w<t,l <n—Fk

Output: e € F} with eH " = s and wty(e) = ¢.

1: Choose aset.J C {1,...,n} of size k + /.

. Compute U € F" "% ‘quch that

wi = () wie = (),

where A € F{"F=0%E0 ang g € FX*H9,
3: Split H' = (Hy, H), with H; € F;<*+0/2,
4: Compute sUT = (§ 3’), where s € FZ"‘?_E and s’ € Fg.
5: Compute the sets

[\

El = {(61]‘1;—,61) | e € ng+£)/2,WtH(61) = w/2},
Lo={(s —eyH, e5) | ez € Fék+e)/2,WtH(€2) = w/2}.

for (a,e;) € £, do
for (a, 62) € Ly do
if wty (5 — (e1,e3)AT) =t — w then
Return e such that e; = (e, €2), ejc = § — (e1,e2)H'".

Y eI D

10: Start over with Step 1 and a new selection of J.

Theorem 9.14. Stern’s algorithm has a cost in

(k+0)/2\ " (n—k—0\"(n (k+10)/2 (k+0)/2\° B

O —1)v/? — et
(( w/2 t—w t w/2 (a=1D""+ w/2 (4=1)

Proof. We start with the cost of one iteration. Again, the computation of U H is only polynomial
in n and thus negligible. On the other hand, the construction of the lists £; costs
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To go through £; x £; would usually cost |£;]?, but since we are only interested in collisions, i.e.,
when s’ - exH) = e H| € F,, we can multiply |£;|* with the probability of having a collision,
that is ¢~

We get that the cost of one iteration is in

o("38 e (*2 o)

For the success probability of one iteration, we need to compute
He € Fy | ey = (e, €2), Wty (e;) = w/2, wty (e o) =t — w}|
[{e € F2 | wty(e) =t} ’

C

Thus the overall cost of Stern’s algorithm is in

o (((k ;;/2/2) - <n t—_k:; e) - CZ) (((k 2/2/2> (¢—1)""*+ <<k 2/53/2)2((1 - 1)“’")) ‘

]

which is given by

Example 9.15. Let us consider again F5,n = 10,k =4,t =3, w = 2, and [ = 2.
Let

H= s=(1,0,3,1,4,4).

1dg

=~ =W N
N W RN
— =N =W
DN W =N~

3 3 41

If we set J = {5,6,7,8,9,10} then this clearly contains the information set I = {7,8,9,10},
for which H is already in systematic form.
Thus, we get

1
3
We can then split H' into H, = (1 (1) 4) H, = (1 1 2) .

We build the lists

L= {(€1H1 e1) el € F5,WIH(61) 1}
= {((2,0),(A,0,0)),((0,A), (0, 4,0)), (4, 3X),(0,0,A)) [ A € F5'},

Lo={(s —exH, ,e5) | e € F5,th( 9) =1}
={((4—=X4—=3X),(A0,0)),((4—=X4—4X),(0,)0)),((4 =214 —X),(0,0,X)) | A € FX}.
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Both lists have size 12 = (3)(5 — 1)! =3 - 4.
We then search for collisions among the two lists, we find

((1,0),(1,0,0)) € £4,((1,0),(3,0,0)) € Lo,
((3,0),(3,0,0)) € £4,((3,0),(0,1,0)) € Lo,
((1,0),(1,0,0)) € £4,((1,0),(0,0,4)) € Lo,
((0,1),(0,1,0)) € £4,((0,1),(4,0,0)) € Lo,
((0,3), (0,3,0)) € L1, ((0,3), (0,4,0)) € Lo,
((0,2),(0,2,0)) € £4,((0,2),(0,0,2)) € Lo,
((3,1),(0,0,2)) € £4,((3,1),(1,0,0)) € Lo,
((1,2),(0,0,4)) € L1, ((1,2), (0,3,0)) € Lo,
((3,1),(0,0,2)) € £4,((3,1),(0,0,3)) € Ls.
Which are more than the expected |L;|*52 = 5.76 collisions.
For each of the candidate €' = (ey, e5) we compute
001231\
r=35—¢eA" =(1,0,3,1) — (e1, e2) 8 8 g ;1 ; i
001213

and check if it has the remaining weight t — w = 1.

For e’ = (e1,e2) = (1,0,0,3,0,0) we get x = (0,3,4,0) which is not of weight 1, for ¢ =
(3,0,0,0,1,0) we get x = (3,4,1,0) and we continue until the very last collision, where €' =
(0,0,2,0,0,3) and we get z = (1,0,0,0).

Hence, we set e = (x,€¢') = (1,0,0,0,0,0,2,0,0,3) which is of weight t = 3 and such that
eH" =s.

Note that Stern’s algorithm is always at least as fast as Prange, as it recovers Prange by setting
w=1/¢=0.

9.5.1 Asymptotic Cost

An important aspect of ISD algorithms (apart from the cost) is their asymptotic cost. The idea of
the asymptotic cost is that we are interested in the exponent e(R, ¢) such that for large n the cost
of the algorithm is given by ¢(¢(%>@+°(1)n This is crucial in order to compare different algorithms.

We consider codes of large length n, and consider the dimension and the error correction
capacity as functions in n, for which we define

lim ¢(n)/n =T,

n—oo

lim k(n)/n = R.

n—o0
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Recall that H,(r) = zlog,(q — 1) — xlog, () — (1 — x)log,(1 — x) and due to the GV bound
we can set T = 6/2, where 6 = H_ (1 — R). If c(n, k, t, ) denotes the cost of an algorithm, for
example Prange’s algorithm, then we are now interested in

1
€(R, q) = lim — logq(c(n7 ka t? q))

n—oo 1

For this we often use Stirlings formula, that is if

lim a(n)/n = A,

n—o0

lim b(n)/n =B

then
lim 1 log, (Z) = Alog,(A) — Blog,(B) — (A — B)log,(A — B).

n—oo N
Theorem 9.16. The asymptotic cost of Prange’s algorithm is ¢(¢®+e)n ywhere
e(¢; R) =—(1-T)log,(1-T)— (1 -R)log,(1-R)+(1—-R~-T)log,(1-R—-T),
where T = H,'(1 — R)/2.

Proof. Recall that the cost of Prange’s algorithm is given by

e(n, kot q) = (" . k) B (2)

Using Stirling’s formula, we get that

lim llogq ((n N k)_l(n>) =

n—oo 1 t t

—((1 = R)log,(1 = R) —=Tlog,(T)—(1-R~—T)log,(1-R~-T))

+ 1log,(1) — T'log,(T) — (1 = T)log,(1 = T)

=—(1-T)log,(1-T)~(1-R)log,(1-R)+ (1 -R~-T)log,(1-R~-T).
Finally, due to the GV we have that T' = H_'(1 — R)/2. O

Exercise 9.17. Prove that the asymptotic cost of Prange is equal to
Hy(T) = (1 = R)Hy(T/(1 = R)).

Let us also compute the asymptotic cost of Stern. Since we have internal parameters ¢, w we
first need to set

lim ¢(n)/n =L,

n—oo

lim w(n)/n =W.

n—o0
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Theorem 9.18. The asymptotic cost of Stern’s algorithm is ¢+ yhere

e(q, R) = 15111/‘1} {—QA - B+C+ max{A—i— %logq(q —1),2A+ (W — L)log,(q — 1)}} ,

where

L_R+L, (RELY W (WN\ R+L-W  (R+L-W
B EREAN 9 %8\ 2 %84 2 ’

B=(1—-R—L)log,(1—R— L)~ (T —W)log,(T — W)
~(1—-R—L-T+W)log,(1-R—L—-T+W),
C = —Tlog,(T) — (1 - T)log,(1 — T).

Proof. Recall that the cost of Stern’s algorithm is given by
k+0)/2\ " (n—k—0\"
e (") (T ()
w/2 t—w t

(om0
We start by computing

A=t s ((Y027))

R+ L R+ L 1% 14 R+L-W R+L-W
= log, —7log, | ) ——F—log, | ——— |-

2 2 2 2 2 2

We then compute

B = lim llogq <(n—k—€))
n—o0 N, t—w

—(1-R—L)log,(1— R~ L) — (T — W)log,(T — W)
~-(1-R-L-T+W)log(1-R-L-T+W).

Finally,
o1 n
C zrllggo - log, )= —Tlog,(T) — (1 =T)log,(1 —T).
Thus, we get that

1
lim —log, (c(n, k,t,q))

n—oo N,

w
:—2A—B+C+max{A+710gq(q—1),2A+(W—L)10gq(q—1)}.
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Since the algorithm will optimize the choices of ¢, w with the restrictions

l<n—k—t+w, w < t.

We can then plot the cost for a fixed ¢ = 2, as

log_2(Cost)
0.06
L —— Stern

0.05 —— Prange

0.04

0.03

0.02

0.01F

N 1 N N N 1 N N N 1 N N N 1 N N N H
0.2 0.4 0.6 0.8 1.0

Figure 1: Comparison plot of Stern vs. Prange, ¢ = 2

Their difference is barely visible. This changes if we also include newer ISD algorithms, such as
MMT [11].

log_2(Cost)
0.06
L — MMT

—— Stern

0.05 [
i —— Prange
0.04 C g

0.03

0.02 [

0.0

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 R
0.2 0.4 0.6 0.8 1.0

Figure 2: Comparison plot of MMT vs. Stern vs. Prange, ¢ = 2
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We often also give the maximal cost over all rates, that is
e*(q) = max{e(R.q) | R € [0, 1]}.
We then get for ¢ = 2 that

Algorithm | ¢*(q)
Prange | 0.05747
Stern 0.05563

Table 3: Comparison of Prange and Stern for ¢ = 2.

Clearly, there are more improvements to the simple ideas of Prange and Stern, but most rely
on the explained steps and have a similar cost analysis. In fact, over the last 60 years, the exponent
e*(q) has only decreased from Prange’s 0.05747 to 0.0473 [12].

Although this research area is active and important for code-based cryptography there are many
unsolved questions:

* How to decode a (quasi-)cyclic code?
* How to decode a g-ary code (faster)?
* How to decode for large weights?

Note that the code-based cryptosystem to be standardized (by the U.S. authorities) is HQC [?],
which relies on quasi-cyclic codes. None of the ISD algorithms (until now) is able to incorporate
this additional structure to lower its cost.

New proposals use codes over Fom and while the algorithms we have seen so far are also able
to decode such g-ary codes, none of them use the additional structure of the extension field Fom.

Additionally, for large ¢, the best decoder is the simple algorithm by Prange. In fact, all other
decoders involve an enumeration step (that is build a list of vectors in IE‘Z' of some weight w). As

such lists have size (Z) (¢ — 1)™, the cost of such algorithms quickly grows too large. On the other
hand, Prange’s algorithm is oblivious of the underlying field.

* The Decoding Problem (DP) is to decode a random linear code and is NP-hard.

The DP is equivalent to the Syndrome Decoding Problem (SDP) and to the Codeword
Finding Problem (CFP).

Information Set Decoding (ISD) algorithms decode a random linear code.

ISD algorithms use information sets and assume a weight distribution of the error vector.

ISD algorithms have exponential cost.
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10 List Decoding

Let us revisit our decoding problem: previously we were given r € [ and wanted to find the
unique codeword ¢ € C which is such that dy (r, ¢) < t and to do this we needed ¢ < |451].

In this chapter we will relax the condition of having a unique closest codeword.

If we go back to our geometric interpretation, we had before, that is:

In this scenario, we wanted that the balls of radius ¢ around codewords of C do not intersect,
so that r lands in exactly one ball. Equivalently, there is only one codeword in the ball of radius ¢
around 7 :

However, we can allow for a larger distance, say w > ¢, paying the price in having several
codewords ¢; in the Hamming ball of radius w around 7.
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Equivalently, the balls of radius w around the codewords will intersect; thus 7 lives in the ball
of several codewords:

Assume that we have access to a decoder outputting all codewords in the ball of radius w
around r
L={celCl|dy(r,c) <w}=CnNBy(w,n,q,r).

We want that this list of this possibly sent codewords is not too large. For example, exponen-
tially large lists would not be feasible, since also a decoder, having to output all these codewords
immediately becomes infeasible, but a polynomial-sized list we can handle.

In practice, a receiver also has some "soft information" on what the sent message could be. For
example, if our list of possible sent codewords encodes the information of

20 2 2
w0 a )
60 & 6
& 80 0
100 100 100
120 120 120
140 140 1490
50 100 150 200 20 50 100 150 200 250 50 100 150 20 20

we might easily find the right message.
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This motivates the following definition

Definition 10.1. Let C be a [n, k], linear code. We say that C is (w, L)- list decodable, if for all
r € [ we have that
L= |{ceC|dy(r,c) <w}|

Thus, this is a generalization of our previous scenario, where we considered L = 1, and w =

t=|%.

The first question we have to ask is: until which radius w can we go, such that L is still
polynomial in n?

10.1 Johnson Bound

This question is answered by the Johnson bound.

Theorem 10.2. Let q be a prime power, k,d < n and C be n, k, d|, linear code. Define

-1 d
Jy(n,d) = n2 (1 —4/1 - L—) :

q qg—1n

Then if w < J,(n,d) we have that C is (w, qnd) -list decodable.

JQ(n,d)=g<1—w/1—2g>.

Proof. We will only prove the statement for ¢ = 2, as it is already complicated enough for this
case.

For ¢ = 2, we get

Given r € F3 and denote by £ the codewords at radius < w from r that is
L=CNBg(w,n,q,r),

and denote its size by L.

We now construct a bipartite graph G = (P, U P,, ), where we can partition the nodes into
two sets P, P, and only have edges between nodes from P; and P, but for example no edges
between nodes from P; and P;. We set the following rules:

* Each ¢ € Lis anode in P, and each entry r; is a node in P;.

* We put an edge between c and r; if and only if ¢; = r;.
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Let us denote by d; the degree of the node 7, that is: in how many edges is 7;.

We say we have an angle in the graph, when we have two codewords ¢, ¢ with (¢,7;) €
E, (d,rj) € E.

Since the codewords ¢ € L all have distance < w from r, we know that for each ¢ € £, it must
have > n — w edges to rq, ..., r,. Thus, if we sum all edges, we get

Z dj > (n—w)L
j=1

Let us count the number of angles in the graph. Since each r; has d; edges going out of r;, we
have to select two edges, giving
>(3)
, 2

J=1

n n

> (5) -5 =5 (5 e)

Due to the Cauchy-Schwarz inequality, we have that
S>> ()
j=1 j=1
and hence
1 n n
A0 o) —2
7=1
1

£0)(50)

> @) > % <%(n —w)?L? — (n — w)L) .

J=1

Since ) 7, d; > (n — w)L, we get that

We can also count the number of angles using ¢ : Fixed ¢, ¢ € L can only agree in at most
n — d entries, since dy(c,’) > d. Hence, the number of angles between the same ¢, ¢’ cannot be
larger than n — d, that is for each pair (¢, ¢’) we have at most n — d angles:

Hence we have
n

>(5) = (5)m-0= 50 -au-n

j=1
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Hence,

(n— d)(L? - L).

N | —
VR
| —
8
|

S

e
h

no
|

£}
|

S
~
N———
VAN

N | —

Which implies that

n

12 <l<n—w)2—(n—d)) < Ln—w—n+d) = Ld—w),

and thus if 1 (n — w)? # (n — d), we get

d
ST i et R (R o )

Thus, if (1 — )2 > (1 — £), then L must be bounded, in particular L < (d — w) /n.

This is equivalent to w < n (1 — /1 - %) < Ja(n,d). O

We note that within this proof we have discovered a universal bound oblivious of ¢, that is

J(n,d)zn(l— 1—%).

More precisely, for all 0 < z < 1 — 1/q it holds that

1-V1—2<(1-1/q),/1—

q.fL"
g—1"

Hence if we use this in out J,(n, d), by setting = = d/n we get that

J(n,d) =n (1-,/1-%) < (1—1/q)‘/1—qiL15:Jq(n,d).

Definition 10.3. Let d < n be positive integers. The Johnson radius is given by

J(n,d)zn(l—y/l—%) =n—/n(n—d).

Corollary 10.4. Let C be an |n, k,d], linear code and let w < J(n,d). Then C is (w, qdn)—list
decodable.

Equivalently, any ball of radius up to J(n, d) contains at most poly(gn) codewords.
For Reed-Solomon codes, this means that

Jn,n—k+1)=n—+/nlk—1) ~n(1—VR).

This is much larger than the unique decoding radius ¢ = 25* = n(1 — R)/2.
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10.2 Bivariate Polynomials

Before we can start with a list decoder for Reed-Solomon codes, let us recall some useful facts of
bivariate polynomials.

Definition 10.5. A bivariate polynomial Q)(x,y) € F,[x,y] is a polynomial in two variables x, y

and given by
dz dy

Qz,y) = Z Z C_Ii,jfiyj7

i=0 j=0
with ¢; ; € ;. We say that Q(z, y) has r-degree deg, (Q(z,y)) = d, and y-degree deg, (G(r,y)) =
d,. For a monomial 'y, we say it has degree i + j. The total degree of (Q(z,y)) is given by the
largest ¢ + 7, for which ¢, ; # 0.

We can write a bivariate polynomial also as univariate polynomial in the polynomial ring, that
is Q(z,y) € (F,[x])[y], by gathering all the monomials of the same y-degree, i.e.,

Q) =Y Q.

where Q;(x) € Fylx].
Example 10.6. Let us consider Q(z,y) = (22 —y)(y —y) = 2° — vy — 2%y + y*. Then
Qz,y) =2y’ + (—w —a)y' + 197,
and hence we can set
Qo(z) = 2°,Q1(z) = —v — 2%, Qs(x) = 1.
As for univariate polynomials, we have that their roots correspond to factors:
Proposition 10.7. Let Q(z,y) € Fy [z, y| and let f(x) € F,[x]. Then Q(z, f(x)) = 0 if and only if
(y = f(2)) | Qz,y).

Example 10.8. In our previous example, that is Q(z,y) = 2° — zy — 2%y + y?, we plug iny = x
and get that +

2

Qz,2*) =2* —2® —2* +2* = 0.

Hence (y — %) | Q(x,y), which is true as Q(z,y) = (22 —y)(y —y) = 2° — vy — 2%y + y>.

Similar to univariate polynomials, we have that bivariate polynomials can not have more roots
than their total degree.
Proposition 10.9. Let Q(v,y) € Fy[x, y| with deg,(Q(z,y)) = d. Then there exist at most d many
polynomials f(x) € F,[z] with Q(x, f(x)) = 0.
Proof. If Q(x, fi(x)) =0fori € {1,...,d+ 1}, then by Proposition 10.7, we have that

d+1

- fi@) | Qx,y).

i=1
However, as the left hand has y-degree d + 1, while the right hand has y-degree d, we get a
contradiction. ]
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10.3 Recap on Berlekamp-Welch

In this section, we want to list-decode RS codes. Thus, we let o € IFZ consist of all distinct entries
and define C = RS, . 1 ().

If we receive r € IFZ, the task is to efficiently recover all ¢ € C with dy(r,c) < w, for some

w < n(1—+/R), as per the Johnson bound. This is equivalent to finding a polynomial f () € F,[z]
of degree deg(f(z)) < k — 1, such that f(a;) = r; for atleast n — w many i € {1,...,n}.

In Chapter 3, we decoded uniquely up to w = L%j, using the Berlekamp-Welch decoder.
And while there are more efficient decoders, this one is perfect for educational reasons: we can
generalize this unique decoder to a list decoder.

Recall that in the Berlekamp-Welch algorithm, we recover f(x) by performing two steps:
1. Find E(z), N(x) (of degree ¢, respectively k + ¢ — 1) which are such that E(a;)r; = N(«;)
foralli e {1,...,n}.
2. Compute N(z)/E(x) = f(x).
This works as N(z) = E(z)f(x) and E(z) is the error locator polynomial, that is F(a;) = 0
for all i € suppy (e), that is whenever r; # f(«;).

We can reformulate this algorithm using bivariate polynomials.

1. Find Q(z,y) (of some appropriate degree which we will clarify later) such that Q(«a;, ;) = 0
foralli e {1,...,n}.

2. Find f(z) € F,[x] of degree < k such that Q(z, f(z)) = 0.

By setting Q(z,y) = E(z)y — N(x) we recover the original Berlekamp-Welch algorithm.

In fact, if we have found the correct Q(x,y), that is Q(z,y) = E(z)y — N(x), then f(z) =
N(z)/E(z) is such that Q(z, f(x)) = 0.

10.4 Sudan’s Algorithm

By relaxing the form of Q(z,y) = Qo(z) + yQ1(x) (Where Qo(z) = N(x) and Q1(z) = E(z)
before) and allowing also larger degrees of y, we are able to handle more than just ¢ = L%j
errors.

The algorithm we present here is by Sudan [18], and is able to list-decode an error of weight
up to

w=|n—2Vnk|.

Note that w/n = 1 — 2v/R < 1 — +/R and the algorithm does not reach yet the possible Johnson
radius. This was later solved by the Guruswami-Sudan algorithm [6]. For this lecture, we will
already be content with Sudan’s list decoder.
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Algorithm 5 Sudan’s Algorithm

Input: the evaluation points o € 0 the received vector r € IFZ, 0 =/nk.
Output: f(x) € F,[x], such that dy (f(a),r) <n — 20

1: Find Q(z,y) € Fy[z,y] of deg, (Q(z,y)) < ¢,deg,(Q(7,y)) < n/l such that
Q(au,m) =0Vi{l,...,n}.
2: Find all f;(z) € F,[z] of degree deg(f;) < k — 1 such that
Q(, fi(x)) = 0.

3: return all ¢; = (B1 fi(), ..., Bufilan)).

In the algorithm we set the z-degree of Q(z,y) to be { = v/nk and will later see why this
makes sense. The algorithm of Sudan then works as follows.

We see that we have not changed the second step, or the condition of the first step, i.e.,
Q(a;, ;) = 0 for all i{1,...,n}. The only difference to the Berlekamp-Welch decoder lies in
the degree of Q(x,y).

How do we perform these two steps?
The first step can be solved as before, by setting up a linear system of equations and solving it.

In order for such a system to have a non-trivial solution we require that the number of vari-
ables is greater than or equal to the number of equations. The number of equations is still n, as
Q(a;, ;) = 0 should hold for i € {1,...,n}. The number of variables is the number of coeffi-
cients ¢, ; in the bivariate polynomial Q(x,y). As Q(z,y) has z-degree < ¢ and y-degree < n//,
we get that the number of coefficientsis < ({ + 1)(n/l+ 1) =n+{+n/l + 1.

Thus, we get that the total degree of Q(z, y) is at most n + v nk + \/ﬁ_1 + 1, which is indeed
always greater than n.

The second step still makes sense, that is if f(z) is the polynomial belonging to a possible
codeword, that is deg(f) < k and f(«;) = r; for more than 2¢ many 7, then

Qz, f(x)) = 0.

Proposition 10.10. Ler f(X) € F,[z]| be such that deg(f) < k and f(c;) = r; for more than 2(
many 1, then

Q(z, f(x)) = 0.

Proof. Let us define R(z) = Q(z, f(x)). In order to show that R(z) = 0, we want to show that
R(x) has more roots than its degree allows.
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Thus, we start by computing the degree as
deg(r) < deg,(Q) + deg(f)deg,(Q) <+ kn/l = 2Vnk,

which follows again by the choice of / = v/nk. Here we also see the reasoning for setting ¢ =
vnk: this choice balances the two degrees out.

Next, we check in how many «; the polynomial R vanishes. Since f(«;) = r; for more than
2v/nk many ¢, in those positions 7 we get that

R<al) = Q(aia f(az)) = Q(ai,ri) = (.

Hence deg(R) < 2vnk, while R(x) has more than 2v/nk roots.
O

There are at most deg,(Q) = n/{ = \/n/k many polynomials f(z) which are such that
Q(z, f(x)) = 0 and thus our list has size at most

L <+\/1/R,

and hence if R is a constant, then our list size L is also a constant.

Unfortunately, there is no short example for this list decoder. In fact, in order to have that the
list decoding radius of Sudan’s algorithm is greater than the unique decoding radius, we want that

w:Ln—Q\/n_k:J>t:Ln_k

),

which is equivalent to

n(1—2vVR) >n(l - R)/2,

which only holds for very small rates, i.e., R < 0.07 and thus to have at least £ = 2, we already
need n = 29.

* A code is called (w, L)-list decodable if | By (w,n,q) NC| = L.

The Johnson bound tells us that for any [n, k, d], linear code if w < Jy(n,d), then C is
(w, gnd)-list decodable.

The Johnson radius J(n,d) = n — y/n(n — d) is such that any [n, k, d], linear code is
(w, gnd)-list decodable for w < J(n,d).

Sudan’s list-decoding algorithm is a generalization of the Berlekamp-Welch algorithm.

Sudan’s algorithm can correct up to w = |n — 2v/nk| errors and produces a list of size
L <+/1/R.
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11 MacWilliams Identity

In this chapter we show one of the most elegant results in coding theory: the MacWilliams identi-
ties.

For this recall the definition of the weight enumerator: Let C be a [n, k, d], linear code. Then
for a weight 0 < w < n the weight enumerator of C is given by

Ay(C) = {c € C | wty(c) = w}.

Clearly, we know some of the weight enumerators: Ag(C) = 1 and since dy (C) = d we also
have A;(C) =0forall 0 < i < d.

If we are interested in all weights w, thatis (0, 1,...,n) we call this the weight distribution.

Definition 11.1. Let C be a [n, k],m linear code. The weight distribution of C is given by
(AO(C)7 Al<c)7 s aA’rL(C))

Although the weight enumerator of a code is a priori independent of the weight enumerator of
its dual, their weight distributions are not.

Theorem 11.2 (MacWilliams Identities). Let C be a [n, k|,m linear code. Let 0 < w < n. Then

ACH) = o Z A.(c) Z 2o -

Hence if we are given the weight distribution of C we also know the weight distribution of C*.

In order to prove this beautiful result, we first need a few ingredients, namely: characters, the
Schur orthogonality and the Krawtchouk coefficients.

11.1 Characters

In all generality, a group character defines a representation of a group GG in terms of a complex
function.

Definition 11.3. Let (G, +) be a group and denote by C* = {z € C | |z| = 1}. A character is a
function
x:G— Cr
such that
x(a+b) = x(a)x(b)
forall a,b € G.

We further say that x is principal is x(xz) = 1 for all z € G. Clearly, we are usually interested
in non-principal characters.
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Exercise 11.4. Let (G, +) be a group and x : G — C* a character. Show that x(0) = 1.

There is a large theory on characters, but in the case where (G, +-) = (I}, 4-) we know exactly
how they look like.

Proposition 11.5. Ler ¢ be a pth root of unity. Then any character x : ¥y, — C* is given by

Xa(w) _ gTr((wm)’

for some a € F}..

We note that if @ = 0, then Y, is a principal character.

11.2  Schur Orthogonality

The Schur orthogonality is an important property of characters. We start with the easy case of
G = prn.

Lemma 11.6. Let x be a character of F,m, then

p™ if x is principal,
> x(z) =

0 else.

Proof. 1If x is principal then

Y x(@) =) 1=pm™

:L‘EFpm IEFpm

If x is non-principal, that is there exists some b € F,» such that x(b) # 1, then

doox@) =D x@+b) = D x(@)x®) =xb) Y x().

:EE]Fpm .’L'EFpm .’L'EFpm .’L'EFpm
Since x(b) # 1, this implies that ermpm x(x) = 0. m

Corollary 11.7. Let x be a non-principal character. Then

Z x(z) = —1.

:cEF;m
We can extend this result to codes.
Lemma 11.8. Letr C be a [n, k|,m linear code and x, be a non-principal character. Then

)il ifacct,
ZX“(C>_{0 .

e else.

155



Proof. If a € C*, then (a,c) = 0 for all ¢ € C, thus

Sole) = Yo =S =S =)

ceC ceC ceC ceC

If a ¢ C*, then there exists some b € C such that (a, b) # 0 and hence x,(b) = ¢"(@) £ 1,

then
Y Xal@) =D Xale+5) =D Xal@)xald) = Xa(0) Y Xal©)
ceC ceC ceC ceC
Since x,(b) # 1, this implies that ) | _. xa(c) = 0. O

For some set A let us denote by ! () the indicator function, that is

1 ifze A,
Lalw) = {0 else '

We will rewrite this result as follows:
Corollary 11.9. Let C be a [n, k|,m linear code. Let x be a non-principal character. Then

ﬂ_cJ_ = Z Xz

ceC

11.3 Krawtchouk Coefficients
The way we want to prove the MacWilliams identities (spoilers ahead) is:
Afe= Y le@=ge Z X (),
z€F,m wty (z)=w c€C xeF,m:wty (z)=w

where we have used the Schur orthogonality.

Thus if, for all ¢ of weight v

z€F,m wiy (z)=w

then we get that

%ZZ -+ 6 (0) = 7 3 AV, o).
eC v=0 =

Thus, we are left with showing that K, (v) exists, that is for all ¢ € F,m of weight wty(c) = v
the quantity >, cpn i, ()=w Xz(C) i independent on the choice of ¢ and only depends on the
pm”

weight w.
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Definition 11.10. Let w,v € {0,...,n}and c € [y have weight v. The Krawtchouk coefficient

is defined as
K,(v) = Z Xz ().

z€F,m wty (z)=w

Lemma 11.11. Let w,v € {0,...,n} and c € F},. have weight v. The Krawtchouk coefficient is

given by )
Ko =3 (020 (U)o - e

s=0
Proof. Let us fix ¢ € F,. of weight v. We will later see that the resulting formula is independent
on the choice of c.

To compute

Ky(v) = Y xale) = Yoo (e

:cEIF;m:WtH(x):w €l Wiy (z)=w

we observe that (x,c) = xic; + -+ + x,¢, and thus Tr({(z,y)) = Tr(zicy) + - - - + Tr(x,cp) is
defined componentwise.

Thus,

n

Kw(’U) :H Z CTr(ijj)'

Jj=1 T E]Fpm

Since we have to go through all possible x € ;.. with wty () = w, we have to go through all

possible support overlaps of size s € {0,...,w}:
v n—u
c 0
x 0 0
vV—S8 S n—v—w-+s

This already implies we have () ("~") choices to place the support overlap.

Now in the first (blue) region of size v — s, we get in each entry

Z CTr(:erj) — Z CO -1

(EjEIFpm Ijzo

In the second (purple) region of size s, we get in each entry

Z gTr(xjc]-) _ Z Ca - 1.

z;€Fpm aEIF;m
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In the third (orange) region of size w — s, we get in each entry

Z <TI'(£E]'CJ‘) — Z CO = (pm — 1)

T EFpm T EIF;m

Finally, in the fourth (red) region of size n — v — w + s, we get in each entry

Z CTr(a:jc]-) _ Z CO -1

mje]Fpm $j:0

Hence if the support overlap size s is fixed, then

j=1z;€F,
Thus,
n—uv\ (v
Kw — —1)3(p™ — 1 ¥
W= (n ) ()eve -
[
With this we can finally prove the MacWilliams identities.
Proof. Let us write
Au(C) = Y leu(a)
z€F,m wty (z)=w
1
S DY)
c€C xeFym wty (z)=w
1 n
= m Z Z HW[H(C)ZUKU)<U)
ceC v=0
1 n
= — AL (C)Ky,
7 2 MO
1 < “ n—v\ (v
—_ AUC —1)* m_]_w—s7
a0 () (0) e
where we have used the Schur orthogonality and the Krawtchouk coefficients. [

Note that the MacWilliams identities are often formulated in its polynomial form, that is: we
define the weight enumerator polynomial as

We(z,y) = Z A"y
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then

Wei(z,y) = Wc(w + @™ =1y, —y).

C]

Example 11.12. Let us consider C = {(0,1,2)) C F3. Thus Ag = 1, A; = 0, A5 = 2, A3 = 0.
This is enough information to get the weight distribution of the dual.

e = (a0 () a2 () )

1 1
=Z(1-140+42-140)=2-3=1,

= ({0 (- (Y0)e)-0)
:;(1 (6+0)+0+2-(2-2)+ :%6_2

= (()Je0r0) e a0 ()0 - Q) )

1
—Z(1-1240+42-(=3)+0) —56_2

A3<CL)§(AO ((8) (§>23+0+0+0) A+ Ay <o+o+ @) G)zl+o) +A3)

1 1
:5(1-8+0+2'2+0)=§12:4~

Which is correct as C*+ = ((1,0,0), (0,1, 1)).

11.4 Linear Programming Bound

We may use these identities to get a bound on the size of the code. In fact, if C has weight
distribution (A, ..., A,), then
cl =) A

This gives one of the tighest upper bounds on the size of a code with given length n and
minimum distance d.

Theorem 11.13 (Linear Programming Bound). Maximize Y., A; under the linear constraint
s Ay =1,
* A; > 0foralli € {0,...,n},
e Ay =0foralli e {1,...,d—1},

159



* ZZ:O Ava(U) 2 O

Then any linear code C C Iy of minimum distance d is such that

<Y A
=0

Unfortunately, there is no closed formula for this bound, as the name says: the bound has to be
programmed.
We may explain it though:

* the first condition makes sure that there is the zero codeword,
* the second condition makes sure the weight enumerators are non-negative,
* the third condition ensures that dy (C) > d,

* and the fourth condition ensures that the hypothetical dual code also has non-negative weight
enumerators.

* The weight distribution of a code is given by all its weight enumerators (A;)o<;<n.

* The MacWilliams identities show that the weight distribution of the dual code is com-
pletely determined given the weight distribution of the code.

* The linear programming bound uses the MacWilliams identities in its linear constraints
to maximize the size of a code of a given minimum distance.
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12 Rank-Metric Codes
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