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CROSS - in a nutshell

CROSS in a nutshell

◦ code-based signature scheme
◦ 2nd round candidate in NIST standardization call
◦ Zero-Knowledge (ZK) protocol + Fiat-Shamir transform
◦ well-known ZK protocol based on decoding random code
◦ tweak: decoding restricted errors
◦ standard optimization techniques

Advertisement

◦ optimized AVX2
◦ memory-optimized
◦ constant worst-case runtime
◦ available on liboqs
◦ EUF-CMA security

fast < 1 MCycle (NIST cat. I)
fits on Cortex-M4 microcontroller
no signature rejection
and SUPERCOP
also BUFF
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CROSS - Zero-Knowledge Protocol

Prover Verifier

secret key public key

commitment c

z= Hash(c,m) challenge z

response r

verify , z, r → c
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CROSS - Zero-Knowledge Protocol

Prover Verifier

secret key public key

sec. level λ

cheat. prob. α

→ t parallel rounds s.t. αt < 2−λ

commitment c

z= Hash(c,m)

challenge z

response r verify , z, r → c

t rounds
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CROSS - Zero-Knowledge Protocol

Signer Verifier

secret key public key

→ signature = (ci, ri)i: transcript of all t rounds

commitment c

z= Hash(c,m)

challenge z

response r verify , z, r → c

Fiat-Shamir transform

m message

z = Hash(c,m)
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CROSS - Zero-Knowledge Protocol

Prover Verifier

e H, s, t

SDP: Given H, s, t find e

1. s = eH⊤ 2. wt(e) = t
♡

u ∈ Fn
q , φ

z ∈ F∗
q

y = φ(u + ze)

β ∈ {,}
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CROSS - Why not submitted?

J. Stern. “A new identification scheme based on syndrome decoding”, Annual Int. Cryptology Conf., 1993.

P.-L. Cayrel, P. Véron, S. El Yousfi Alaoui. “A zero-knowledge identification scheme based on the q-ary syndrome
decoding problem”, Int. Workshop on Selected Areas in Cryptography, 2011.

well-studied ,

large cheating probability → many rounds → large signatures ∼ 43 kB for λ = 128
too large /

change protocol: use MPC to split error → smaller cheating probability
solution

→ used in

◦ SDitH (regular) ◦ RYDE (rank) ◦ Mirath (matrix rank) ◦ PERK (PKP)
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Prover Verifier

e H, s, t

SDP: Given H, s, t find e

1. s = eH⊤ 2. wt(e) = t
♡

e

e1 e2

...

eℓ. . .eN

ci = (si, αi)

z ∈ {1, . . . , N}

rz = (ei)i ̸=z

, smaller cheating prob → smaller signatures

/ more computations → slow
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SDP: Given H, s, t find e: 1. s = eH⊤, 2. wt(e) = t♡

e

↓
F∗

q

↓
F∗

q

φ ∈ (F∗
q)n ⋊ Sn

R-SDP: Given H, s,E find e: 1. s = eH⊤, 2. e ∈ En♡

e

↓
E . . .

↓
E

φ : En → En ?

E < F∗
q E = {gi | i ∈ {1, . . . , z}} ord(g) = z prime
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R-SDP: Given H, s,E find e: 1. s = eH⊤, 2. e ∈ En♡

En = {gi}n ⊂ Fn
q

e gi1 . . . gin

e′ gj1 . . . gjn

↓

Fn
z

ℓ(e) i1 . . . in

+ j1 − i1 . . . jn − in ℓ(e′) j1 . . . jn

→ |e| = n log(z)

→ |φ| = n log(z) → (En, ⋆) ∼= (Fn
z , +)

, smaller sizes , faster arithmetic
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CROSS - Toy example

E = {30, 31, 32} = {1, 3, 9} < F13

e = (1, 9, 3, 3) e′ = (3, 1, 1, 3)

⋆(3, 3, 9, 1)

↓

(Fn
3 , +)

ℓ(e) = (0, 2, 1, 1) ℓ(e′) = (1, 0, 0, 1)+(1, 1, 2, 0)

allowing any exponent in Fn
z only allow exponents in C ⊂ Fn

z→
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CROSS - What are restricted errors?

SDP: Given H, s, t find e: 1. s = eH⊤, 2. wt(e) = t♡

e ∈ F∗
q

R-SDP: Given H, s,E find e: 1. s = eH⊤, 2. e ∈ En♡

e ∈ E < F∗
q ℓ(En) ∼= Fn

z

R-SDP(G): Given H, s, G < En find e: 1. s = eH⊤, 2. e ∈ G♡

e ∈ G < En ℓ(G) ∼= C ⊂ Fn
z
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CROSS - What are restricted errors?

R-SDP(G): Given H, s, G < En find e: 1. s = eH⊤, 2. e ∈ G♡

G ⊂ Fn
q

(G, ⋆) < (En, ⋆) e = xu1
1 ⋆ · · · ⋆ xum

mG = ⟨x1, . . . , xm⟩⋆

↓

Fn
z

M =

 ℓ(x1)
...

ℓ(xm)

 ∈ Fm×n
z ℓ(e) = uM ∈ ⟨M⟩ → only need u ∈ Fm

z
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z

Fm
z

M
Fn

z

g
En ⊂ Fn

q

u = (u1, . . . , um) ℓ(e) = uM = (i1, . . . , in) e = (gi1 , . . . , gin )
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Fn
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M =

 ℓ(x1)
...

ℓ(xm)

 ∈ Fm×n
z ℓ(e) = uM ∈ ⟨M⟩ → only need u ∈ Fm

z

→ |e| = |φ| = m log(z) , even smaller
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CROSS - Toy example

G < En = {1, 3, 9}n ⊂ Fn
13

G = ⟨x1, x2⟩ e = x1
2 ⋆ x2

1 = (9, 3, 9, 9)x1 = (3, 1, 1, 3), x2 = (1, 3, 9, 1)

↓

⟨M⟩ ⊂ Fn
3

ℓ(G) = ⟨M⟩ ⊂ Fn
3 M =

(
1 0 0 1
0 1 2 0

)
ℓ(e) = (2, 1)M = (2, 1, 1, 2)

previous e = (1, 9, 3, 3) ̸∈ G
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CROSS - How hard is decoding?

◦ E, G have multiplicative structure
e = (gi1 , . . . , gin )

◦ s = eH⊤ has additive structure
sj =

∑n

ℓ=1 hj,ℓgiℓ for j ∈ {1, . . . , n− k}

not DLP

◦ similar to SDP → NP-hard ◦ adapted ISD algorithms

◦ Take E with no additive structure

◦ Also no shift E + x has additive structure → q = 127, z = 7

◦ combinatorial solvers:
ISD algos◦ algebraic attacks:
ez

i = 1 Gröbner basis

M. Baldi, et al. “CROSS security guide”, NIST PQC round 2, 2025.

W. Beullens, P. Briaud, M. Øygarden. “A Security Analysis of Restricted
Syndrome Decoding Problems”, 2024.
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i = 1 Gröbner basis

M. Baldi, et al. “CROSS security guide”, NIST PQC round 2, 2025.

W. Beullens, P. Briaud, M. Øygarden. “A Security Analysis of Restricted
Syndrome Decoding Problems”, 2024.

Violetta Weger 15/20



CROSS - How hard is decoding?

◦ E, G have multiplicative structure
e = (gi1 , . . . , gin )

◦ s = eH⊤ has additive structure
sj =

∑n

ℓ=1 hj,ℓgiℓ for j ∈ {1, . . . , n− k}
not DLP

◦ similar to SDP → NP-hard ◦ adapted ISD algorithms

◦ Take E with no additive structure

◦ Also no shift E + x has additive structure → q = 127, z = 7

◦ combinatorial solvers:
ISD algos◦ algebraic attacks:
ez
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CROSS - How to decode?

◦ q = 127, z = 7 → E = {1, 2, 4, 8, 16, 32, 64} unique sol. zn

qn−k < 1
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qn−k < 1

1. Reduction

Id H ′

H ′′

e′ e′′

·

s′

s′′

= e′ = s′ − e′′H ′⊤ ∈ E?
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CROSS - How to decode?

◦ q = 127, z = 7 → E = {1, 2, 4, 8, 16, 32, 64} unique sol. zn

qn−k < 1

2. Meet-in-the-Middle

H1

x1

s1 H2

x2

s2

H1 H2

x1 x2

·

s′′=

→ Stern-like solver
for R-SDP, R-SDP(G)

Violetta Weger 16/20



CROSS - How to decode?

◦ q = 127, z = 7 → E = {1, 2, 4, 8, 16, 32, 64} unique sol. zn

qn−k < 1

3. Representation technique

H1 H2

x1

+
x2

s′′=

Violetta Weger 16/20



CROSS - How to decode?

◦ q = 127, z = 7 → E = {1, 2, 4, 8, 16, 32, 64} unique sol. zn

qn−k < 1

3. Representation technique

H ′′

x1

+
x2

s′′=

Violetta Weger 16/20



CROSS - How to decode?

◦ q = 127, z = 7 → E = {1, 2, 4, 8, 16, 32, 64} unique sol. zn

qn−k < 1

3. Representation technique

H ′′

x1

+
x2

s′′=

H ′′

x1

s1 H ′′

x2

s2

→ BJMM-like solver
for R-SDP
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CROSS - Is this now CROSS?

not t parallel repetitions → (β[1], . . . , β[t]) = Hash(m, c1[1], c2[1], . . . , c1[t], c2[t])

weighted challenges

φ ← Seed
φ(e)← not from Seed

→ smallr1 =
r2 =

→ unbalanced response size
→ weighted challenges

want β[i] = 1 w times

→ adapt security analysis
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weighted challenges

φ ← Seed
φ(e)← not from Seed

→ smallr1 =
r2 =

→ unbalanced response size
→ weighted challenges

want β[i] = 1 w times

→ adapt security analysis

w ∼ t/2 → fast
w > t/2 → small
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CROSS - How good is CROSS?

NIST cat. I

Problem q, z Type (n, k, m) (t, w) |Sign.| Sign Verify
(kB) (MCycles) (MCycles)

R-SDP (127, 7)
fast

(127, 76,−)
(157, 82) 18.4 1.01 0.57

balanced (256, 215) 13.1 2.01 1.27
short (520, 488) 12.4 4.05 2.73

R-SDP(G) (509, 127)
fast

(55, 36, 25)
(147, 76) 11.9 0.68 0.42

balanced (256, 220) 9.1 1.58 0.99
short (512, 484) 8.9 3.14 1.97

private and public keys < 0.1 kB key gen. < 0.1 MCycle
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CROSS - vs. other code-based?
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What’s next?
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◦ Hardware implementation
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◦ Hardware implementation
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Talk: Sebastian Bitzer

Title: VOLEitH-based Signatures
from Restricted Decoding Problems
Time: 11:50

Announcement
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CROSS - Questions?

What’s next?

Slides

◦ Hardware implementation
◦ VOLE → smaller signatures

NIST timeline

2022 Announcement on ramp call
2023 1st round candidates
2024 2nd round candidates
2026 3rd round candidates (finalists?)
2035 RSA, ECDSA disallowed
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CROSS - Questions?

What’s next?

Slides

◦ Hardware implementation
◦ VOLE → smaller signatures

CROSS
Codes & Restricted Objects Signature Scheme

https://cross-crypto.com

Website

Thank you!

Violetta Weger 20/20
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CROSS - vs. Multivariate?
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CROSS - vs. rest?
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CROSS -
Why such a simple ZK

protocol?
Baldi et al., 2023: R-BG protocol, soundness error ε ≈ max

{
1
N ; 1

q−1

}
Computational cost: one round of R-BG is ≈ N rounds of CROSS
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VOLE

Vector Oblivious Linear Transfer

Prover Verifier

secret s public

v random

f(x) = sx + v

q = f(∆)

∆ eval. point

seedi for i ̸= ∆

q = f(∆)

ZK Protocol

s, v

∆

∆

seedi
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Vector Oblivious Linear Transfer

Prover Verifier

secret s public

v random

f(x) = sx + v

q = f(∆)

∆ eval. point

seedi for i ̸= ∆

q = f(∆)

ZK Protocol

s, v

∆

∆

seedi

VOLE correlation q = s∆ + v = f(∆)

dishonest prover needs to guess ∆ before committing to GGM tree: P ∼ 1/p
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VOLE

Vector Oblivious Linear Transfer

Prover Verifier

secret s public

v random

f(x) = sx + v

q = f(∆)

∆ eval. point

seedi for i ̸= ∆

q = f(∆)

ZK Protocol

s, v

∆

∆

seedi

MPC

s =
∑

si MPC N − 1 views

VOLE

s =
∑

si GGM N − 1 seeds

v =
∑

isi q =
∑

si(∆− i) = s∆ + v

ℓ ∆
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VOLE

Vector Oblivious Linear Transfer

Prover Verifier

secret s public

v random

f(x) = sx + v

q = f(∆)

∆ eval. point

seedi for i ̸= ∆

q = f(∆)

ZK Protocol

s, v

∆

∆

seedi

f(x) =
∑d

i=0 fix
i,

s = fd

f1(x), f2(x)

f1(∆) + f2(∆) = (f1 + f2)(∆)

f1(∆)f2(∆) = (f1f2)(∆)
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VOLE

Vector Oblivious Linear Transfer

Prover Verifier

secret s public

v random

f(x) = sx + v

q = f(∆)

∆ eval. point

seedi for i ̸= ∆

q = f(∆)

ZK Protocol

s, v

∆

∆

seedi

Disadvantages: slow Advantages: small sizes
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