
Attacking Rank-Metric McEliece Cryptosystems
A (Partial) Overview
Anna-Lena Horlemann-Trautmann
University of St. Gallen, Switzerland

Contact Information:
Faculty of Mathematics and Statistics
University of St. Gallen
St. Gallen, Switzerland

Email: anna-lena.horlemann@unisg.ch

Rank-Metric McEliece Cryptosystems

Let S ∈ GLk(Fqm), G ∈ Fk×nqm be a generator matrix of a
Gabidulin code, say Gabn,k(α), capable of correcting t′ errors,
and X ∈ Fk×nqm be a matrix of column rank t < t′. We define

Gpub := SG +X.

• public key:
κpub = (Gpub, t

′ − t),

• private key:
κpvt = (G,S)

• encryption:

mGpub + e =mSG +mX + e,

where e ∈ Fnqm is random, of rank at most t′ − t.
• decryption:

Decode in Gabn,k(α) and multiply with S−1.

The GPT* Cryptosystem

* GPT = Gabidulin, Paramonov, Tretjakov

This system uses a public matrix of the form

Ĝpub := S[X | G]σ ∈ Fk×(n+t̂)qm ,

where G is as before, X ∈ Fk×t̂qm is a matrix of column rank t̂,
S ∈ GLk(Fqm), and σ ∈ GLn+t̂(Fq).
• public key:

κpub = (Ĝpub, t
′),

• private key:
κpvt = (G,S, σ)

• encryption:
mĜpub + e,

where e ∈ Fnqm is random, of rank at most t′.
• decryption:

One first computes

(mĜpub + e)σ
−1,

and then ignores the first t̂ coordinates. Decoding the last n
coordinates with respect to Gabn,k(α), one obtains mS, and
by applying S−1, the messagem can be recovered.

The Generalized GPT (GGPT) Cryptosystem

Overbeck’s Attack (explained for GGPT)
Consider (for some u ≥ 1)

Gext :=


S[X | G]σ

(S[X | G]σ)q
...

(S[X | G]σ)(qu)

 = S̃


X G
Xq Gq

... ...
X(qu) G(qu)

σ.

Since the n right-most columns of Gextσ
−1 span the Gabidulin code

Gabk+u(α), the matrix can be brought into the form of

G′ext = S̃′
(
X∗ G∗

X∗∗ 0

)
σ,

where G∗ ∈ F(k+u)×nqm is a generator matrix of Gabk+u(α).
If X∗∗ has rank t̂, then any element of 〈G′ext〉⊥ = 〈Gext〉⊥ has the

form σ−1[0 | h], where h ∈ Gabk+u(α)⊥. With this information one
can reconstruct the code Gabn,k(α) and recover the message.

Adjustments of the Cryptosystem
Idea: When X∗∗ does not have full rank, Overbeck’s attack fails.

• Let Pn,r,t be a set of near-isometries for the rank metric, such
that for any P ∈ Pn,r,t and any vector x ∈ Fnqm of rank t, we
have rk(xP ) ≤ r.
• Replace κpub in the GPT system by

κpub = (SGP−1, t),

for some P ∈ Pn,r,t, and adjust the decryption accordingly.

(Modified) column scrambler GPT

•Use a randomly chosen X of low rank, a, since then the rank
of X∗∗ can be bounded above.
• To resist Overbeck’s attack, one should choose t̂ > (n− k)a.
•Drawback: drastically increases the key size!

Loidreau’s GGPT variant

• To avoid this problem of large key size, design X in a struc-
tured way so that X∗∗ is rank-deficient, without having to
increase t̂.
•Drawback: structure of X makes it more vulnerable to at-

tacks!

Smart approach for GGPT

Attacks based on Rank-1 Codewords
•Grassmann support of X ∈ Fk×nqm :

suppGr(X) = 〈X〉 ∩ Fnq
•Minimum column rank Moore decomposition:
X = XMoore+Znon-Moore with column rank of Znon-Moore minimal

Theorem 1. Let M ∈ Fk×Nqm be a Moore matrix and X be of col-
umn rank t with minimum column rank Moore decomposition X =
XMoore+Z, where colrk(Z) = s. Suppose that dR

min(〈M〉) ≥ s+ t+2.
Then, all elements of rank one in

s∑
i=0

〈M +X〉(q
i),

belong to suppGr(X). Moreover, if s = t, the elements of rank one
exactly span suppGr(X) = suppGr(Z).

Lemma 2. Let G ∈ Fk×nqm be in reduced row echelon form and denote
by Gi the ith row of G. Then the solutions to

k∑
i=1

ai(G
q
i −Gi) = 0,

for variables ai ∈ Fq, represent the codewords of 〈G〉 in Fnq .
With Theorem 1 and Lemma 2 we can efficiently find suppGr(Z) ⊆
〈U〉 ⊆ suppGr(X). Let H ∈ F(n−s

′)×n
q be a parity check matrix for

〈U〉. With some tricks we can then decode

(m(SG +X) + e)HT =mS(GHT +XMooreH
T︸ ︷︷ ︸

“⊇“ other Gab. code

) + eHT

to retrieve the messagem.

Theorem 3. For any GPT cryptosystem, an encrypted message
can be recovered in polynomial (cubic) time.

Breaking the GPT

Similar ideas can be used to attack the GGPT systems by writing

Ĝpub = S[XMoore | G]σ︸ ︷︷ ︸
M

+S[Z | 0]σ︸ ︷︷ ︸
X ′

.

Theorem 4. Consider a GGPT cryptosystem. If t̂ − a <
n− k − 1

2
we can recover an encrypted message in polynomial

time.

Breaking the smart approach GGPT

Theorem 5. Under some technical assumptions (that are al-
most always true) we can break the Loidreau GGPT variant in
polynomial time.

Breaking Loidreau’s GGPT variant

Theorem 6. Let C ⊆ Fnqm be a linear code of dimension k capable of
correcting errors of rank at most r. Moreover, suppose that for some s,
with gcd(s,m) = 1, we have dimFqm(C

(qs)∩C) = `. Then the complex-
ity of solving the rank syndrome decoding problem for C is polynomial,
if

(k + 1)(r + 1)− 1 ≤ n + (r − 1)`

and C ∩ U = {0}, where U is the space spanned by the elements of
rank one in

Cext =
r−1∑
i=0

(C + 〈e〉)(q
si) .

Theorem 7. Under some technical assumptions we can break
the column scrambler in polynomial time.

All instances of the cryptosystem with suggested real-
application parameters could be broken in less than a second
on a personal computer.

Breaking the column scrambler

Summary and Outlook
• Several attacks against different variants of the (G)GPT cryptosys-

tem are presented, based on finding rank-1 elements of the code.
•Most variants using Gabidulin codes can be broken with this idea.
•Also rank-metric codes that are “close to” Gabidulin codes (such as

twisted Gabidulin codes) are vulnerable to these attacks.

•Gabidulin codes have too much structure to be secure (for
most systems so far)!
•Codes that (seem to) resist these attacks are low rank par-

ity check codes.

Conclusions
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