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Abstract

The present thesis gives a detailed introduction to the NTRU cryptosystem and
its attacks. In the introductory chapter we give a brief survey about lattices and
the famous problems in lattices. We then give examples of cryptosystems based
on lattices, and we shortly introduce NTRU as a lattice-based cryptosystem.

In Chapter 2 we give some mathematical background. In the first part,
Section 2.1, we consider the ring on which NTRU is based on and we introduce
some important properties of this ring. In Section 2.2, the second part of this
chapter, we pick up lattices again and analyse two main problems given in the
area of lattices. Further we look at an algorithm which solves a kind of these
problems.

Chapter 3 consists of five parts. In Section 3.1 we introduce the cryp-
tosystem, where we see two possible ways to decrypt. In the next two parts,
Sections 3.2 and 3.3 we see the complexity of the key creation, encryption and
decryption and the correctness of the cryptosystem. Also, we see that there
exist situations where decryption is unsuccessful. Further we compute an ex-
ample of NTRU. In Section 3.4 we then introduce some different parameters
and define the standard parameters for this thesis. Finally, we show in Section
3.5 different ways to compute the probability of decryption failures, moreover
we see that the probability of a failure with the standard parameters is in fact
very small.

In Chapter 4 we do a security analysis, where we introduce the most impor-
tant attacks against NTRU. In Section 4.1 we consider the Brute Force attack
and show that the search spaces are large enough such that this attack is not
successful. Moreover, we introduce in Section 4.2 an improvement of the Brute
Force attack and give an efficient algorithm to implement this attack. After
this we show in Section 4.3 that we should avoid to send the same message
multiple times with the same public key.
The most interesting attacks are the lattice attacks which we introduce in Sec-
tion 4.5. There we show that we have three possibilities of attack a lattice.
We can look for the private key, the encrypted message or we only gain partial
information about the message, which means that we find out some bits of the
message, instead of the message itself. All three methods are based on the same
idea and the same structure of lattice. Thus we give some ideas to improve
lattice attacks, especially the lattice reduction algorithms for that particular
type of lattice.
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At the last chapter, we give the bottom line of this thesis and recollect all
the important information we gain during the thesis and we try to give some
advisable closing words.
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Chapter 1

Introduction

NTRU is a public key cryptosystem which is viewed in the ring Z[x]/xN−1, but
in some sense it is also based on lattices, since we can transform the decryption
or the knowledge of the private key into the ability of solving the closest vector
problem or the shortest vector problem for a given lattice. These two problems
which we describe in a moment are well-known hard problems in the area of
lattices. That means that NTRU uses these hard problems to design one-way
trapdoor functions1. So we have to explain what a lattice is and describe the
shortest vector problem and the closest vector problem.

Lattices have been studied by mathematicians for a long time, so it is a
well-known area in mathematics. A lattice L is defined as a discrete subgroup
of the vector space Rn, more concretely it is the set of all linear integer combi-
nations of a set of vectors {b1, . . . ,bk}, bi ∈ Rn. Out of this set we can form
a basis B = (b1, . . . ,bk) ∈ Rk×n. If we have a basis of L, then each lattice
vector can be represented as a vector xB for some x ∈ Zk.
It may look trivial in a lattice in R2, but there are the two fundamental

Figure 1.1: An example of a lattice in the R2 space. [Ros11]

problems in the theory of lattices which are very hard to solve. The first one
is the shortest vector problem (SVP) and the second one is the closest vector
problem (CVP).

1One-way trapdoor functions are one-to-one and it is hard to compute the inverse of a
given element unless the trapdoor function is given.
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CHAPTER 1. INTRODUCTION

To describe them consider a norm ‖ · ‖ (for example the Euclidean norm) and
a lattice L ⊂ Rn.

The shortest vector problem describes the problem of finding a shortest
non-zero lattice vector with respect to the given norm. Note that there might
be more than one shortest vector in a lattice and to solve the SVP it suffices
to find one of them. This also make sense, since in lattice-based cryptography
we are often interested in finding at least one of the shortest vectors.

The closest vector problem is to find a closest lattice vector to a given
target vector with respect to the given norm. In this case we often have only
one solution if the target vector is chosen uniformly at random, but also if
there exist more solutions, then we are interested in at least one solution.

It may happen that we are only interested in a very short vector but not
necessarily in a shortest vector, respectively that we are interested in a very
close vector but not necessarily in a closest vector. So there are more general
problems like finding a short vector whose length is no more than α-times the
length of the shortest vector and similar for the closest vector problem. If the
factor α is small, then also these problems are very hard to solve.
Many mathematicians are trying to solve these kind of problems and try to
find algorithms which can find a short vector, respectively a close vector effi-
ciently. A well-known group of mathematicians, A. K. Lenstra, H. W. Lenstra
and L. Lovász, has found a good algorithm in [LLL82]. This algorithm finds
a short vector in polynomial time and C.-P. Schnorr improved this algorithm
in [Sch88] and [SE91]. The problem of these algorithms is that they do not
find the shortest vector but rather find a short vector. So we can not ensure
that they find the shortest vector as well. And also if the factor α is too small,
then these algorithms can not even solve the generalised problem. Further
there exist algorithms which really find the shortest vector, for example the
one described in [HPS11], but all these algorithms have exponential running
time. Moreover, nowadays there are no known algorithms which can solve the
SVP or the CVP (or one of its generalizations with α sufficiently small) in
polynomial time and it is proven that the SVP and the CVP are NP-hard
problems.
So the idea appeared to construct a cryptosystem based on these hard prob-
lems. That means trying to construct a special lattice, where the owner of a
key can solve the SVP or CVP efficiently, but everybody else has no chance to
solve it efficiently. In other words the trapdoor is knowing a shortest vector re-
spectively a closest vector or the ability to find these vectors efficiently. Based
on this idea several lattice-based cryptosystems were introduced between 1996-
1997. We give a very short introduction to three lattice-based cryptosystems
which look quite interesting, they are

• Ajtai-Dwork ’97 in [AD97],
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• GGH ’96 in [GGH96] and

• NTRU ’96 in [HPS98].

All three systems have as the underlying problems the SVP or/and CVP in a
lattice of dimension n. The public key size are O(n4) for Ajtai-Dwork, O(n2)
for GGH and O(n log n) for NTRU. Certainly the key size is not the only im-
portant thing of a cryptosystem, but we see that already in this comparison
NTRU has the smallest public key size.

The cryptosystem proposed by Ajtai and Dwork is interesting since they
have shown that it is provably secure unless a worst case lattice problem could
be solved in polynomial time. But the problem then is that Nguyen and Stern
showed in [NS98] that any efficient implementation of this system is insecure.
That means that this cryptosystem is not practical and therefore we will not
go further with it.

The second system we have, is the GGH system. It is probably the most
intuitive cryptosystem, which means that if you authorise somebody to con-
struct a cryptosystem with CVP as an underlying problem, most likely you get
this kind of construction. With this cryptosystem the owner of the private key
has a special small, reduced basis R of a lattice L. Special in that case means
that with this basis, it is possible to solve the CVP in the lattice efficiently.
The public key is a general basis B of L, which is obtained by multiplying
random unimodular integer matrices to R, since only then it remains a basis
of the lattice as well. With the Basis B it should be infeasible to solve a CVP
in polynomial time.
To shortly describe the idea of the GGH consider the plaintext, which is an
integer vector x. To encrypt this plaintext, we compute e = xB + r, where r
is a uniformly at random chosen vector with small entries. That means that
we choose the vector r such that its norm is very small compared with the
expected value of the shortest vector. The lattice vector xB is then very close
to e, which is a non-lattice vector unless the random vector r is contained in
the lattice. So if we have chosen the vector r small enough, the vector xB is
the closest vector to e. Now we decrypt the ciphertext e by solving a CVP
with target vector e in the lattice L and we get xB, from where it is easy to
find x. Note that in the assumption of the GGH system, we have seen that
only Bob (the receiver) is able to solve a CVP in the lattice efficiently, thus
only Bob should be able to decrypt.
This process will only work if r is sufficiently small and the basis R is well cho-
sen in the sense that it is easy to solve the CVP for the given lattice, since this is
exactly the decryption process (for more information see [AD97] and [Bab86]).
Moreover, an attacker should not be able to solve the CVP without knowing
the basis R.
In [Ngu99], Nguyen showed that in the encryption there is some information
leakage such that he was able to reduce the CVP problem to an easier CVP
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CHAPTER 1. INTRODUCTION

problem, namely one where the ratio of the difference between the target vec-
tor and a closest vector and the expected size of this difference is smaller.
Therefore, he cracks the GGH system for dimensions up to 350. He does not
go further since n = 400 for the public key size begins to be too large to be
practical.

The last of the three cryptosystem we have mentioned is NTRU. It was
originally introduced as a ring based public key cryptosystem at the rump
session of Crypto ’96. They claim that it is faster than RSA and ECC1 and
quantum resistant, and because of that it should be one of the best alterna-
tives. On the homepage listed in [Inn] a group which specialised itself on the
NTRU cryptosystem, states the following part. We cite it since they state it
without any proof and thus it is hard to decide if that what they say is com-
pletely correct.

"At comparable cryptographic strength, NTRU performs costly private key
operations much much faster than RSA. In addition, NTRU’s comparative per-
formance increases with the level of security required. As key sizes increase by
n, RSA’s operations/second decrease at n3 whereas NTRU’s decrease at n"
- [Inn]

Moreover, NTRU is standardized by the IEEE P1363 Working Group for
Standards In Public Key Cryptography for example in [fEES03]. Thus the
NTRU is an auspicious cryptosystem, noticing that encryption and decryption
are extremely fast. But as in each cryptosystem, we also have to look at the
attacks against NTRU and look how efficient they are, such that we also can
judge how secure the cryptosystem is. Since one attack is equivalent to solving
a SVP or a CVP in the NTRU lattice, it is hard to estimate the security level,
since in practise experiments show that lattice reduction algorithms behave
faster than the theory proves.
Another property of NTRU is that at the beginning we can choose different
parameter sets, which gives different security analysis, especially for attacks
such as the brute force or chosen ciphertext attacks, which are based on de-
cryption failure. To illustrate the difference between the parameter sets we
introduce some sets from the last 15 years, where we begin at the originally
suggested sets and we end up with the latest suggested sets. To see that the
latest suggested parameter sets are well-chosen in the way that decryption
failure are sufficiently rarely, we also compute the probability that such a de-
cryption failure happens. We try to do most of the analysis with these latest
suggested sets, such that we can show somehow that choosing these sets to
design a NTRU cryptosystem actually makes sense and at the moment there
is no known leakage. The sets which are introduced earlier are not bad at all,
but it turns out that they are either more attackable or less efficient compared
to the latest parameter sets.

1Elliptic Curve Cryptography
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So we have talked a lot about lattices and the correspondence between the
NTRU cryptosystem and the lattice. But actually NTRU is based on the ring
R = Z[x]/xN−1 with N ∈ Z. That means that we deal with polynomials in the
ring R and additionally most computations are modulo defined numbers p or
q. We go further with this ring based view in Section 3.1, where we see how
the NTRU cryptosystem works, more precisely how to encrypt and decrypt
and what the problems of this system regarding security are.
However, at this point we consider the lattice based view, where we show what
the underlying lattice problems for NTRU are and that we can see the cryp-
tosystem viewed over lattices as well. For this consider the matrix which is
defined by a single polynomial h := h0 + h1x+ . . .+ hN−1x

N−1 in R, or more
precisely by the coefficients of h and is given by

H =


h0 h1 · · · hN−1
hN−1 h0 · · · hN−2

...
...

. . .
...

h1 h2 · · · h0

 .

Remark. This matrix is connected to the ring R. Consider for example an
arbitrary polynomial f in R and represent it as a vector of length N , that means
we just form a vector out of the coefficients. The right-hand multiplication with
H, formally f ·H, corresponds to the vector representation of the ring element
f · h.

The NTRU lattice is then given by a basis of the form

LN =

(
IN H
0 qIN

)
,

where IN is the N × N identity matrix and q is a positive integer. The ci-
phertext, which is a polynomial e can be represented as a target vector that is
close to a lattice vector, and the difference between the closest lattice vector
and the target vector itself contains the message polynomial m represented as
a vector. That means that at the encryption we add to a uniformly at random
chosen lattice vector v = (x,y), a vector (r,m), where m is the plaintext and
r a random vector with small entries. Since the lattice vector is uniformly at
random chosen, NTRU is a probabilistic cryptosystem, which means at each
time we encrypt a given message we get an other ciphertext.
So if we think about it, we see that the decryption is equivalent to solving a
CVP in the NTRU lattice. Other than at the cryptosystem GGH, the private
key of NTRU is a single vector f of length N , which allows us to solve a CVP
for the NTRU lattice. Moreover, the vector (f ,g) with g := f · h mod q is a
shortest vector of the NTRU lattice. It turns out that also its rotations are
contained in the lattice and thus are also shortest lattice vectors. Therefore,
solving a SVP in the NTRU lattice is equivalent to knowing a valid private
key f . Hence NTRU is attackable by lattice reduction algorithms, which can
search a shortest non-zero vector or a closest vector to a given target vector in
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CHAPTER 1. INTRODUCTION

the lattice. In [CS97] Coppersmith and Shamir showed that the attacker does
not need to have the shortest vector but rather any sufficiently short vector
in the lattice. Since they believe that finding a sufficiently short vector needs
more or less the same time as finding a shortest vector, they pointed out that
this is not a great observation. Anyway we show this method in Chapter 4.
Moreover, the authors of [CS97] say that nowadays the question of quantify-
ing the effectiveness of the lattice reduction algorithms against NTRU lattices
remained.
Note that the NTRU lattice is always of the same type and the shortest vector
contains many zeros, so there exist ideas to improve lattice attacks by reducing
the dimension of the lattice. For example by omitting some coordinates and
then search the shortest vector and with good chance the coordinates which
are omitted are all zero, so that we get the shortest vector in the original lattice
by adding zeros at the position which are omitted.
Next to lattice attacks, there exists additional problems which we have to con-
sider by designing a NTRU cryptosystem. For example a successful decryption
is not guaranteed, since there are cases, where we end up in a decryption fail-
ure. The existence of chosen cipher text attacks, which uses this appearance
of decryption failure to break the system, forces us to do an analysis of the
probability of a decryption failure and choose the parameters such that this
probability is sufficiently small.
At the moment one of the best known attack on NTRU is the Meet-in-the-
Middle attack, which is a particular brute force attack. Due to this attack
we have to choose the size of the parameter sets large enough such that the
Meet-in-the-Middle attack is not successful as well.

6



Chapter 2

Preliminaries

2.1 The Ring Z[x]/xN−1

The NTRU cryptosystem deals with elements in the polynomial ring over the
integers, where we additionally add the property that xN ≡ 1. The given
ring is denoted by R and is defined by Z[x]/xN−1. We uniquely represent an
element f ∈ R as a polynomial over Z of degree less than N , hence we write
f = f0 + f1x+ . . . fN−1x

N−1 for an element in R. Since in the ring R we have
the equivalence xN ≡ 1 the multiplication of two elements f, g ∈ R is given by

h = f ·R g = f · g mod (xN − 1),

where we write only · instead of ·R if it is obvious that we multiply in R. A
coefficient hk of the product is given by

hk =
∑

i+j=k mod N

fi · gj

=

k∑
i=0

fi · gk−i +

N−1∑
i=k+1

fi · gN+k−i.

We represent the elements of R by polynomials of maximal degree N − 1,
therefore we can identify the ring R with the module ZN . So a vector f =
(f0, f1, . . . , fN−1) represents the polynomial f = f0+f1 ·x+·+fN−1xN−1 ∈ R.
We denote the vector representation of the ring element f ∈ R by f and if we
mean the polynomial representation we just write f .

Remark. Note that in the present thesis we use this notation to differentiate
if we are considering the vector representation of a ring element of R or if we
consider the polynomial representation of the given ring element.

Out of that we see that a rotation of a vector f = (f0, f1, . . . , fN−1) by
k entries corresponds to the multiplication of the polynomial f by xk, more
precise the vector f (k) := (fN−k, fN−k+1, . . . , fN−1, f0, . . . , fN−k−1) with 0 ≤
k ≤ N − 1, represent the polynomial xk · f in R.

7



CHAPTER 2. PRELIMINARIES

Moreover, consider the following definitions, which are very useful to work with
the ring R.

Definition 2.1.1. The width of an element f = f0 + f1x+ . . .+ fN−1x
N−1 in

R is defined by
width (f) := max

0≤i<N
fi − min

0≤j<N
fj .

Furthermore we can define a norm on the ring R, which is different to
the Euclidean norm and somehow correlated to the experimental standard
deviation.

Definition 2.1.2. The centred norm of an element f ∈ R is defined by

‖f‖⊥ :=

(
N−1∑
i=0

(fi − f̄)2

)1/2

with f̄ :=
1

N

N−1∑
i=0

fi.

We see that by dividing ‖f‖⊥ by
√
N we get the experimental standard

deviation of the coefficients of f .
The next proposition shows an important property of the centred norm, which
we will use in Section 3.5.

Proposition 2.1.3. [HPS98] For ε > 0 there are constants γ1, γ2 > 0 de-
pending on ε and N , such that for uniformly at random chosen f, g ∈ R, the
probability that they satisfy

γ1‖f‖2‖g‖2 ≤ width (f · g) ≤ γ2‖f‖2‖g‖2

is greater than 1− ε, where ‖ · ‖2 denotes the Euclidean norm.

Of course this proposition has no significance if the ratio γ2/γ1 is large for
a given ε, since then it would not be useful in this consideration. However,
Hoffstein, Pipher and Silverman stated in [HPS98] that actually for large N
and very small values of ε, the ratio γ2/γ1 is small enough to use it in this
context.
The following heuristic will be needed for the proof of Proposition 2.1.5, it
is moreover stated in [CS97] and in [HGNP+03] without any proof, hence we
declare it as a heuristic.

Heuristic 2.1.4. Let c = (c0, c1, . . . , cN−1) ∈ ZN be a vector and let c(k)

denote the kth rotation of c given by c(k) = (cN−k, cN−k+1, . . . , cN−k−1) for
k ∈ Z. Then 〈

c, c(k)
〉
≈ α√

N
〈c, c〉

where α is half of the time 1 and half of the time −1.

With this we get the following proposition, where a kind of exactness is
given in the proof. And further, we illustrate it with an example.

8



2.1. THE RING Z[X]/XN−1

Proposition 2.1.5. [CS97] For a, b ∈ R

‖a · b‖⊥ ≈ ‖a‖⊥‖b‖⊥ (2.1)

Outline of the proof. We follow the proof in [CS97]. First we write the coeffi-
cients of a, b ∈ R by

ak = ā+ uk and bk = b̄+ vk,

where ā =
∑N−1

i=0 ai and similarly b̄ =
∑N−1

j=0 bi and uk, vk ∈ Z for all k.

‖a · b‖2⊥ =
N−1∑
k=0

(
(a · b)k − a · b

)2
=

N−1∑
k=0

(
k∑
i=0

aibk−i +

N−1∑
i=k+1

aibN+k−1 − a · b

)2

=
N−1∑
k=0

(
k∑
i=0

(a+ ui)(b+ vi−k) +
N−1∑
i=k+1

(a+ ui)(b+ vN+k−i)− a · b

)2

=

N−1∑
k=0

(
k∑
i=0

ab+ avk−i + bui + uivk−i

+

N−1∑
i=k+1

ab+ avN+k−i + bui + uivN+k−i − a · b

)2

=

N−1∑
k=0

(
Nab+ a

N−1∑
i=0

vi︸ ︷︷ ︸
=0

+b

N−1∑
i=0

ui︸ ︷︷ ︸
=0

+
k∑
i=0

uivk−i +

N−1∑
i=k+1

uivN+k−i − a · b

)2

=
N−1∑
k=0

(
(u · v)k +Nab− a · b

)2
=

N−1∑
k=0

(u · v)k +
1

N

N−1∑
i=0

ai

N−1∑
j=0

bj

− 1

N

N−1∑
i=0

 i∑
j=0

ajbi−j +

N−1∑
j=i+1

ajbN+i−j

2

=

N−1∑
k=0

(u · v)2k

9



CHAPTER 2. PRELIMINARIES

=

N−1∑
k=0

(
N−1∑
i=0

uivk−i

)N−1∑
j=0

ujvk−j


Now we see that for each product uivk−iujvk−j the difference of the indices of
the coefficients of u is j−i and it is actually the same as the difference between
the indices of the coefficients of v, which is (k− i)− (k− j). With this fact we
can write the sum as

‖a · b‖2⊥ =

N−1∑
d=0

(
N−1∑
i=0

uiui+d

)N−1∑
j=0

vjvj+d


=

N−1∑
i=0

u2i ·
N−1∑
j=0

v2j +
N−1∑
d=1

(
N−1∑
i=0

uiui+d

)N−1∑
j=0

vjvj+d


= ‖a‖2⊥ + ‖b‖2⊥ +

N−1∑
d=1

(
N−1∑
i=0

uiui+d

)N−1∑
j=0

vjvj+d

,
where we take the indices always modulo N . Assuming that u and v are some
random polynomials in R and Heuristic 2.1.4 holds, for each term with d 6= 0,
the autocorrelation coefficient

∑N−1
i=0 uiui+d with d 6= 0 is about α√

N

∑N−1
i=0 u2i

and the same holds for the autocorrelation coefficient
∑N−1

i=0 vivi+d with d 6= 0.
So the product of this two sums is about α·α′

N ‖u‖2 · ‖v‖2. In addition the terms
have random signs and there may be some other cancellations. With this fact
it follows that

‖a · b‖2⊥ = ‖a‖2⊥ · ‖b‖2⊥ + smaller terms.

So if we want to know the probability that we are in a given exactness (for
example that ‖a ·b‖2⊥ is in the range (1±0.1) ·‖a‖2⊥ ·‖b‖2⊥), we have to compute
the probability that the absolute value of smaller terms is at most

0.1 · ‖a‖2⊥ · ‖b‖2⊥.

To do this we assume that the approximation given in Heuristic 2.1.4 is actually
an equality. Certainly, with this approach we do not get the exact probability,
but rather an approximation of this probability.
To give an intuition of the exactness of (2.1) we compute in the following
example smaller terms with the corresponding probability.

Example 2.1.6. Let N = 251, then for a, b ∈ R the probability that ‖a · b‖2⊥
is contained in the interval given by[(

1 +
25

N

)
· ‖a‖2⊥ · ‖b‖2⊥,

(
1− 25

N

)
· ‖a‖2⊥ · ‖b‖2⊥

]
can be computed to be 0.9981.
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2.1. THE RING Z[X]/XN−1

For an element p ∈ Z we define the ring Rp as Z[x]/〈p,xN−1〉. If we are in the
ring Rp we often write modulo p at the computations. However, note that if
we do computations modulo p, then we are still in the ring R, where we have
the equivalence xN ≡ 1 as well.
Since Rp is a ring, not all elements have an inverse, but it turns out that for
many choices of the number p most elements have inverses. So if the inverse
of an element f ∈ R exists we denote it by f−1p , that means that

f · f−1p ≡ 1 in Rp.

Since sometimes we look for elements, which have a multiplicative inverse, it
is interesting to know with what probability an uniformly at random chosen
element in Rp has an inverse. We assume that N and p are both prime and
note that if they are not prime, then the computation of the probability works
similar, but that we can not assume that the number of inverses in Zp[x]/f,
where f is irreducible, is given by pdeg f − 1. Afterwards, we additionally
assume that p is a primitive element in Z∗N , since then the we can give a more
precise expression.
First we count the number of invertible elements in Rp. Let xN − 1 = (x −
1) · f1 · · · fk be the unique factorization into irreducible elements, where ni :=
deg fi for all i. Note thatN and p are coprime and hence xN−1 and (xN−1)′ =
NxN−1 have no common factor. Therefore, xN − 1 is square-free and thus all
fi’s are distinct. With the Chinese remainder theorem it follows that

Rp = Zp[x]/xN−1 ∼= Zp[x]/x−1× Zp[x]/f1 × . . .× Zp[x]/fk.

Hence the number of invertible elements is given by

# (Z[x]/xN−1)∗ = (p− 1)
k∏
i=1

(pni − 1).

So the probability that an uniformly at random chosen element of the ring Rp
is invertible is given by (

1− 1

p

)∏
i

(
1− 1

pni

)
.

If we additionally assume that p is a primitive element in Z∗N , then we know
that

pN−1 ≡ 1 mod N (2.2)

and for every k ≤ N − 1 it holds that pk 6≡ 1 mod N . Note that for x ∈ R we
know that xN ≡ 1 in R, that means that ord(x) = N and therefore

N | (p− 1)

k∏
i=1

(pni − 1).

11



CHAPTER 2. PRELIMINARIES

Hence N | (pni − 1) for some i and similarly pni ≡ 1 mod N . Therefore, with
(2.2) it follows that ni = N −1 and since

∑k
i=1 ni = N −1 we have that k = 1.

Thus, the probability that a random element of the ring Rp is invertible is
given by (

1− 1

p

)
·
(

1− 1

pN−1

)
.

We see that the larger the number p is, the higher is the probability that a
uniformly at random chosen element is invertible. But actually for very small
p and an adequate N the probability is high enough such that we can ensure
that we find an inverse element efficiently. However, note that if xN −1 factors
into many irreducible polynomials, then it may happen that the probability
is not sufficiently large. It turns out that for our choices for N and p the
probability is large enough. To illustrate this consider the following example.

Example 2.1.7. Let N = 251 and p = 239, then xN − 1 factors over Zp [x]
into

xN − 1 = (x− 1) · f1

where f1 has degree N − 1. Hence the probability that a random element in
Rp is invertible is given by(

1− 1

239

)
·
(

1− 1

239250

)
≈ 0.9958. (2.3)

If in a second example p = 2, then xN − 1 factors also into two polynomials
of degree 1 and N − 1 respectively and hence the probability that a random
element is invertible is given by(

1− 1

2

)
·
(

1− 1

2250

)
≈ 0.5000. (2.4)

Moreover it is mentioned that computing the inverse of an element is easy
using the extended Euclidean algorithm. Since we consider the complexity of
NTRU in Section 3.2, we give at this point the algorithm which we use to find
an inverse element in Rq.

12



2.2. LATTICES

Extended Euclidean Algorithm.

Input: Two polynomials f, g ∈ Rq with f, g 6= 0.
Output: Three polynomials d, s, t ∈ Rq, where d is the greatest

common divisor of f and g and further d = s · f + t · g.
1 u−1 = 1, u0 = 0, v−1 = 0, v0 = 1;
2 r−1 = f , r0 = g;
3 k = 1;
4 while rk−1 6= 0 do
5 Polynomial Division to get rk, qk ∈ Rq such that
6 rk−2 = qkrk−1 + rk, deg(rk) < deg(rk−1);
7 uk = uk−2 − qkuk−1;
8 vk = vk−2 − qkvk−1;
9 k = k + 1;

10 end
11 return (rk−1, uk−1, vk−1)

This algorithm is resumed from [Hau08], where we also find the proof that
this algorithm works correctly and terminates after finitely many steps.

As a second part of this chapter, we introduce next lattices with the well-
known problems, which we are interested in.

2.2 Lattices

Similar to the introduction of J. Rosenthal in [Ros11] we give a short intro-
duction into lattices.

Definition 2.2.1. Let b1,b2 . . . ,bk be linearly independent vectors in Rn,
then

L(b1,b2, . . . ,bk) := {a1b1 + a2b2 + . . .+ akbk | a1, a2, . . . , ak ∈ Z}

is called a lattice of rank k and dimension n.

The vectors b1,b2, . . . ,bk are called a basis of L and one realizes that these
vectors are not unique for a given lattice. Furthermore the matrix consisting of
row vectors b1,b2, . . . ,bk is the generator matrix of the lattice and we denote
it by B.
Consider the generator matrix B in Rk×n, then every vector in the lattice can
be represented by xB for a x ∈ Zk. Hence it follows that another matrix B̃
in Rk×n generates the same lattice if ∃S ∈ GLk(Z) s.t. B = SB̃. This can be
proven by considering a lattice vector xB. Then xS ∈ Zn and it follows that
the vector xB = (xS)B̃ is also in the lattice generated by B̃. And since the
matrix S has to be invertible we can do the reverse direction in an analogous
manner, which ends the proof of the claim.

13
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Definition 2.2.2. Let L be a lattice with generator matrix B ∈ Rk×n.

a) The set F := {t1b1 + t2b2 + . . . + tkbk | 0 ≤ ti < 1 for all i} is called
fundamental region.

b) The volume/determinant vol(L) of the lattice is the volume of the fun-
damental region.

Remark. It can be shown that the volume/determinant vol(L) of L is given
by
∣∣det

(
BB>

)∣∣1/2, where B is a generator matrix of L. Out of that it follows
that the determinant is an invariant of the lattice, since the determinant is
multiplicative and every matrix in GLk(Z) has determinant ±1.

If we have a given lattice L then we are often interested in finding short
vectors or vectors which are very close to a (non-lattice) target vector. There-
fore we have the following two fundamental problems.

Closest Vector Problem (CVP). Given a lattice L and a non-lattice vector
τ ∈ Rn. Find the closest vector in L to the vector τ with respect to a norm ‖·‖.

Shortest Vector Problem (SVP). Given a lattice L. Find the shortest
non-zero vector in L with respect to a norm ‖ · ‖.

Remark. The norm which we use is often the Euclidean norm ‖·‖2, since this
norm gives us the length of a vector in the sense of the Pythagorean theorem.

In the generalisation of the shortest vector problem we do not look
for the shortest non-zero lattice vector but a lattice vector which is not longer
than a given factor. Formally if a shortest vector is given by ν, then we want
to find a non-zero lattice vector u ∈ L which satisfies

‖u‖ ≤ α‖ν‖2

for a given factor α ∈ R.
And similar the generalisation of the closest vector problem is to find a
vector which is not farther up to given factor as the closest vector to the target
vector. Formally if the target vector is τ and the closest lattice vector is υ,
then we want to find a lattice vector v ∈ L which satisfies

‖v − τ‖ ≤ α′‖υ − τ‖,

for a given factor α′ ∈ R.
Certainly, these problems are generalisations, since for α = 1 and α′ = 1 we
have exactly the SVP and the CVP respectively.
To see how hard these problems are we want to look at the complexity. For
that we give two basic definitions from complexity theory.

Definition 2.2.3. The class of decision problems which can be solved by a
deterministic turing machine in polynomial time are denoted by P.

14
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The class of decision problems which can be solved by a non-deterministic
turing machine in polynomial time and if there is a solution we can verify it
in polynomial time, is denoted by NP.

Furthermore, we have also problems which are not necessarily in the class
of NP (and also not in P), but they are related to these problems.

Definition 2.2.4. A decision problem A is NP-hard, if any NP problem B
can be reduced to A. Furthermore if A is in the class of NP, then we call A
NP-complete.

Let L(b1,b2, . . . ,bn) be a lattice. The decision problem, given a vector
t ∈ Rn and r > 0, decide if there is an x ∈ Zn such that ‖xB − t‖ ≤ r, is
NP-complete with respect to any Lp-norm. The CVP can be reduced to this
decision problem with polynomially many oracle calls. In [MG02] D. Miccian-
cio and S. Goldwasser show that the SVP is not harder to solve than the CVP.
That means that if we can solve the CVP then we are also able to solve the
SVP. Moreover the SVP is NP-complete with respect to ‖ · ‖∞.

As mentioned in the introductory chapter, there are several cryptosystems
where the encryption can be cracked if you are ablte to solve a CVP or a SVP
for a given lattice. At this time, the LLL-Algorithm and its improvements are
some of the best known algorithms for solving a generalisation of SVP and
CVP.

2.2.1 LLL-Algorithm

This section will give a brief introduction to the LLL-Algorithm. Note that
there exists many improvements (for example in [Sch06]) which will not be
introduced.
Before we give the algorithm we have to give some definitions and propositions.

Gram-Schmidt orthogonalization process. Let b1,b2, . . . ,bn ∈ Rn be
linearly independent and hence a basis of Rn. Then the orthogonal basis
{b∗1,b∗2, . . . ,b∗n} is defined by

b∗i := bi −
i−1∑
j=1

µijb
∗
j for 1 ≤ i ≤ n

µij :=
〈bi,b∗j 〉
〈b∗j ,b∗j 〉

for 1 ≤ i ≤ n

where 〈·, ·〉 denotes the standard scalar product in Rn.

Now if we have a lattice L with a basis B and we want to solve the SVP,
we are seduced to do the Gram-Schmidt orthogonalization process to get an
orthogonal basis B′. Since if we have an orthogonal basis, then the shortest
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non-zero lattice vector is actually a basis vector. Now the problem is that in
the orthogonalization process we multiply the basis B by a matrix which is
invertible but not all entries are integers. Hence the lattice L′ generated by B′

is not the originally given lattice generated by B in general. Note that there
does not exist an orthogonal basis for every lattice, so we have to find a way to
do something similar which works for almost all lattices. This was for example
done by A. Lenstra, H. Lenstra, Lovász in [LLL82], where they introduced
the LLL-algorithm. They constructed an algorithm, which finds in polynomial
time a δ-LLL-reduced basis. For this, we consider first the definition of δ-LLL-
reduced.

Definition 2.2.5. Let L(b1,b2, . . . ,bn) be a lattice on Rn. Then the basis
vectors b1,b2, . . .bn are called δ-LLL-reduced with 1/4 < δ < 1, if

|µij | ≤ 1/2 for 1 ≤ j < i ≤ n,
δ‖b∗i−1‖2 ≤ ‖2b∗i + µi i−1b

∗
i−1‖22 for 1 < i ≤ n

where ‖ · ‖2 denotes the Euclidean norm.

Proposition 2.2.6 ( [LLL82], page 517, Proposition 1.6). Let b1, . . . ,bn be a
δ-LLL-reduced basis for the lattice L with 1/4 < δ < 1. Then

‖bj‖22 ≤
(

4

4δ − 1

)i−1
· ‖b∗i ‖22 for 1 ≤ j ≤ i ≤ n, (2.5)

det(L) ≤
n∏
i=1

‖bi‖2 ≤
(

4

4δ − 1

)n(n−1)/4
· det(L), (2.6)

‖b1‖2 ≤
(

4

4δ − 1

)(n−1)/4
· det(L)1/n. (2.7)

Proposition 2.2.7 ( [LLL82], page 518, Proposition 1.11). Let L(b1, . . . ,bn)
be a lattice with δ-LLL-reduced basis vectors b1, . . . ,bn. Then

‖b1‖22 ≤
(

4

4δ − 1

)n−1
· ‖v‖22

for every v ∈ L with v 6= (0, . . . , 0).

The LLL-Algorithm computes a δ-LLL-reduced basis of a lattice and it
terminates after finitely many steps.
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LLL-Algorithm.

Input: Lattice L with basis b1,b2, . . . ,bn, 1/4 < δ < 1
Output: δ-reduced basis for L

1 for i = 1 to n do
2 for j = (i− 1) to 1 do
3 bi = bi − bj ·

⌊
〈bi,bj〉
〈bj ,bj〉

⌉
4 end
5 end
6 if δ‖b∗i−1‖2 ≥ ‖b∗i + µi i−1b

∗
i−1‖2 for some 1 ≤ i ≤ n then

7

(
bi
bi+1

)
=

(
bi+1

bi

)
and go to step 1.

8 end
9 return {b1,b2, . . . ,bn}

In [LLL82] they show that the algorithm terminates after finitely many
steps. In addition they also mentioned that if K ∈ R≥2 is a constant such that
‖bi‖22 ≤ K for 1 ≤ i ≤ n, then the number of arithmetic operations in the
algorithm is O(n4 logK).

2.2.2 Gauss Volume-Heuristic

In the last part of this section we want to see a heuristic which is due to C.F.
Gauss. He has given a way to estimate the number of lattice vectors in a set
S. To do this consider the following heuristic.

Heuristic 2.2.8 (Gauss-Heuristic, [BC11]). Let L be a lattice and S ⊆ span(L)
a measurable set. Then

E [#(S ∩ L)] =
vol(S)

detL
, (2.8)

where E[·] denotes the expected value.

The idea of this heuristic results from the fact that per lattice vector there
exists one fundamental region. Hence the expected number of lattice points in
S is given by the volume of S divided by the volume of the fundamental region
given by vol(L).

Consider S = Br, the ball with radius r and center 0. If a lattice point is
contained in S, then the length of the vector which describes this point is no
longer than r. So the idea is to increase the radius r until E[S ∩ L] given by
(2.8) is 1.
The volume of the ball is given by

vol(Br) =
πn/2

Γ(1 + n/2)
rn,
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where Γ(·) is the gamma-function.
The Stirling’s approximation [Kö04] says that for large x we have

Γ(1 + x) ≈
√

2πx(x/e)x. (2.9)

So for large n we can use (2.9) to approximately compute the volume of the
ball which is given by

vol(Br) ≈
1√
πn

(
2πe

n

)n/2
rn. (2.10)

Consider this and setting (2.8) equal to 1, the estimated length of the shortest
vector is given by

r ≈
√

n

2πe
· detL1/n

assuming that (πn)1/2n is approximately 1 for large n.

It turns out that for a random lattice, this is a good approximation for the
shortest non-zero lattice vector. So if we have a lattice and a non-zero lattice
vector, which is shorter than this factor, then this vector is for sure a very short
vector in the lattice and with high probability it is even the shortest vector.
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Chapter 3

NTRU Cryptosystem

As mentioned in the introduction, NTRU cryptosystem is a public key system
introduced by Hoffstein, Pipher and Silverman at the rump session of Crypto
’96. It encrypts and decrypts a message using polynomials of small weight in
the ring R = Z[x]/xN−1. And we have seen that it is also related to lattices
and somehow its security is based on the underlying hard problems SVP and
CVP for a specified lattice. Hence we consider in Chapter 4.5 the lattice view
and define the NTRU lattice and show how to attack this lattice as well. The
connection between the cryptosystem viewed over the ring R and the NTRU
lattices is not obvious from the very first, since it was introduced in the ring
based version. However, for this moment we leave the lattice approach of
NTRU and concentrate on the ring based description.
Therefore, in this chapter we give a very general definition of the NTRU cryp-
tosystem and some main parameter sets, although in the present thesis we only
concentrate on the most recent parameters. Then we determine the complex-
ity of the cryptosystem and the correctness of the decryption. In agreement
with that we see that there exist situations where we are not able to decrypt
or the decryption is a bit more complicated, if this happens then we say that
a decryption failure occurs. These decryption failures also have a security as-
pect, so we have to analyse the occurrence of this failures, respectively the
probability that they occur.
In order to give completely new parameter sets, we give ideas to estimate the
probability of decryption failure, since the method we use for the latest pa-
rameter sets are very specific and it may be hard to adjust the computation to
another set or in other words to do this computation for sets which look much
more complicated.
To complete the analysis of the NTRU cryptosystem, we have to consider the
attacks on NTRU and determine how efficient they are. We do this in Chapter
4.5 and therefore, we see the known attacks on NTRU, which do not use a spe-
cial case of NTRU but rather can be used in general. Because of the difficulty
of analysing lattice attacks, we do not know if the attacks based on brute force
as the meet-in-the-middle attack or the attacks based on the NTRU lattice are
more efficient nowadays. But in fact any useful improvements of the lattice
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reduction algorithms in general would probably make the lattice attacks the
most efficient attacks and a big improvement in lattice reduction algorithms
would make NTRU breakable. But before we talk about this kind of matters
we concentrate on NTRU as a cryptosystem.

3.1 NTRU

The NTRU cryptosystem is viewed in the ring R = Z[x]/(xN − 1). We have
seen in the previous chapter that we can represent each ring element as a
polynomial of degree less than N , so if we take elements in R we will always
represent them in this form. Moreover, we can identify R with the module ZN ,
that means that we can describe an element in the ring R also as a length N
vector with integer entries.
As done until now we write vectors bold while we write polynomials normally,
so that it makes it easier to see, if we consider a given element in R as a vector
or as a polynomial.
In addition we sometimes compute elements modulo q for a given element
q ∈ Z, which means that we are in the ring Rq = Z[x]/〈(xN − 1), q〉. For an
element f viewed in the ring Rq we often write

f mod q,

so that it is clear that we consider it in Rq.

3.1.1 Parameters

To use the NTRU cryptosystem, we have to define the triple (N, p, q) such that
N, q, p ∈ Z (Note that there exists a situation where we choose p ∈ R to be a
polynomial however we consider this special case separately). Moreover, p and
q are relatively prime in R, p has to be small compared to q and q is usually
smaller than N . The number N is preferred to be prime, since otherwise
this leads to a weakness in security (see Section 4.5.5). With choosing these
parameters we define the rings R, Rq and Rp. After this we have to define four
subsets Lf , Lg, Lr and Lm of R. These sets have to contain only polynomials
with small coefficients compared to q and the set Lm has to entail a one-to-
one function ϕ : Lm → Rp, where we have to find the preimage of any given
element in Rp efficiently. This we need to have, since at the decryption we
only get ϕ(m) and then to recover m ∈ Lm we need to compute the preimage
of ϕ(m). It turns out that usually this is not a hard problem, for example
consider

Lm =
{
m = m0 +m1x+ . . .mN−1x

N−1 ∈ R | mi ∈ {0, 1}
}

and p = 2. Then it is clearly a very easy problem to get m ∈ Lm out of (m
mod p).
The reason why the coefficients have to be small compared to q (and what
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exactly means small in this context) we give later. It makes more sense to see
first the correctness of the decryption, since the correctness depends on the
choice of these four sets.
Anyway in the following step we have to define the private and the public key.

3.1.2 Public and Private Key

Private key. To create the private key Bob chooses f ∈ Lf uniformly at
random such that f is invertible modulo q and p, that means that the inverse
in Rq and Rp exists. The private key then consists of the polynomial f or
alternatively the pair (f, f−1p ) as well. Bob needs to check if f is invertible
modulo p anyway and hence he also can compute and store it. An additional
reason why Bob may store f−1p is that he needs it at decryption and therefore
he would save the computation of the inverse at decryption, which saves time.
Consequently, the private key is given by

Private key: f or
(
f, f−1p

)
. (3.1)

Public key. To form the public key, Bob uniformly at random chooses an
additional element g ∈ Lg (where g does not necessarily have to be invertible
in the rings Rq and Rp) and hence the public key is given by the polynomial

Public key: h := f−1q · g mod q. (3.2)

So we see that the public key is a polynomial of degree less than N , that means
that the bit length of the public key is given by

N log q ≤ N logN,

since q < N .

3.1.3 Encryption

If Alice (the sender) wants to send the message m ∈ Lm to Bob, then Alice
uniformly at random chooses a polynomial r in Lr and computes

e = m+ pr · h mod q

and sends e to Bob.

Remark. Since Alice chooses a random polynomial in Lr, the encryption of the
same message several times leads to a different ciphertext e at each encryption.
Therefore, NTRU is sometimes called a probabilistic cryptosystem.

We introduce next two methods of decryption, we call them normal decryp-
tion and simple decryption. The advantage of the normal decryption is that
the probability of successful decryption is higher, but it is slightly less efficient
than the simple decryption.
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3.1.4 Normal Decryption

If Bob receives the encrypted message e, he can recover m by using the private
key f to determine first the unique polynomial a ∈ R satisfying

a ≡ f · e mod q, (3.3)
a(1) = f(1) ·m[1] + pr(1) · g(1), 1 (3.4)

width (a) < q, (3.5)

where m[1] is the unique number satisfying

B − dq−1/2e ≤ m[1] ≤ B + bq/2c,
m[1] ≡ e(1)− pr(1) · h(1) mod q,

where B is the expected value of m(1), considering the set Lm.
So for example let Lm be the set of all polynomials in R with coefficients equal
to 0 or 1, formally

Lm =
{
m = m0 +m1x+ . . .+mN−1x

N−1 ∈ R | mi ∈ {0, 1}
}
,

then we set B = N
2 .

Remark. Note that the polynomial a ∈ R satisfying (3.3), (3.4) and (3.5) is
in fact uniquely determined. The inequality (3.5) arrange that all coefficients
of a lie in an arbitrary interval of length q, i.e. an interval in Z containing
exactly q numbers. The equality (3.4) furthermore fix this interval and hence
with (3.3) the coefficients of a are uniquely determined.
Moreover, we will see that in practise all elements of the set Lr (respectively
Lg) have the same evaluation at 1, hence r(1) and g(1) are public quantities,
so Bob knows these values and thus he can check if (3.4) holds.
Moreover the message m satisfies m(1) ≡ e(1) − pr(1) · h(1) mod q as well
and the expected value of m(1) is B, hence it follows that most probably m [1] is
actually m(1). Afterwards we see that if this is not the case, then the decryption
is unsuccessful and we end up with a decryption failure.

Assume Bob finds the polynomial a satisfying (3.3), (3.4) and (3.5)2, then
he can recover the message by multiplying it with the private key f−1p and
reduce it modulo p, which gives

m = f−1p · a mod p.

And then Bob gets the message m, since the set Lm is chosen so that the
knowledge of (m mod p) is enough to recover the message m efficiently.

Next we want to introduce an easier way to decrypt. It is more efficient
but also allows more decryption failures.

1Let k = k0 + k1x + . . . + kN−1x
N−1 be an arbitrary polynomial in R, then k(1) is the

polynomial k evaluated at 1, formally k(1) =
∑N−1
i=0 ki.

2It turns out that this is actually the case with very high probability, providing that the
parameter sets are well-chosen, however also note that it is actually not always the case.
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3.2. COMPLEXITY OF KEY CREATION, ENCRYPTION AND
DECRYPTION

3.1.5 Simple Decryption

The simple decryption works quite similar to the decryption described above.
It is done by omitting the requirement (3.4) for a and rather the polynomial
a = a0 + a1x+ . . .+ aN−1x

N−1 is defined by the two requirements

a ≡ f · e mod q, (3.6)
A−dq−1/2e ≤ ai ≤ A+ bq/2c (3.7)

where A ∈ Z depends on the parameter sets.
In other words we define a as f · e mod q, where modulo q means reducing
the coefficients between A− dq−1/2e and A+ bq/2c.

Remark. Note that the simple decryption is the same as the normal decryp-
tion, except that we do not fix the interval, which contains the coefficients of
a, with the equation (3.4) but rather with (3.7).

And if Bob once has the polynomial a, he gets the message again by mul-
tiplying it with f−1p and reduce it modulo p, formally

f−1p · a ≡ m mod p.

These two decryption methods do not directly point out that the decryption
works from the very first, so additionally to the complexity of NTRU we are
also interested in the correctness of decryption. For this we do in Section 3.3
an analysis of these decryption methods and show that with very high proba-
bility the decryption succeeds. We also discuss the situation where decryption
is not successful and we see that in some cases we can decrypt anyway, but in
some cases Alice has to re-encrypt the message.
Moreover, note that the method of the simple decryption was introduced to-
gether with NTRU in [HPS98] and the normal decryption we construct out of
some ideas which appear in the literature (for example in [SW03]).

However before considering this, we go on with the following section, where
we give the complexity of NTRU, especially the complexity of the key creation,
encryption and decryption separately.

3.2 Complexity of Key Creation, Encryption and De-
cryption

To determine the complexity of the cryptosystem, we introduce the big-O
notation.

Definition 3.2.1. For two functions f, g : S → S, where S is an arbitrary
ring, we write f(x) = O(g(x)) if there exist two constants x0, α ∈ S satisfying
f(x) ≤ αg(x) for all x ≥ x0. We call this the big-O notation.
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Example 3.2.2. Consider a binary representation of an integer number a ≤
n ∈ Z, then the length of the representation is at most log n, hence adding
two numbers in a, b ∈ Z with a, b ≤ n requires O(log n) operations. If we use
schoolbook multiplication we requires O(log2 n) operations to multiply two
numbers a, b ∈ Z with a, b ≤ n and similarly we need O(log2 n) to divide two
numbers smaller than n.

To see how costly NTRU is, consider two elements f, g ∈ Rq. A multipli-
cation, division or computation of an inverse requires in Rq

O(log2 q)

operations. Note that we invert elements using the extended Euclidean algo-
rithm. If we moreover remember that in practise we choose q < N , then we
can give the number of operations by

O(N2 · log2N).

Now we can apply this to the NTRU cryptosystem.

In the key creation we have to invert an element twice, first modulo q
and once more modulo p.
So it takes

O
(
N2
(
log2 p+ log2 q

))
operations to create the key, since in fact p is smaller than q and because of
the big-O notation the key creation needs

O
(
N2 log2 q

)
operations.
Note that we have assumed that picking randomly an element out of a subset
of R uses less operations that computing the inverse of it.

In the encryption there is one multiplication of polynomials in Rq and an
additional multiplication by p. Hence we need

O(N2 log2 q)

operations at the encryption, since multiplying a polynomial with p merely
consists of N multiplication by p in Zq.

In the decryption we have two multiplications of polynomials in Rq, as-
suming that we have stored f−1p at the key creation. Hence we need

O(2 ·N2 log2 q) = O(N2 log2 q)
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operations as well.
Further note that the public key h is a polynomial in Rq and hence the bit size
of it is given by

O(N · log q).

Remark. Note that to give complexities of key creation, encryption and de-
cryption which only depend on the number N , we simply can replace the number
q by N , since we know that q < N .

3.3 Correctness of Decryption

In this section we see that the decryption of NTRU works in most cases,
however there exists situations where it ends up in a decryption failure, so
we are interested in the probability of successful decryption. After defining
the parameter sets we are able to compute in Section 3.5 the probability of a
decryption failure explicit and it turns out that it is actually very small.
However, before we consider this we want to see that the decryption works in
most cases and why decryption does not work in every situation.
Consider first the normal decryption given in Section 3.1.4, for this remember
that Bob chooses a satisfying (3.3), (3.4) and (3.5).
The first requirement (3.3) says that a ≡ f · e in the ring Rq, so we take a
closer look at it and get

a ≡ f · e mod q

≡ f · (m+ pr · h) mod q

≡ f ·m+ pr · (f · h) mod q

≡ f ·m+ pr · g mod q.

Hence if (3.3) holds then a ≡ f ·m + pr · g mod q. The second requirement
(3.4) is

a(1) = f(1) ·m [1] + pr(1) · g(1), (3.8)

and we have seen that most probably m [1] = m(1). So most probably the sum
of the coefficients of a is equal to the sum of the coefficients of f ·m+ pr · g1.
That means if we have chosen the correct m [1], which is m [1] = m(1) and we
require that width (a) < q (which is requirement (3.5)) and assuming moreover
that width (f ·m+ pr · g) < q, it follows that the polynomial a, which Bob
uniquely determines, is actually given by

a = f ·m+ pr · g. (3.9)

1It is clear that (f ·m+ pr · g)(1) = f(1) ·m(1)+ pr(1) · g(1) holds over the ring R, since
this equality clearly holds in Z [x] and then modulo (xN − 1) does not change anything of
this fact.
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So we see that decryption works only if we define m [1] correctly and

width (f ·m+ pr · g) < q, (3.10)

otherwise we either have chosen the wrong polynomial a or we are not able to
get the correct polynomial a. But more about this in Section 3.3.1.
If Bob once found the correct polynomial a, that means the polynomial satis-
fying (3.9), we see that

f−1p · a ≡ f−1p · f ·m+ f−1p · pr · g mod p

≡ m mod p

and hence the decryption is successful.
Remember again that it is important to choose the set Lm such that the knowl-
edge of (m mod p) determines uniquely the original message m.

So Bob finds the correct polynomial a only if m [1] = m(1) and moreover it
holds that width (f ·m+ pr · g) < q. Therefore, the parameter sets Lf , Lg, Lr
and Lm have to be well-chosen in the sense that for uniform at random choices
of f ∈ Lf , g ∈ Lg, r ∈ Lr and m ∈ Lm the inequality (3.10) most probably
holds.

Additional to the normal decryption we have introduced another method,
which we called simple decryption (see Section 3.1.5). Here we have to define
the number A for the given parameter sets. This number is usually chosen such
that most coefficients of f ·m+ pr · g are between A− dq−1/2e and A+ bq/2c,
for all possible choices of f ∈ Lf , g ∈ Lg, r ∈ Lr and m ∈ Lm. Since we have
chosen the coefficients small compared to q we actually find an A such that
the probability that a coefficient is in the given interval is very high.

Let Lf , Lg, Lr and Lm be for example sets containing only polynomials
with coefficients equal to 0 or 1. That means in this case the lowest possible
coefficient of f ·m+pr ·g is 0. Hence we define for this kind of sets A = dq−1/2e,
i.e. we reduce the coefficients in the decryption between A − dq−1/2e = 0 and
A+ bq/2c = q − 1.

So if we choose the number A in that way and it moreover holds that
a ≡ f ·m+ pr · g mod q, then it is very likely that

a = f ·m+ pr · g.

And if we once have found the correct polynomial a, then decryption works
successfully as mentioned above. So we see that the simple decryption only
works if the coefficients of f · m + pr · g are also between A − dq−1/2e and
A+ bq/2c.

Remark. As mentioned the simple decryption is the method which originally
was introduced and the normal decryption is an improvement of it. Therefore,

26



3.3. CORRECTNESS OF DECRYPTION

the advantage of using the normal decryption is that the probability of a de-
cryption failure is smaller than using the simple decryption. However, note
that even with the simple decryption the probability of successful decryption is
very high, such that a failure happens very rarely.

3.3.1 Decryption Failures

So we see that there exist situations where Bob is not able to find the correct
polynomial a and therefore Bob can not decrypt the message directly. This
happens either if (3.10) does not hold or if he chooses the wrong polynomial
a, but (3.10) still holds. If (3.10) does not hold, then the correct polynomial
does not exist at all and we call this a gap failure. In this case Bob can not
decrypt and Alice has to resend the message with another r ∈ Lr or a priori the
parameter sets are chosen badly and hence Bob has to redefine the parameters.
If (3.10) still holds and a decryption failure occurs, we call it a wrap failure.
This happens if Bob chooses the wrong polynomial a, i.e. it still holds

a ≡ f · e mod q

but it does not follow that

a = f ·m+ pr · g in R.

However, if we have a wrap failure, then the correct polynomial a exists as
well, i.e. there exists a polynomial a such that it is given by

a = f ·m+ pr · g

Therefore, a wrap failure can happen with the normal decryption as well as in
the simple decryption.

• In the Normal Decryption Bob chooses the wrong polynomial a if m1

is chosen wrong, i.e. m [1] 6= m(1). Bob can correct this kind of failure
by replacing m [1] by m [1]± k · q for k ∈ {1, 2, . . . , T}, where T ∈ Z is a
defined error bound, until he gets the correct polynomial a. Since m [1]
is bounded by the set Lm, certainly he is able to define an error bound
T .
Let Lm be for example the set of all polynomials with coefficients equal
to 0 or 1. Then the lower bound of m [1] is 0 and the upper bound is
N , so it is easy to compute the error bound T such that m [1]± k · q for
k ∈ {1, 2, . . . , T} remains a possible m [1].

• Remember that in Simple Decryption Bob omits the requirement (3.4)
for a and defines the polynomial a as f · e mod q, where he reduces the
coefficients between A−dq−1/2e and A+bq/2c. So if (3.10) still holds, but
Bob chooses the wrong polynomial a, then he has reduced the coefficients
to the wrong interval. That means that the number A is chosen wrong.
Therefore, he can correct it by replacing A with A± 1, A± 2, . . . , A±T ′
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for an error bound T ′ ∈ Z, until he gets the correct polynomial a. Again
Bob is able to define the error bound T ′ based on the four sets Lf , Lg, Lr
and Lm, since the four sets are bounded and hence f ·m+pr ·q is bounded
as well.

Remark. Note that we have to define such error bounds, since at the decryp-
tion Bob does not know with what kind of failure he deals with and so he has to
assume that he deals with a wrap failure and try to find the correct polynomial
a = f ·m+pr ·g and if he fails and moreover the error bounds are well-chosen,
then he knows that it is a gap failure.
In Addition Bob is only able to correct a wrap failure if he can judge that the
polynomial a = f · m + pr · g he gets is the correct one, that means that he
has to be able to decide if the message he decrypted is the correct message or
not. Consider the case, where Alice wants to send a random key to Bob, then
Bob can not estimate if either the message he gets is correct or not. In this
case either Alice has to add some check bits or Bob has to suppose that the
decrypted message is really the original sent message. Note that adding some
check bits may end up in a leakage of security.
It turns out that decryption failures are very rare and therefore Bob assumes
that he always decrypts successfully in the case where he can not judge if the
decryption is successful or not.

So in order that decryption is successful in almost all cases, i.e. Bob finds
the correct polynomial a, we have to ensure that we choose the parameter sets,
such that a gap failure is very rare, since only then Bob is able to find a way
to decrypt the ciphertext.

To illustrate that NTRU really works, assuming we are not in the case,
where we get a decryption failure, but to see that there are bad cases as well,
we give an easy example of a NTRU cryptosystem. To simplify we do not
define all parameter sets but rather define only the chosen polynomials we
need.

Example 3.3.1. Let N = 11, q = 7 and p = 2, further let f, g ∈ R be defined
as

f = x8 + x2 + x,

g = x9 + x5 + 1.

Then Bob computes the public key

h = g · f−1q mod q

= 2x10 + 3x9 + x8 + x7 + 5x6 + 4x4 + 3x3 + 3x2 + 6x+ 1

and then he publishes h and stores the private key f . Now Alice wants to send
the message

m = x10 + x5 + x3 + x+ 1 ∈ R
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to Bob and for this she chooses r to be the following ring element

r = x7 + x2 + 1 ∈ R (3.11)

and she gets the ciphertext

e := m+ pr · h mod q

= 6x10 + 3x8 + 4x7 + x6 + 6x5 + 2x4 + 4x2 + 3x+ 3,

and sends it to Bob.
Before Bob decrypts, he has to compute m [1], where he knows that it holds

2 < m [1] < 9

m [1] ≡ 5 mod 7,

hence m [1] = 5. Now he wants to find the polynomial a, which satisfies

a ≡ 3x9 + x8 + 6x7 + x6 + 5x5 + x4 + x3 + 5x2 + 4x+ 6

a(1) = 3 · 5 + 2 · 3 · 3 = 33

width (a) < 7

and then actually the polynomial 3x9+x8+6x7+x6+5x5+x4+x3+5x2+4x+6
satisfies this properties, so this is already the polynomial a which Bob chooses.
And hence he gets the message m by computing

m ≡ f−1p · a mod p = x10 + x5 + x3 + x+ 1

So we see that in this case Bob is able to decrypt without any failures and if
we take a closer look at

f ·m+ pr · g = 3x9 + x8 + 6x7 + x6 + 5x5 + x4 + x3 + 5x2 + 4x+ 6,

we see that

width (f ·m+ pr · g) = 6 < 7,

and moreover we see that m(1) = 5 as well. Hence the decryption had to be
successful.

If Alice takes

r′ = x9 + x7 + x5 + x4 + x3 + x2 + 1 ∈ R (3.12)

as a second example, she gets the ciphertext

e′ = 2x10 + 6x9 + 2x7 + 6x6 + 2x4 + 5x3 + 3x2 + 5x+ 2,

and sends it to Bob. And hence Bob again has to define m [1], which satisfies

2 < m [1] < 9

m [1] ≡ 5 mod 7,
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so he chooses m [1] = 5. The polynomial a has now to satisfy

a ≡ 2x10 + 3x8 + x7 + x6 + 3x4 + 6x+ 6 (3.13)
a(1) = 3 · 5 + 2 · 7 · 3 = 57 (3.14)

width (a) < 7. (3.15)

And then 2x10 + 3x8 + x7 + x6 + 3x4 + 6x + 6 does not satisfy (3.14) yet,
so Bob has to add to the lowest coefficients q = 7 until he gets 57 for a(1).
And if he tries to do it, we see that he is not able to find a polynomial which
satisfies (3.13) and (3.14), (3.15) at the same time. Therefore, the decryption
is unsuccessful.
To show why the decryption iss unsuccessful we take a closer look at the
polynomial f ·m+ pr · g, which is given by the following polynomial

2x10 + 7x9 + 3x8 + 8x7 + x6 + 7x5 + 3x4 + 7x3 + 7x2 + 6x+ 6

and we see that

width (f ·m+ pr · g) = 7 6< 7.

Hence the decryption can not work, although the number m [1] is chosen cor-
rectly.

3.4 Parameter Sets

So we already have seen the importance of the parameter sets. If they are
not chosen well we can not ensure that decryption works in almost all cases.
Further, it turns out that these parameter sets are also very important in
matters of security aspects of NTRU. So different parameters entail different
security analysis, that means that if NTRU is resistant to an attack under
one parameter set, it does not mean that it still holds for other parameter
sets. In the present thesis we introduce three parameter sets. The first one
was originally introduced in [HPS98] by Hoffstein, Pipher and Silverman and
we call it NTRU-1998 1. The interesting of NTRU-1998 is that the sets are
based on ternary polynomials, which means that polynomials have only coef-
ficients -1,0,1. The second parameters we call NTRU-2000 and there the idea
appeared to choose the private key f such that the inverse modulo p is always
1 ∈ Rp, since then we can save a multiplication at decryption. Moreover, it is
also interesting since they choose p to be a polynomial instead of a number.
They prove in their paper that this choice of p is allowed and to illustrate that
such a proof is not always trivial we show it as well as the parameters itself.
The third parameter sets are the most important parameter sets for us, called
NTRU-2003. We choose this as the standard, since it is also the chosen stan-
dard of the Consortium of Efficient Embedded Security, where they called the

1Note that the number behind NTRU is the year when the paper from where we got
these sets was published.
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explicit given parameters ees251ep4 in [fEES03]. Therefore, we use the same
notation as well. The last parameter sets we introduce is called NTRU-2005
and it can be seen as a specified version of NTRU-2003, since it has some
improvements in efficiency but the sets are more or less the same.
To define these different sets we introduce the following notations.

Notation. Let d+ and d− be two integers with d+ + d− ≤ N , then

L(d+, d−) :=

{
f ∈ R

∣∣∣∣ d+ coefficients of f are 1, d−
coefficients are -1, and the rest of them are 0

}
.

Moreover, if we only want a set with coefficients equal to 0 and 1, we define

B(d) := L(d, 0).

In the next four section we introduce the different parameter sets, which we
bring up above.

3.4.1 NTRU-1998

As mentioned the parameters we consider in the current section were intro-
duced in [HPS98] together with NTRU itself and therefore they can be seen
as the first parameters suggested.
The number N is chosen to be prime and usually

p = 3, q = 2k

for a k ∈ Z.
Further, we choose three positive integers df , dg, dr all smaller than N/2 and
define

Lf := L(df , df − 1), Lg := L(dg, dg), Lr := L(dr, dr),

where we see that the three sets contain only polynomials with coefficients
equal to -1, 0 or 1.

Remark. The set Lf is chosen differently since the element f has to be in-
vertible modulo q and p. And if f(1) = 0 then f is not invertible in Rq as
well as in Rp, hence we request f(1) = 1 and therefore it is very likely that f
is invertible. We have seen in Chapter 2 that the probability that a uniformly
at random chosen element in Rp is invertible, is in general sufficiently high to
find an invertible f efficiently.

The message space Lm is usually the largest possible set such that we can
uniquely recover m out of (m mod p). Therefore, we define

Lm := {m ∈ R | mi ∈ {−1, 0, 1}}.

In this case it is clear that the knowledge of (m mod p) is enough to determine
the message m uniquely.
The suggested explicit values for the parameters with the corresponding secu-
rity level are listed in the following table.
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Security Level N q p df dg dr
Moderate 107 64 3 15 12 5

High 167 128 3 61 20 18
Highest 503 256 3 216 72 55

Note that these security levels are not as secure as their names say, only the
hierarchy has validity at this place.

3.4.2 NTRU-2000

In [HS00] new parameter sets were introduced. Most of the time consumed
during the encryption and decryption is due to multiplication of polynomials.
The encryption needs one multiplication r · h and the decryption needs two
multiplications, namely f · e mod q and f−1p · a mod p. Further, in the key
creation the most costly operation is the computation of f−1q and f−1p . Related
to this problem we can think about an appropriate choice of parameters to
speed up decryption and key creation. And one possibility is to choose f in
the form

f = 1 + p · F, F ∈ R.

Therefore, we do not have to invert f modulo p since it always holds f−1p = 1.
And exactly this property allows to omit one multiplication at the decryption.

Remark. It seems that the performance improvement gained with this method
is not significant since we only avoid computations modulo p and in practise p
is often very small. But in [HS00] it is stated that it happens that multiplication
modulo p is more costly than multiplication modulo q.

If we choose the private key f in this form, the question arises how to
choose p, since we want that the width of f ·m + pr · g is smaller than q in
most of the cases.
Consider f = 1 + p · F with F ∈ R. Then at the decryption process we have
to find a ∈ R such that

a = p · (r · g +m · F ) +m, (3.16)

where we only succeed if

width (p · (r · g +m · F ) +m) < q. (3.17)

Hence, it may be better to choose p smaller than 3, since if p increases then the
probability that (3.17) does not hold, i.e. a decryption failure occurs, increases
as well. And there is no reason why p needs to be an integer, although we
assumed it until now, i.e. NTRU allows to take p to be a polynomial. However,
it has to be satisfied that the ideal generated by p and q are relatively prime1

in R.
An additional issue is that we have to be able to recover the message m out

1Two ideals I, J ⊂ R are relatively prime if I + J = R.
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of (m mod p). In other words if we choose Lm to be the set of all binary
polynomials in R then the size of Lm is 2N and the map

ϕ : Lm → R/pR

m 7→ m mod p

has to be one-to-one and further there has to be a way to invert ϕ efficiently.
Moreover, note that p = 2 is not allowed since we still choose q = 2k for k ∈ Z.
Hence in [HS00] they point out that the best choice is to take p = x + 2 and
they showed that this choice of p is permitted. We follow their proof to show
that this is really the case and also to illustrate that the proof that new choices
of parameters are valid, is not always trivial.
For this we first show that the ideal generated by p and q are relatively prime
in R. To do this we assume q = 2k and N ≥ k > 1, where N > 2 is prime.
Then we show that

〈
p, q, xN − 1

〉
= Z [x]. We write

xN − 1 = xN + 2N − 2N − 1 = (xN + 2N )− q · 2N−k − 1. (3.18)

Since N is odd it holds that (xN + 2N ) = (x + 2) · u(x) with u(x) = xN−1 −
2xN−2 + · · ·+ 2N−1 ∈ R. With this we can write (3.18) as

1 = p · u(x)− q · 2N−k − (xN − 1) (3.19)

and it follows that the ideals generated by p and q are relatively prime in
R. Left to prove that ϕ is one-to-one. For this remember that we defined
Lm to be the set containing all binary polynomials and consider the following
proposition.

Proposition 3.4.1. The evaluation map

R/pR→ Z/(2N + 1)Z; a(x) 7→ a(−2) (3.20)

is an isomorphism. And therefore the map

ϕ : Lm → R/pR (3.21)

is one-to-one.

Proof. We know that Z [x] /pZ ∼= Z. So consider the evaluation map Z [x] /pZ→
Z/(2N + 1)Z ; a(x) 7→ a(−2), which is clearly onto and xN − 1 maps to
(−2)N − 1 = −(2N + 1) (since we assume N is odd). So we see that

〈
xN − 1

〉
is the kernel of the map. Hence the map (3.20) is an isomorphism.
Using that R/pR ∼= Z/(2N + 1)Z it is left to show that for two binary poly-
nomials m and m′ in Lm satisfying m(−2) = m′(−2) mod (2N + 1) it follows
that m = m′. For a binary polynomial a(x) in Lm the value a(−2) is at most

1 + (−2)2 + (−2)4 + · · ·+ (−2)N−1 =
2N+1 − 1

3
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and at least

(−2) + (−2)3 + · · ·+ (−2)N−2 = −2N − 2

3
.

The difference between this two values is 2N − 1. So if m(−2) = m′(−2)
mod (2N + 1) it actually holds that m(−2) = m′(−2).
Suppose m 6= m′ and consider d(x) = m(x) − m′(x) = dkx

k + dk+1x
k+1 +

· · · + dN−1x
N−1 for a 0 ≤ k ≤ N − 1 with dk 6= 0. Since m,m′ are binary

polynomials it follows di ∈ {−1, 0, 1} for all i, that means that dk ∈ {−1, 1}.
Since d(−2) = 0 it holds

0 = d(−2) = dk(−2)k mod 2k+1.

And it follows that 2 divides dk, but then it is a contradiction. Thus d(x) = 0
and hence ϕ is one-to-one.

This proposition shows that we can use p = x + 2 for NTRU and it is
ensured that the decryption works. In [HS00] there is also an algorithm to
recover the message m out of (m mod p) efficiently.
So the parameter sets are given by three positive integers dF , dg and dr and
defined by

Lf := {1 + pF | F ∈ B(dF )} Lg := B(dg) Lr := B(dr)

and as mentioned the message space Lm contains all polynomials with coeffi-
cients 0, 1.

3.4.3 NTRU-2003

In [fEES03] the parameter sets of NTRU-2000 were adjusted. Instead of using
p = x + 2, they use p = 2. Further q is a prime number, so that it is ensured
that p and q are relatively prime, as well as choosing q to be a power of 2 is
not longer valid. The sets Lf , Lg, Lr and Lm are the same as in NTRU-2000,
that means

Lf := {1 + pF | F ∈ B(dF )} , Lg := B(dg), Lr := B(dr),

and

Lm = {m ∈ R | mi ∈ {0, 1}} .

In [fEES03] there are given explicit parameter sets for NTRU-2003, which
maximize for the selected security level both the security and the efficiency for
NTRU. They call this standard ees251ep4 and its given by

N = 251

p = 2

q = 239.
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Moreover, the sets Lf , Lg and Lr are chosen with

dF = dg = dr = 72.

That means that we have the following parameter sets

Lf := {1 + pF | F ∈ B(72)} Lg := B(72) Lr := B(72)

3.4.4 NTRU-2005

In [HGSW05] they additionally showed that we can do an improvement in
efficiency. This will be done with the low hamming weight products, that
means we split of F ∈ LF and/or r ∈ Lr to save time. Consider for example the
encryption process. The most costly operation is the multiplication r·h mod q.
So suppose for example that r is a binary polynomial with d ones. Then the
multiplication with h needs about dN operations, where one operation includes
an addition and at the end we have to do a remainder modulo q. As we need
to have some security property the d have to be accordingly large. Since we
want that the eavesdropper could not find r with an exhaustive search, it is not
possible to make d smaller. One possibility would be to choose r as a product
of two polynomials r1 and r2 with dr ones and add a third polynomial r3 also
with dr ones. They pointed out that then r = r1 · r2 + r3 has about d2r ones
but the multiplication with h only costs about 2drN operations. Moreover, it
is a short computation to show that the search space for triples (r1, r2, r3) is
sufficiently large.
Similarly, we can apply this to speed up the decryption process. Here, the
most costly operation is the multiplication f · e mod q. We also choose three
polynomials f1, f2, f3 with df coefficients 1 and the rest 0, such that the private
key is of the form f = 1 + p · F with F = f1 · f2 + f3. It follows that F is
more or less a polynomial with coefficients {0, 1}. And as above a computation
shows that the search space for triples is sufficiently large.
Therefore, the two sets are formally defined as

Lf := {1 + p(f1 · f2 + f3) | fi ∈ B(df )} , Lr := {r1 · r2 + r3 | ri ∈ B(dr)} .

Instead of choosing all fi in B(df ) we can choose three different integers df1 , df2
and df3 as well, and the same for the set Lr. Anyway, in practise one often
chooses df and dr equal and very small, i.e. about N/25 and N/20.

Note that NTRU-2003 is still suggested and NTRU-2005 can be seen as
a specified version of NTRU-2003. Hence we set as the standard at this pa-
per NTRU-2003 with ees251ep4 (instead of NTRU-2005 ), but note that most
computations can be done similarly with NTRU-2005. Moreover, NTRU-2005
is an improvement in efficiency and not an improvement in security, hence we
do not gain any security if we choose NTRU-2005 instead of NTRU-2003.
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Remark. In Section 3.1.5 we said that the number A to be choose in simple
decryption depends on the parameter sets. Therefore, we give at this point the
number A for each introduced parameter sets in the following list.

Parameter Sets A
NTRU-1998 0
NTRU-2000 dq−1/2e
NTRU-2003 dq−1/2e
NTRU-2005 dq−1/2e

Note that for A = 0 it follows that we reduce the coefficients between −dq−1/2e
and bq/2c and for A = dq−1/2e we reduce the coefficients between 0 and q − 1.

In the following section we compute the probability of decryption failures,
since it turns out that it is important that they are sufficiently small.

3.5 Probability of Decryption Failures

To compute the probability of a decryption failure we follow [SW03]. It turns
out that it is very important that the probability of a decryption failure is
sufficiently small, since otherwise we can recover the message out of decryption
failures (compare Section 4.4). For simplicity we choose for this computation
that the messagem is contained in the set B(dm) with dm = bN/2c. Moreover,
we do this computation with the parameter sets ees251ep4 from NTRU-2003,
since this is the standard which is suggested to use in practise nowadays.
To estimate the probability of a decryption failure we have to compute the
probability that b := p (F ·m+ r · g) +m ∈ R has width at least q. And since
m is a polynomial with only coefficients equal to 0 and 1, we get

width (b) ≤ p · width (F ·m+ r · g) + 1, (3.22)

and hence

P (width (b) ≥ q) ≤ P
(

width (F ·m+ r · g) ≥ q − 1

p

)
. (3.23)

Therefore, we have to compute the probability that the width of F ·m+ r · g
is greater than q−1

p .
Note that ifm is an uniformly at random chosen binary polynomial, then either
(3.22) is an equality or the left-hand side is only 1 smaller than the right-hand
side. Hence we lose very little in using the inequality (3.23).
For a polynomial f , let fi denote an uniformly at random chosen coefficient of
f and remember that we choose F in the set B(df ), which is the set of polyno-
mials with exactly df 1’s and N − df 0’s as coefficients. Hence a coefficient of
F ·m is formed by adding up dm elements chosen uniformly at random without
replacement from a pool of df ones and N − df zeros. Thus the probability
that a coefficients of F ·m is u ∈ Z is given by

P ((F ·m)i = u) =

(
df
u

)
·
(N−df
dm−u

)(
N
dm

) , (3.24)

36



3.5. PROBABILITY OF DECRYPTION FAILURES

and similarly the probability that a coefficient of r · g is v ∈ Z is given by

P ((r · g)i = v) =

(
dg
v

)
·
(N−dg
dr−v

)(
N
dr

) . (3.25)

If we have these two probabilities we can give an expression for the probability
that a coefficient of b = F ·m+ r · g is equal to w ∈ Z,

P (bi = w) =
w∑
t=0

P ((F ·m)i = w − t) · P ((r · g)i = t) . (3.26)

To compute now the probability that the width of a polynomial is greater
than a number T we have to compute first the probability that the maximal
coefficient is greater than that T and the probability that the minimal coef-
ficient is smaller than some T respectively. Note that the coefficients of the
polynomial F ·m and r · g respectively are independent. And we already know
the probability of P (bi = w) and moreover we assume that this probability is
independent of the choice of the index i.

Remark. In [SW03] it is pointed out that the effect of independence assump-
tion is very small, but the fact that for example F (1) ·m(1) = dfdm shows that
in truth there is a small dependence between the coefficients. The correlation
coefficient between (F ·m)i and (F ·m)j for two distinct indices i and j they
give by

Cor ((F ·m)i, (F ·m)j) = − 1

N − 1

and hence the computation of the width probabilities tend to underestimate the
actual width probabilities, but if N is sufficiently large, then the effect will be
small. Similarly the same holds for the product r · g and hence we ignore this
small effect.

Therefore, the probability that the maximal coefficient is greater than some
T is given by

P (max abi > T ) = 1− P (max bi ≤ T )

= 1− P (b0 ≤ T ) · P (b1 ≤ T ) · · ·P (bN−1 ≤ T )

= 1− (P (bi ≤ T ))N

= 1−

∑
t≤T

P (bi = t)

N

and similar the probability that the minimal coefficient is smaller than T is
given by

P (min bi < T ) = 1−

∑
t≥T

P (bi = t)

N

.
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With this we can compute the probability of (3.23), i.e. the probability that
the width of F ·m+ r · g is at least β := q−1

p . This will be done by computing
the probability that the minimal coefficient is t and the maximal coefficient is
at least t+ β and sum over all t, hence we get

P (width (b) ≥ β) =
∑
t

P (min bi = t) · P (max bi > t+ β − 1)

where

P (min bi = t) = P (min bi < t+ 1)− P (min bi < t) .

Remark. Note that the coefficients of b are bounded by the parameter sets or
even by the ring Rq, hence although if we sum over all P (bi = t) for t ≤ T
or for t ≥ T , we only have to compute the probabilities for finitely many t.
More precise, P (bi = t) is non-zero for only finitely many t’s, i.e. the sums
which are given are all finite and hence we can determine the probabilities very
efficiently.

Consider the parameters ees251ep4 from NTRU-2003 and then dm =
b251/2c = 125 and β = 116. In [SW03] they compute the probabilities to
be given by (3.27) and (3.28).
Thus if we decrypt with the method of simple decryption we see that the
probability of a decryption failure is given by

P (max bi ≥ 116) < 2−104, (3.27)

since no coefficient of b is less than 0, we know that min bi is for sure at least
0.
Additionally, if we use the normal decryption to decrypt then the probability
of a decryption failure is given by

P (width (b) ≥ 116) < 2−156. (3.28)

So if we have attacks which are built on decryption failures, then for NTRU-
2003 decryption failures occur too rarely for an attack to be efficient.

Since we have computed the probability of decryption failures very accu-
rately for NTRU-2003, we want to give a brief overview of the other ideas to
estimate decryption failures in the rest of this chapter. This section would
be interesting if we try to build entire new parameters, where it is difficult to
compute the probability of decryption failures directly. Moreover, we compute
the estimated probability of NTRU-1998 as well.

To construct new parameter sets or to see if the chosen parameter sets are
good enough, we can estimate the width with Proposition 2.1.3. We have seen
that decryption is successful if

width (f ·m+ pr · g) < q.
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This holds if we request that each term satisfies

width (f ·m) < q/2 and width (pr · g) < q/2. (3.29)

And therefore with Proposition 2.1.3 it follows that (3.29) holds holds if

‖f‖2 · ‖m‖2 <
q

2γ2
and ‖r‖2 · ‖g‖2 <

q

2‖p‖2γ2
(3.30)

for γ2 given in Proposiition 2.1.3 and the corresponding ε. That means if we
choose the parameters such that (3.30) holds, it follows that the probability of
successful decryption is greater than (1− ε)2 and the probability of a decryp-
tion failure is smaller than 2ε− ε2.
Note that Propsition 2.1.3 is only an existence result, hence to check if (3.30)
holds, we have to be able to find γ2 for the corresponding ε.

Another way to estimate the probability of decryption failures is to compute
it with the centred norm. To complete the computation we have to illustrate it
by an example. For this we use NTRU-1998 with the security level "Highest"
and there we see an evidence that the parameter sets of NTRU-1998 are no
longer suggested, since the probability of a decryption failure is most probably
too high. To do this computation we have to assume that the coefficients of
the polynomial b = f ·m+ pr · g ∈ R are normal distributed with a standard
deviation which is equal to the given experimental standard deviation. Along
with this assumption we decrypt with the method of the simple decryption.
As mentioned decryption works if the coefficients of b have width smaller than
q.
So consider b = f ·m + pr · g. The two products f ·m and pr · g have both
very small coefficient so we can assume that they are nearly orthogonal, that
means 〈f ·m, pr · g〉 ≈ 0. With this assumption and Proposition 2.1.5 we get

‖b‖2⊥ ≈ ‖f ·m‖2⊥ + ‖pr · g‖2⊥
≈ ‖m‖2⊥ · ‖f‖2⊥ + p2‖r‖2⊥ · ‖g‖2⊥

Note that in practise the norm of f, g, r are known by the definition of the sets
they are contained in. The norm ‖m‖2 is set at his expected value, i.e. we

set ‖m‖2 =
√

2N
3 , since for NTRU-1998 Lm is the set of all polynomials with

coefficients equal to -1,0 and 1.
With the definition of the centred norm we get the experimental standard
deviation of the coefficients of b for uniformly at random chosen f, g, r and
m, which is given by ‖b‖⊥√

N
. As mentioned we assume that the coefficients of b

are normal distributed with standard deviation ‖b‖⊥√
N
. Since we decrypt in the

simple way, we reduce the coefficients between A− dq−1/2e and A+ bq/2c with
A = 0. Thus we get a failure in decryption if at least one of the coefficients
bi exceeds either bq/2c or is smaller than −dq−1/2e. Thus we can compute the
probability that this happens.
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Example 3.5.1. For illustration we compute the estimated probability of
successful decryption for the security level "Highest" of NTRU-1998. So

N = 503 q = 256 p = 3

and df = 216, dg = 72 and dr = 55. Therefore, the sets are given by

Lf = L(df , df − 1) Lg = L(dg, dg) Lr = L(dr, dr)

And then the experimental standard deviation is

σ =
‖b‖⊥√
N

=

√
‖m‖2⊥ · ‖f‖2⊥ + p2‖r‖2⊥ · ‖g‖2⊥√

503

=
12 ·
√

670834

503
≈ 19.54.

The probability that a coefficient bi is at most bq/2c = 128 and at least
−dq−1/2e = 127 is

P (−127 ≤ bi ≤ 128) =

128∫
−127

1

σ
√

2π
e
−t2
2σ2 dt ≈ 0.99999999993.

Hence the probability that a failure occurs in decryption is at least

1− P

(⋃
i

{−127 ≤ bi ≤ 128}

)
= 1− (P (−127 ≤ bi ≤ 128))503

= 3.47 · 10−8

Therefore, the probability that a decryption failure occurs is about 2−24. Note
that this probability also includes the wrap failures.

As already mentioned it turns out that it is very important to have a low
probability of decryption failures, since if we have an attack which is built on
decryption failures, we have to ensure that such failures happen at most 2−80

of the time. Hence we see that NTRU-1998 with the given parameters are
most probably no longer recommendable, since the probability of gap failures
is too large

At last note that theoretically we can completely avoid decryption failures
as well. This we do by choosing q large enough, such that we can ensure that

width (f ·m+ pr · g) = width (m+ p · (F ·m+ r · g)) < q.

Consider for example NTRU-2003, then the largest possible coefficient of the
product F ·m is at most dF , this happens when dF 1’s of F meet dF 1’s of
m. With the same reason is the largest coefficient of the product r · g given by
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max {dr, dg}. And thus the maximal possible coefficient ofm+p·(F ·m+ r · g)
is given by

1 + p · (dF + max {dr, dg}) . (3.31)

The smallest possible coefficient of f ·m + pr · g is given by 0, since it is not
possible that a coefficient gets negative.
Hence if we choose

q > 1 + p · (dF + max {dr, dg}) (3.32)

it would follow that the width of f ·m + pr · g is always smaller than q and
moreover even if we decrypt with the simple decryption, there does not exist
wrap failure. Now we could ask, why we do not choose q always that (3.32)
holds. The first problem is, that the efficiency of encryption and decryption is
lost if we choose q too large. As a second problem it turns out that if q gets too
large, then there turn up a weakness of lattice attacks. Moreover, we have to
see that the probability that this boundary will be reached is very low, hence
it is not required that q satisfies (3.32).
But if we consider NTRU-2003 with ees251ep4 we have

1 + p (dF + max {dr, dg}) = 289,

q = 239,

and hence we see that q is indeed smaller and thus (3.32) is not satisfied, but
even so we choose q very large and therefore we have seen that decryption
failures are very rarely.

Now we have seen the NTRU cryptosystem with some parameter sets,
especially the suggested parameter sets NTRU-2003 (and NTRU-2005 ) and
that the decryption with the given parameter sets works in most of the cases.
The next thing we have to consider is the security of NTRU. For this we
introduce in the next chapter some attacks against NTRU. There we begin
with the basic attacks, as for example brute force and some improvements of
brute force. And then as mentioned in the introduction we also see the lattice
based attacks. Along with these attacks there also exists an interesting attack
based on decryption failures. Further, we give in the followed chapter a brief
discussion of the security of the NTRU cryptosystem
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Chapter 4

Security Analysis of NTRU

While the different attacks on NTRU are always of the same form, except some
specific attacks, it is very difficult to give a complete security analysis in the
sense that the designer can choose different parameter sets. As mentioned the
standard we have is NTRU-2003 with the explicit parameters called ees251ep4.
Therefore, we introduce the most important attack in the current chapter and
do the analysis with our standard parameters. Moreover, all the attacks we
introduce can be used in general. That means that whatever parameters we
use, the attacks works on this parameters as well.
In the first two Sections 4.1 and 4.2, we show the Brute Force attack and
an improved attack called Meet-in-the-Middle attack. Then we introduce in
Section 4.3 an attack which shows that we should not send the same message
multiple times with the same public key h. Along with this attack we show in
Section 4.4 that it is important that the probability of a decryption failure is
very small, that means it has to be smaller than for example 2−80. In Section
4.5 we see the most interesting attacks on NTRU, called the lattice attacks.
As mentioned these attacks try to solve a SVP or a CVP in the lattice given by
NTRU. Moreover, we see that we can choose between attacking the private key,
which is equivalent to solving a SVP or the message directly, which is equiv-
alent to solving a CVP. Actually Coppersmith and Shamir showed in [CS97]
that we can gain information about the message as well, if the lattice attack
does not find the shortest non-zero vector at all. In the Section 4.5.5, we ad-
ditionally see that it is important to choose N prime, since otherwise we can
reduce the dimension of the NTRU lattice.

First we want to point out why we need to have that p, q ∈ Z are relatively
prime. Hence assume that they are not coprime and p is prime. Since p < q it
follows that p | q. That means that q = s · p for a s ∈ Z and it follows

s · e ≡ s ·m+ s · p︸︷︷︸
=q

r · h mod q

≡ s ·m mod q.

Hence we get the original message m ∈ Lm. So if p and q are not relatively
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prime, then we directly get the message m, thus it is very important to choose
these two numbers well. But as we have seen in our standard NTRU-2003 we
choose p and q to be prime numbers and so they are coprime for sure.

Before we start with the attacks against NTRU, we want to see what we
have to look for and when we know that we have a valid key to decrypt re-
spectively. Remember that the decryption is successful if we are able to find
the polynomial a satisfying

a ≡ f · e mod q,

a(1) = f(1) ·m(1) + pr(1) · g(1),

width (a) < q,

where we do not know m(1), but we guess it in a way such that with very high
probability we get the correct m(1). And we have seen that we find the correct
polynomial in the sense that we can decrypt with this polynomial a, if

width (f ·m+ pr · g) < q,

where the polynomials f and g satisfies

g = f · h mod q.

Therefore, note that to break NTRU we need two ring elements f ′, g′ ∈ R
which fulfil

g′ = f ′ · h mod q and (4.1)
width

(
f ′ ·m+ pr · g′

)
< q. (4.2)

Since if this is the case, then we actually find a polynomial a′ with the corre-
sponding pair (f ′.g′), such that we can decrypt successfully. That means that
we do not have to find the exact private key f , but it suffices to find an element
with similar properties.

Remark. Note that moreover the element f ′ has to be invertible modulo p such
that we can use it to decrypt. But actually for a random choice of f ′ in Rp we
have seen that this probability is usually large enough.

The question is, if there exists other pairs (f ′g′) with the properties (4.1)
and (4.2) at all. However, we see that actually at least N−2 other pairs exists.
To see this we first need a definition.

Definition 4.0.2. Let f = f0 + f1x+ . . .+ fN−1x
N−1 be an element in R and

let f = (f0, f1, . . . , fN−1) be the vector representation of f . The k-th rotation
of f , denoted by f (k), is the ring element defined by the vector given by

f (k) := (fN−k, fN−k+1, . . . , fN−1, f0, f1, . . . , fN−k−2, fN−k−1.) .
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Remark. Note that the k-th rotation of an element f ∈ R we also can repre-
sent by f (k) = xk · f . That means that the k-th rotation of a polynomial in the
ring R is equivalent to the multiplication by xk. This holds since in the ring R
we work modulo xN − 1.

Consider the k-th rotations of the private key f for a k ∈ {1, 2, 3, . . . , N − 2}.
It follows

f (k) · h = xk · f · h mod q

= xk · g mod q

= g(k) mod q

and thus every rotation of the private key f fulfils (4.1). Moreover, we see that
for any k-th rotation of f it holds

width
(
f (k) ·m+ pr · g(k)

)
= width

(
xk · f ·m+ pr · xk · g

)
= width

(
xk · (f ·m+ pr · g)

)
= width (f ·m+ pr · g) < q,

since the corresponding polynomial f ·h mod q is exactly the k-th rotation of g,
as we have seen above. Hence each pair (f (k), g(k)) for k ∈ {1, 2, 3, . . . , N − 2}
fulfils (4.1) and 4.2) and therefore is a valid key for decryption. And this in
fact shows that if we have a private key f for NTRU, then at least N −2 other
valid private keys exist. Moreover, all of them have the same norm, since they
are only rotations of the original key.

The résumé of these facts is that to break NTRU we have to find a pair
(f ′, g′) ∈ R2 such that g′ = f ′ · h mod q and width (f ′ ·m+ pr · g′) < q
and we have seen that actually there exist multiple pairs which satisfies there
properties.

4.1 Brute Force

If Eve (the eavesdropper) wants to find the private key by an exhaustive search,
there are two possible ways.

• Either she looks for a valid private key. For this she can look for f ′ ∈ Lf
with the property that

g′ := f ′ · h mod q

has very small coefficients compared to q, preferred that the most coef-
ficients are equal to 0 and the others only 1. Since then the chance is

45



CHAPTER 4. SECURITY ANALYSIS OF NTRU

good that f ′ is a rotation of the original chosen key f or another good
key which satisfies

width
(
f ′ ·m+ pr · g′

)
< q (4.3)

and hence (4.1) an (4.2) are fulfilled and she can decrypt successfully.

• A second possibility to search for a valid private key is that Eve searches
for g′ ∈ Lg with the property that

f ′ := g′ḣ−1 mod q

has very small coefficients, also preferred that the most coefficients are
equal to 0 or 1. Since similar as above the chance is good that f ′ is a
rotation of the original key f or another good key which again satisfies
the inequality (4.3) and therefore Eve is able to decrypt again.
Note that for this method the public key h has to be invertible in Rq,
which is in fact most probably with high probability the case.

Instead of trying to find the private key, Eve also can try to recover the message
directly. For this she has to search for r′ ∈ Lr such that

e− pr′ · h mod q (4.4)

has only coefficients which are allowed in the set Lm. That means for example
in NTRU-2000, NTRU-2003 and NTRU-2005, where the set Lm contains only
polynomials with coefficients equal to 0 or 1, the coefficients of (4.4) all have
to be 0 or 1.
Since the originally chosen element r at the encryption satisfies

m = e− pr · h mod q,

most likely r′ = r and thus the term (4.4) is already the original message m.
So Eve can find a valid key or the message m if one of the sets Lf , Lg, Lr or
Lm is small enough. Therefore, these four parameter sets have to be chosen
sufficiently large, so that Eve has no chance to find a valid key or a message
by a method described above.
In practise the set of the messages Lm is the largest set of them and the other
sets are more or less of the same size. For example for NTRU-2003 with the
standard ees251ep4 the sets Lf , Lg and Lr are all of the same size.
Since all parameter sets we have introduced are of the form L(d+, d−) or B(d),
we give at this point the cardinality of such sets, which are given by

#L(d+, d−) =

(
N

d+

)
·
(
N − d+
d−

)
=

N !

(N − d+ − d−)! · d+! · d−!
,

#B(d) =

(
N

d

)
.

To illustrate that the sets which we suggested are large enough we give as
an example the size of the sets defined in our standard, NTRU-2003 with
ees251ep4.
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Example 4.1.1. In NTRU-2003 with ees251ep4 we have

N = 251, p = 2, q = 239

and moreover the sets are defined by

Lf = {1 + pF | F ∈ B(dF )} , Lg = B(dg), Lr = B(dr),

Lm = {m ∈ R | mi {0, 1}}

where dF = dg = dr = 72 and all four sets are contained in the ring R.
Out of this we get the following sizes of the sets

#Lf #Lg #Lr #Lm
2213 2213 2213 2251

So we see that these sets are large enough such that Eve is not able to find the
private key or the message m by an exhaustive search.

A more efficient attack but also based on brute force searching is the Meet-
in-the-Middle attack.

4.2 Meet-in-the-Middle Attack

The idea of this attack is due to Piper and Silverman given in [Pip02,HGSW03].
It is to split the elements f ′ ∈ Lf into pairs (f ′1, f

′
2) such that f ′ = f ′1 + f ′2.

Since then it follows that

g′ = f ′ · h mod q

= f ′1 · h+ f ′2 · h mod q,

and

g′ − f ′2 · h ≡ f ′1 · h mod q. (4.5)

If we have a valid pair (f ′, g′) for decryption, then the coefficients of g′ are
very small compared to q, that means that most coefficients are equal to 0 or
1 and hence by (4.5) we have that the most coefficients of −f ′2 · h and f ′1 · h
differ by 0 or 1, i.e.

−f ′2 · h ≈ f ′1 · h mod q. (4.6)

Instead of looking for an element f ′ ∈ Lf such that f ′ · h mod q has small
coefficients, we also can look for pairs (f ′1, f

′
2) ∈ R2 such that the difference

between the coefficients of f ′1 · h and −f ′2 · h in Rq are very small compared to
q and at the most coefficients the difference is given by 0 or 1, which means
that (4.6) holds. Since if this is the case then it follows that

f ′1 · h+ f ′2 · h = (f ′1 + f ′2) · h ∈ R
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has very small coefficients compared to q, that means that most coefficients
are equal to 0 and the other are preferred to be only 1. And hence we have
found a corresponding element g′ such that the pair fulfils (4.1) and (4.2).

If we rather look for g′ ∈ Lg, we have to presuppose that the inverse of h
exists. The inverse of h exists if the element g is invertible. In fact this is often
the case (see Example 2.1.7). That means that this assumption is actually
very often correct. Then we again split g′ as

g′ = g′1 + g′2,

where (g′1, g
′
2) ∈ R2. Then it follows that

g′1 · h−1 = f ′ − g′2 · h−1 mod q

and if (f ′, g′) is a valid key, then f ′ has very small coefficients compared to q,
that means again that the coefficients are at most equal to 0 and if not then
they are preferred to be 1. So it follows that the most coefficients of −g′2 · h−1
and g′1 · h−1 differ by 0 or 1, i.e.

g′1 · h−1 ≈ −g′2 · h−1 mod q. (4.7)

So if we look for pairs (g′1, g
′
2) such that (4.7) holds, then we found a valid key

pair (f ′, g′) where f ′ = (g′1 + g′2) · h−1 in Rq and hence (4.1) and (4.2) hold as
well.

For the third possibility consider the original chosen element r in Lr and
split it as r = r1 + r2, where r1, r2 ∈ R, then

m ≡ e− pr · h mod q

≡ e− pr1 · h− pr2 · h mod q

⇔ m+ pr1 · h ≡ e− pr2 · h mod q

and hence

pr1 · h ≈ e− pr2 · h mod q, (4.8)

where the approximation means that the coefficients differ at most by 1.
So if we have a pair (r′1, r

′
2) ∈ R2 which satisfies the approximation (4.8), then

most probably

e− p(r′1 + r′2) · h mod q

is the original message m.

So this proceeding allows us to reduce the search space. For this consider
the birthday paradox introduced in [Ros11], which says that if we have k el-
ements and we pick independently uniformly at random elements, then the
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expected number of tries, such that we have a collision is
√
k. So if we suppose

that for f ∈ Lf the elements f · h are approximately uniformly distributed in
the set Lf · h, then we have to try

√
#Lf elements until we have a collision.

And similarly for the elements g ∈ Lg and r ∈ Lr. That means if we want a
security level of 280 then according to the Meet-in-the-Middle attack the sets
Lf , Lg and Lr have to be of minimal size of about 2160.

Note that this method needs a lot of storage and we have to try to avoid
that with applicable algorithms. In the next part we consider the Meet-in-the-
Middle attack for the standard parameters and give an example of an algorithm
which has less storage and is more efficient.

4.2.1 Improvement in the Case Lf = B(d) or Lg = B(d) for some
0 < d < N

If the parameter sets are chosen such that the polynomials have only coefficients
0 and 1, like about in NTRU-2000, NTRU-2003 or NTRU-2005, then we can
do an improvement of the idea introduced above.
For this assume first that the set Lf contains polynomials with exact d ones
and the rest 0. Since there exists at least one rotation f (k) with k ∈ Z of the
private key f which consists of d/2 ones in the first N/2 entries and d/2 ones in
the last N/2 entries1, we can reduce the search space. This we do by splitting
f (k), where k is the number such that f (k) has exactly d/2 1’s in the first N/2
entries, into two vectors f (k)1 and f

(k)
2 such that the first N/2 entries of f (k)1

are equal to those of f (k) and the rest of them are 0 and analogous the last
N/2 entries of f (k)2 are equal to f (k) and the rest 0. It follows as above that
f (k) = f

(k)
1 + f

(k)
2 but our search space decreases, since we only have

(N/2
d/2

)
possibilities for f (k)1 and for f (k)2 respectively.
Note that in the standard NTRU-2003 the set Lf contains only polynomials
of the form 1 + pF where F is a polynomial with dF 1’s and the rest is 0. If
this is the case we have two possibilities.
The first possibility is to adjust the proceeding. For this consider f ′ · h for
f ′ ∈ Lf , then

f ′ · h ≡ (1 + pF ′) · h mod q

≡ h+ F ′ · ph mod q

≡ h+ F ′1 · ph+ F ′2 · ph mod q.

1To proof this fact, assume f has without loss of generality d/2 − a ones in the fist N/2
entries for a ∈ N and therefore the last N/2 entries have d/2 + a ones. If we rotate f by one
position the number of ones in the first N/2 entries can only change by -1,0,1. And after N/2
rotations by one position we have d/2− a ones in the first N/2 entries. Hence there exists at
least one rotation where we have d/2 ones in the first N/2 entries.
For simplicity we assumed that N is even, but note that it is almost the same for N odd.
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where F ′1, F ′2 ∈ R such that (F ′1 + F ′2) ∈ B(dF ).
So we have to look for a pair (F ′1, F

′
2) ∈ R2 such that

F ′1 · ph+ h ≈ −F ′2 · ph mod q.

The problem of this method is that we have to look for F ′1, F ′2 ∈ R such that
(F ′1 + F ′2) ∈ B(dF ), so the search space looks more difficult and actually it is
not that small. So we end up in a kind of the same as in original consideration,
hence it is not an improvement at all. Hence we suggest at this point to use
the following method.
The second possibility is that we decrease our search space similarly by using
the second method above, that means that we look for g′ ∈ Lg, since Lg is
already a set of polynomials with dg coefficients equal to 1 and rest 0 and
we can analogously look for pairs (g′1, g

′
2) ∈ B(dg/2) such that the last N/2

coefficients of g′1 are equal to 0 and the first N/2 coefficients of g′2 are equal to
0. Let denote the set of all such pairs (g′1, g

′
2) by D(dg), formally

D(dg) :=
{

(g1, g2) ∈ B(dg/2)2 | (g1)i = 0 for N/2 ≤ i ≤ N and
(g2)j = 0 for 0 ≤ j ≤ N/2} .

Since this is the suggested method to do the Meet-in-the-Middle Attack,
we show in the next section an efficient algorithm, which is given in [HGSW03].

4.2.2 Thinkable Algorithm for the Meet-in-the-Middle Attack
based on the Standard Parameters

First note that if we would consider Lf = B(d) for any d ∈ Z, then we could do
a similar algorithm which looks for pairs (f ′1, f

′
2) ∈ D(d). Moreover, we could

think about an equivalent attack, where we look for pairs (r′1, r
′
2) ∈ D(dr),

since actually also Lr = B(dr).
However, as mentioned we consider in this section the case where we search
for pairs g ∈ Lg, for example given in the standard NTRU-2003. That means
that we look for (g′1, g

′
2) ∈ D(dg) such that

g′1 · h−1 ≈ −g′2 · h−1 mod q.

To do this we choose first a number k such that 2k is larger than
(N/2
d/2

)
, this

we do since we have to identify at most each element by a different vector in
{0, 1}k and our search space has size

(N/2
d/2

)
. Before we can enumerate g′1 and

g′2, we have to define a constant γ ∈ Z, and we call the entries of a vector which
are greater than γ significant and the others that are at most γ not significant.
Note that actually we are in the ring Rq, where we do not have any ordering at
all, but if we have the vector representation of a ring element, which is indeed
in ZNq , then we look at the entries as they are in Z and hence we can order
them.
To start with the algorithm we have first to choose the number γ, say for ex-
ample γ = q/2.
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Enumerate g′1. For each possible g′1 (that means for each (g′1, g
′
2) ∈ D(dg),

we consider g′1) we look for the significant entries of the first k coordinates of
g′1 ·h−1 mod q. Then we construct a "bin", which is a vector in {0, 1}k, where
we put 1 at the i-th coordinate if the i-th coordinate of g1 · h−1 mod q is a
significant entry and 0 else. At the end we will have at most

(N/2
d/2

)
bins con-

structed. And at each bin a we store these g′1’s for which the term g′1 ·h−1 has
the corresponding bin a. Thus one bin may have multiple g′1’s and so

(N/2
d/2

)
is

an upper bound of constructed bins.
Note that this process takes

(N/2
d/2

)
steps.

Enumerate g′2. Now pick uniformly at random possible g′2 (again that
means for each (g′1, g

′
2) ∈ D(dg), we consider g′2) and see if the bin entailed

by −g2 · h−1 mod q corresponds to a stored bin. We know that if g1 and g2
are the correct vectors then (g1 · h)i = {0, 1} − (g2 · h)i mod q for all i and
hence we also look for the bin which occurs by adding 1 to some coefficients of
−g′2 · h mod q. Therefore, if we have a bin which we have already computed
in enumerate g′1 we have a match, else we have to repeat it with an other g′2.

Example 4.2.1. Let N = 4 and q = 8. If g′1 · h−1 mod q = (7, 2, 3, 5) then
the bin (1, 0, 0, 1) was stored in enumerate g′1.

• If −g′2 · h mod q = (6, 1, 2, 5) then only the bin (1, 0, 0, 1) is checked.

• If −g′2 · h mod q = (7, 2, 3, 5) then the bins

(1, 0, 0, 1) , (1, 0, 1, 1) , (0, 0, 0, 1) , (0, 0, 1, 1)

are checked.

Search for matches. If we once have found a g′2 which hits a bin, we can
compute g′ = g′1 + g′2 and check if f ′ := g′ ·h−1 mod q actually has very small
coefficients compared to q, which means that most coefficients are equal to 0
or else preferred to be 1. And if this happens, then we have found a valid pair
(f ′, g′) to decrypt and otherwise proceed with enumerate g′2.

In [HGSW03] the authors give an analysis of the time consumption of the
algorithm. For this they define τc to be the time to calculate g′1 ·h mod q. So
note that then the time to calculate g′ · h mod q is about O(τc). And further
they define τl to be the time either to look up if the bin already exists or to
store the bin. Then the expected time to run enumerate g′1 they give by

τ1 =

(
N/2

d/2

)
(τc + τl) .

And they state that an upper bound of the expected time to run enumerate
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g′2 is no more than

τ2 = #(g′2) ·
(
τc + (Expected diff. bins per g′2)τl + (Expected hits per g′2)τc

)
=

(
N/2

d/2

)τc +
2k

q
τl +

(N/2
d/2

)
2k

τc


We do not clarify these two expected time consumptions further and refer for
more information to the paper [HGSW03].

In the next section we describe an attack which shows us, that we have to
avoid sending the same message multiple times with the same public key h.

4.3 Multiple Transmission Attack

This attack shows that we should not send a message multiple times with the
same public key h. For this suppose Alice sends a message m n-times to Bob
with the same public key but she changes the random element r ∈ Lr each
time. That means that we have n different random elements which we denote
by r(i) for i = 1, . . . , n and then Alice computes the different ciphertexts which
are given by

e(i) = m+ pr(i) · h mod q for i = 1, . . . , n

and sends them to Bob. Therefore, Eve intercepts these different ciphertexts
and gets all e(i) for i = 1, . . . , n and computes

(e(i) − e(j)) · (ph)−1 mod q for 1 ≤ i < j ≤ n

and gets

r(i) − r(j) mod q for 1 ≤ i < j ≤ n.

Hence she reduces the coefficients between −q and q − 1 and then skip the
modulo, since the coefficients of r(i) are very small compared to q. Therefore,
the coefficients of r(i) − r(j) are also very small compared to q but further
they can be negative as well and because of that she has to reduce them first
between −q and q − 1.
With this information Eve can recover some coefficients of r(1), having n(n−1)

2
equations and n unknown polynomials in R. And then if she has some of the
coefficients of r(1) and since in practise there are many coefficients which are
equal to 0, we can recover the complete r(1) by doing an exhaustive search to
the remaining possibilities. Therefore, she should get the message m efficiently
enough.

Note that even if Eve has the ability to recover the message m, she does
not get any informations about the private key f . Anyway, we see that we
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should avoid sending a message multiple times with the same key.

Another attack against NTRU is the chosen cipher text attack. It strongly
depends on the chosen parameters since it is based on decryption failures.
Also the fact that it is very hard to estimate the probability of decryption
failures makes it hard to determine the efficiency of this attack. Nevertheless,
we quickly describe how the attacks works in the next section.

4.4 Chosen Ciphertext Attack based on Decryption
Failures

In [HGNP+03] an attack based on decryption failures is introduced. To un-
derstand this attack we need first some preparations.

Definition 4.4.1. Let c = c0 + c1x+ . . .+ cN−1x
N−1 be an element in R. The

reversal of c is given by

c̄ = c

(
1

x

)
= c0 + cN−1x+ cN−2x

2 + . . .+ c1x
N−1

in R.

We denote the product of an element c ∈ R with its reversal by ĉ = c · c̄.
Let c and c(i) be the vector representation of the ring elements c and xi · c
respectively, then the product ĉ has the property that the i-th coefficient of it
is given by

ĉi =
〈
c, c(i)

〉
.

If we consider Heuristic 2.1.4, the significance of this property is that we know
that

ĉ0 = 〈c, c〉 = ‖c‖22,

while the other coefficients of ĉ are about

α√
N
‖c‖22,

where α is half of the time 1 and half of the time −1.
Therefore, if f is for example in B(df ) which means that it has df ones as
coefficients and the rest 0, then one coefficient of f̂ has size df and the others
are about df/√N. Therefore, the polynomial f̂ is of large width compared to a
product of two random polynomials with the same norm. So we conclude that
if the width of f ·m+ pr · g is large, most probably r is somehow correlated to
ḡ and m is somehow correlated to f̄ .
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Suppose Eve has a decryption oracle which says if either decryption works
or a decryption failure occurred. The goal is now to find ciphertexts such that
they end up in decryption failures. For this Eve chooses uniformly at random
messages m ∈ Lm and r ∈ Lr such that

B − q

2
< m(1) < B +

q

2
,

remember that B is the average of allm(1) withm ∈ Lm. Hence we can ensure
that we have a gap failure in case of decryption failure.
If Eve has found a pair (m, r) such that the decryption of the ciphertext e =
m+ pr · h ends up in a failure, we know that

width (f ·m+ pr · g) ≥ q.

But that means that the width of at least one product, f ·m or pr · g has large
width and since the coefficients of each polynomial are small compared to q we
assume that both products have a large width.
Now we know that most probably r somehow looks like xi · ḡ and m somehow
looks like xi · f̄ . Since otherwise they would not have large width and thus no
decryption failure would have occurred. Therefore, r̂ and m̂ must look like f̂
and ĝ respectively.
Moreover, the authors say that the average of r̂ and m̂ converges to f̂ and ĝ
respectively. That means if Eve is able to get enough pairs (e,m, r) such that
the oracle says that it ends up in a decryption failure, then Eve can determine
f̂ and ĝ by averaging.
In [GS02] Gentry and Szydlo give an algorithm to recover f from f̂ from the
information we have. Hence Eve gets the private key f and can decrypt by
using this algorithm.

They moreover conclude in [HGNP+03] that no more than 220 decryption
failures are needed to recover f̂ and ĝ, assuming we have a real decryption
oracle.
Therefore, it is very important to have parameter sets which bring sufficiently
small probability of decryption failures along. More precisely the probability
has to be at most for example about 2−60, if we want that Eve has to try at
least about 280 messages. Or in other words, only then we can ensure that
Eve can not easily find enough decryption failures and therefore information
about the private key f .

In the next section we see why NTRU is a lattice-based cryptosystem.
Hence with this kind of treatment we also give some attacks against NTRU,
because CVP and SVP are well-studied problems in the area of lattices.

4.5 Lattice Based Attack on NTRU

In [HPS98] the authors published besides the cryptosystem, the idea of lattice
attacks. Later Coppersmith and Shamir published in [CS97] another idea how
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to attack NTRU based on lattices.
The authors of these papers show that for a given lattice defined by the public
key h, knowing the private key f or actually another key f ′ which also can
decrypt is equivalent to knowing a shortest non-zero lattice vector. Moreover,
the ability to decrypt is equivalent to knowing a closest vector in the same
lattice to the target vector, which is given by the ciphertext e ∈ R.
Given parameters (N, p, q) and the public key h = h0+h1x+. . .+hN−1x

N−1 ∈
R, we define the lattice LN by the following generator matrix

LN =



α 0 · · · 0 h0 h1 · · · hN−1
0 α · · · 0 hN−1 h0 · · · hN−2
...

...
. . .

...
...

...
. . .

...
0 0 · · · α h1 h2 · · · h0
0 0 · · · 0 q 0 · · · 0
0 0 · · · 0 0 q · · · 0
...

...
. . .

...
...

...
. . .

...
0 0 · · · 0 0 0 · · · q


∈ Z2N×2N ,

or simply

LN =

(
αI H
0 qI

)
∈ Z2N×2N ,

where

H =


h0 h1 · · · hN−1
hN−1 h0 · · · hN−2

...
...

. . .
...

h1 h2 · · · h0

 ∈ ZN×N .

Therefore, the lattice LN has dimension 2N and the determinant is given by
αNqN . Note that the basis LN is defined by a single ring element h ∈ R.
Furthermore, Heuristic 2.8 from Gauss gives us the estimated length of the
shortest non-zero vector by

ω =

√
Nαq

πe
. (4.9)

To see why this lattice is defined that way, consider first the top right
quarter of the matrix LN which we have denoted by H. And let f be the
vector representation of the private key f and multiply it with H. Then we
get

f ·H = (f0, f1, . . . , fN−1) ·


h0 h1 · · · hN−1
hN−1 h0 · · · hN−2

...
...

. . .
...

h1 h2 · · · h0
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and we see that the k-th entry of this product f ·H is given by

(f ·H)k =

k∑
i=0

fi · hk−i +

N−1∑
i=k+1

fi · hN+k−i.

Therefore, the k-th entry of the vector f ·H is exactly the k-th coefficient of
the polynomial f · h in R.
Additionally we see that the multiplication with the top left quarter is given
by

f · αI = αf

and thus describes the polynomial αf in R. And similarly f · qI describes the
polynomial multiplication qf in R.
With this we see that we can interpret lattice vectors as pairs of polynomials
in R of the form

(αv, v · h+ qw),

with v, w ∈ R, where qw (or equivalently the bottom right matrix qI) reflects
the modulo q in the encryption/decryption.
Therefore, the lattice LN is defined such that a lattice vector represents two
polynomials in R, one of them is more or less an arbitrary element of R and
the other one is this element multiplied by h and taken modulo q. Which is in
fact closely connected to the NTRU cryptosystem.

4.5.1 Lattice Attack on the Private Key

In order to find the private key with the lattice we first need to show that the
private key f is somehow contained in the lattice. We even mentioned that
knowing the private key f is equivalent to solving a SVP, so we have not only
to show that it is contained in the lattice, moreover we have to show that it is
a shortest non-zero vector in the lattice LN as well.
For this consider the pair (f, g) with f ∈ Lf and g ∈ Lg, such that

g = f · h mod q,

which means that there exists an element x ∈ R such that

g = f · h+ x · q.

And we see that the vector ν := (αf ,g) is contained in the lattice LN , since

ν = (αf ,g) = (f ,x) ·
(
αI H
0 qI

)
.

In practise (for example our standard parameters) the polynomials f ∈ Lf
and g ∈ Lg have many zeros and the non-zero coefficients of f and g are very
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small. Therefore, the length of the vector ν = (αf ,g) is very small and most
probably the length of this vector is much smaller that the expected length of
the shortest non-zero vector ω in LN given by (4.9).
And because of that, with very high probability the vector ν is a shortest non-
zero vector in the lattice LN . To illustrate this fact we give an example based
on the standard parameters ees251ep4 from NTRU-2003.

Example 4.5.1. Consider ees251ep4, then we have N = 251, p = 2 and
q = 239. Moreover the sets are defined by

Lf := {1 + pF | F ∈ B(72)} Lg := B(72) Lr := B(72).

Later we see that for a lattice reduction algorithm the best choice of α is
‖g‖2/‖f‖2, hence we also take this choice of α for this example.
Then note that for the norm of f there are two possibilities, that means

‖f‖2 = ‖(1, 0, . . . , 0) + pF‖2 =

{√
dF · p2 + 1 = 17 if (pF )0 = 0,√
(dF − 1) · p2 + (p+ 1)2 ≈ 17 if (pF )0 = p.

and hence we get

ν = ‖(αf ,g)‖2

=
√
α2‖f‖22 + ‖g‖22

=
√

2 · ‖g‖2 = 12.

For the expected length of the shortest non-zero vector ω we get

ω =

√
Nαq

πe
≈ 59.

That means the the length of ν is much smaller than the expected length of
the shortest non-zero vector. Hence with very high probability the vector ν is
a shortest non-zero vector in the lattice LN .

For this reason we assume from now on in the present thesis that ν =
(αf ,g) is a shortest non-zero vector in LN . And hence with this assumption
we see that solving a SVP for LN is equivalent to knowing the private key f .
Therefore, we have shown a very important property of the NTRU lattice LN .

As mentioned there are at least N shortest non-zero vectors, since every
rotation of the vector ν has the same norm as ν itself and is contained in the
lattice as well. Moreover, in example 4.5.1 we mentioned that the best choice
is α = ‖g‖2/‖f‖2 and we want to explain now why this is the case. So consider
the following heuristic, for example stated in [HPS98].

Heuristic 4.5.2. Let L be a lattice of dimension n with shortest non-zero
lattice vector ν and expected length of the shortest non-zero lattice vector ω
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given by Heuristic 2.8. Then the chance to locate the shortest non-zero vector
with a lattice reduction algorithm is at highest if the ratio

ω

‖ν‖2
(4.10)

is maximal.
Moreover let τ ∈ Rn be a target vector and u ∈ L the closest lattice vector of
τ . Then the best chance of locating the closest vector u is if the ratio

ω

‖τ − u‖2

is maximal.

This heuristic is explained by the assumption that shorter the ν is with
respect to the other lattice vectors the greater is the chance to locate it using
known lattice reduction and enumeration techniques. Moreover, we can say
that the smaller the ratio (4.10) is, the better is the security of NTRU with
respect to the lattice attack.

That means in our case that the best choice is the α which maximizes
(4.10), since then by Heuristic 4.5.2 we have the best chance to find the shortest
non-zero vector ν in the lattice LN with a reduction algorithm. Note that in
practise the norm of ν is a public quantity, because in general the parameters
are public quantities and hence the sets Lf and Lg are known for everyone.
Moreover, the sets are defined such that we know the norm of the element
contained in it. However, if the norm of ν is not known, then we can choose
α = 1.
Therefore, based on Heuristic 4.5.2, we want to maximize the ratio ω

‖ν‖2 and
we do it by maximizing the square of it, which is given by

ω2

‖ν‖22
=
Nq

πe
· α

α2‖f‖22 + ‖g‖22
and with the usual process to find a maximal of a given function we get

α =
‖g‖2
‖f‖2

.

Based on this computation we introduce the constant εkey which says how hard
it is to find the shortest non-zero vector based on Heuristic 4.5.2 and hence
how hard it is to break NTRU with this attack, i.e. in this case to find the
private key f . This constant is defined as the reciprocal of the ratio (4.10) and
so is given by

εkey := ‖ν‖2/ω.

So we have seen in Heuristic 4.5.2 that the smaller this constant εkey is the
greater is the chance to locate the shortest non-zero vector. Consequently, εkey
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can be viewed as a security parameter of the cryptosystem with respect to
lattice attacks. It says how hard it is to find a shortest non-zero lattice vector
respectively the private key f . If we additionally insert the computed α we get

εkey =

√
2πe · ‖f‖2 · ‖g‖2

Nq
.

So if εkey is close to 1, then we moreover can say that the length of a shortest
non-zero lattice vector in LN is about as long as the length of a shortest non-
zero lattice vector in a random lattice.

Note that we do not have to find exactly the original private key f , but
rather we have find two vectors f and g such that the polynomials f and g
satisfy (4.1) and (4.2), since then it suffices to decrypt correctly.

Instead of looking for the private key f we also can try to find directly a
message m for a given ciphertext e.

4.5.2 Lattice Attack on the Encrypted Message

As above consider the lattice LN and an encrypted message e ∈ R. We know
that the ciphertext looks like

e = m+ pr · h mod q,

for the public key h, a message m ∈ Lm and a random element r ∈ Lr. Since
the right-hand term is taken modulo q, there exists an element y ∈ R such
that

e = m+ pr · h+ y · q.

So we see that without the messagem, we have the polynomial s := pr ·h+y ·q,
which is a polynomial p · r ∈ R multiplied by h and taken modulo q. But as
mentioned in the introduction of this section, we see that this is exactly the
form of the second part of a lattice vector. Therefore, there exists a lattice
vector which has s = pr · h+ y · q as second component and it is given by

(αpr, s) = (pr,y) ·
(
αI H
0 qI

)
.

Further, we see that if we add m to the second component of this vector we
get the ciphertext e. In addition, the first component of this vector is αpr,
which is in fact a very short vector, since it has many zeros and the non-zero
coefficients are about αp considering the standard parameters.
Therefore, this vector is very close to the non-lattice vector (0, e), since the
difference between (0, e) and (αpr, s) is very small and contains many zeros
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compared to the length 2N , thus we assume that (αpr, s) is the closest vector
to (0, e). Consider the difference between the two vectors

η :=

0,m + s︸ ︷︷ ︸
=e

− (αpr, s) = (−αpr,m) ,

then we see that this is in fact with very high probability the case. Furhter,
since the vector r has many zeros and moreover the vector m has only entries
equal to 0 and 1, the norm of η is actually very small.

Example 4.5.3. Consider the standard parameters, where N = 251, p = 2
and q = 239 and further

Lr = B(72) and Lm = {m ∈ R | mi ∈ {0, 1}}

Then the average norm of m is given by ‖m‖2 =
√
N/2 and so the average

norm of η is given by

‖η‖2 =
√
α2p2‖r‖22 + ‖m‖22 ≈ 14

If we compare our results with Example 4.5.1, then we see that the as-
sumption that (αpr, s) is the closest vector to (0, e) is actually justified and is
the case with very high probability as well. Therefore, we assume from now on
that (αpr, s) is the closest vector to (0, e). Moreover, we see that decryption
with a given ciphertext e is equivalent to solving a CVP for the lattice LN and
target vector (0, e).

Similar as in Section 4.5.1 we can ask for the best choice of α and how
secure it is. For this we consider again Heuristic 4.5.2, which says that the
closer the lattice vector is to (0, e) the greater is the chance to locating the
closet lattice vector. Hence Eve wants to maximize the ratio ω/‖η‖2 and for
this she maximize the square of it given by

ω2

‖η‖22
=
Nq

πe
· α

α2p2‖r‖22 + ‖m‖22
.

And if we do this we get for maximality that

α =
‖m‖2
p‖r‖2

. (4.11)

Furthermore, similarly as in Section 4.5.1 we define a constant εmessage, namely
as the ratio ‖η‖2/ω. And with the best choice of α given by (4.11) we get

εmessage =

√
2pπe · ‖r‖2 · ‖m‖2

Nq
.
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So we can see εmessage as a security parameter of NTRU with respect to this
lattice attack. Since considering the heuristic 4.5.2 we see that the greater
the constant is the harder it is to find the closest vector with lattice reduction
algorithms.

Now we can think about parameters, which make both attacks equally
difficult. For this we force that the constants are more or less the same, that
means

εkey ≈ εmessage
⇔ p‖m‖2 · ‖r‖2 ≈ ‖f‖2 · ‖g‖2

So it is suggested in [HPS98] that we should choose our parameters such that
this approximation holds. To compute it we set ‖m‖2 to its expected value.
To illustrate that this is actually the case for our parameters, we consider in
the following example the standard parameters.

Example 4.5.4. For the standard parameters we have N = 251, p = 2 and
q = 239. Moreover, we have that

Lf = {1 + pF | F ∈ B(72)} , Lg = Lr = B(72), Lm0 {m ∈ R | mi ∈ {0, 1}} .

Therefore, the norms of the elements are given by

‖f‖2 = 17 (or ≈ 17),

‖g‖2 = ‖r‖2 =
√

72,

‖m‖2 =

√
251

2
.

And then we see that

εkey = 0.2 and εmessage = 0.23.

So they are more or less the same.

In the next section we see a method to gain information about the message,
even if we do not find a shortest vector of the lattice. For this we have to adjust
the given NTRU lattice, such that short vector corresponds to ring elements
with small centred norms.

4.5.3 Lattice Attack to gain Information about the Message

Instead of finding the private key f , which is a shortest non-zero lattice vector,
it is possible to find other short vectors in the lattice, such that we even
gain information about the message m with these short vectors. And if we
have several short vectors, we can gain enough information such that we can
recover the message completely. This method was introduced by Coppersmith
and Shamir in [CS97].
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To show it we have to define a lattice in which a vector with small norm is
suitable for decryption. In Section 3.5 we have seen that a private key is the
more reliable the smaller the ratio σ ≈ ‖b‖⊥√

N
to q is, where b = f · m + pr ·

g ∈ R. Moreover, with Proposition 2.1.5 and assuming that the two vectors
representing f ·m and pr ·g respectively are nearly orthogonal, we see that the
estimated centred norm of b is given by

‖b‖2⊥ ≈ ‖f‖2⊥ · ‖m‖2⊥ + p2‖r‖2⊥ · ‖g‖2⊥. (4.12)

Now consider that Eve has found a possible private key f ′ ∈ Lf to decrypt.
Then she computes g′ := f ′ · h mod q and further she computes the centred
norm of

b′ := f ′ ·m+ pr · g′

with (4.12), where she sets ‖m‖⊥ to its expected value.
If now ‖b′‖⊥ is smaller or not much larger than ‖b‖⊥ then Eve is most probably
able to decrypt the ciphertext e with f ′. Note that she can compute ‖b‖⊥ also
with (4.12), since she knows the norms of each element by the definition of the
sets Lf , Lg, Lr and Lm.

Remark. If the norm of an element is not defined by the set in which it is
contained in, then we set the norm to the expected value, that means we take
the average norm over all elements in the set. This for example is done for the
set Lm, where the norm of m is then given by the average overall norms of m
with m ∈ Lm.

So with this method we have to find a lattice, where a short lattice vector
entails a polynomial f ′, such that the norm of b′ is small as well. For a given
ciphertext e the two elements m ∈ Lm and r ∈ Lr are indeed unknown but
fixed, hence the norm of b′ depends only on the two polynomials f ′ and g′.
Moreover, we usually do not know the norm of m ∈ Lm and we set it to its
expected value (for example for the standard parameters, where Lm contains
all polynomials with coefficients equal to 0 and 1, we would set the norm of m
at
√
N/2). Out of that we can define the constant

λ =
‖m‖⊥
p‖r‖⊥

,

and if we set this constant into (4.12) we get for the centred norm

‖b′‖2⊥ ≈ p2‖r‖2⊥
(
‖g′‖2⊥ + λ2‖f ′‖2⊥

)
.

So if we can construct a lattice L such that the norm of the lattice vectors is
given by

‖g′‖2⊥ + λ2‖f ′‖2⊥,
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then a short lattice vector would correspond directly to a small centred norm
‖b′‖⊥. So remember that our goal is to find a lattice where short vectors entail
a polynomial f ′, such that the centred norm of b′ is small.
Hence consider the lattice LNc given by the matrix

LNc =

(
λI − (λ/N)J H − βJ

0 qI − (q/N)J

)
∈ Z2N×2N ,

where J ∈ 1N×N is the matrix with all entries equal to 1 and β := 1
N

N−1∑
i=0

hi.

Remark. Note that LNc is not a basis of the lattice LNc since

(1,0) · LNc = (0,1) · LNc = 0,

where 1 = (1, . . . , 1),0 = (0, . . . , 0) ∈ ZN and hence LNc has not full rank. But
even so the lattice LNc is defined by LNc , since LNc contains all vectors of the
form

vu,w = (u,w) · LNc = [λ (u− (u)1) , z− (z)1] (4.13)

for u = (u0, . . . , uN−1),w = (w0, . . . , wN−1) ∈ ZN and z := u · h − x · q ∈ R
and moreover u = 1

N

∑N−1
i=0 ui and w = 1

N

∑N−1
i=0 wi.

Consider the two elements f ′, g′ ∈ R. We know that g′ = f ′ ·h mod q and
hence there exists an element x ∈ R such that

g′ = f ′ · h+ x · q

and therefore with (4.13) we see that

vf ′,x =
[
λ
(
f − (f)1

)
,g − (g)1

]
is contained in the lattice and the norm of it is given by

‖vf ′,x‖22 = λ2 · ‖f ′‖2⊥ + ‖g′‖2⊥

≈ 1

p2‖r‖2⊥
· ‖b′‖2⊥.

And thus we see that our goal, to find a lattice where the short vectors entail
a polynomial f ′, such that the centred norm of b′ is small, is achieved if we
choose the lattice LNc .
So we can compute a kind of experimental standard deviation of the coefficients
of the vector b′. Moreover it is also a kind of constant, which says how good
this element f ′ is for decryption.
For uniformly at random chosen elements r ∈ Lr and m ∈ Lm and given
f ′ ∈ R we denote the experimental standard deviation of the coefficients of the
polynomial b′ by

nf ′ :=
p‖r‖⊥√
N

min
x
‖vf ′,x‖2 = ‖b′‖⊥.
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Note that if we have not defined the element g′ yet, then we have to compute
nf ′ with the first expression, and if we already have the corresponding g′, then
we can compute nf ′ with the second expression.

Gain information with a similar private key. To illustrate how we
have to go on if we once have found a short vector in LNc , we need to agree
on a set of parameters, so we choose the standard parameters, ees251ep4 from
NTRU2003, where N = 251, which means that we have 251 entries for each
vector. For other parameters we would use the same methods, except some
other probabilities and different given intervals. Moreover, we have to assume
that for a given pair (f ′, g′) ∈ R2 the coefficients of b′ = f ′ · m + pr · g′ are
normal distributed with mean A = q−1/2 and a standard deviation σ(f ′,g′),
which depends on f ′ and g′.
Suppose Eve has found a vector f ′ with the property that

nf ′ ≈ q/41

and a given ciphertext e.
If she wants to recover the original message m, she has first to see if the vector
f ′ is considered for a private key by checking whether f ′ is invertible modulo
p.
And if this is actually the case, she can ensure that with a probability of 0.99732

the coefficients of b′ = f ′ ·m+ pr · g′ lie in the interval[
−3nf ′ , 3nf ′

]
= [−3q/4, 3q/4] (4.14)

The answer of why she considers this interval is that there are 251 entries and
the probability that one entry is outside is 0.0026. So out of this she can as-
sume that all coefficients of b′ lie in this interval given by (4.14). However, of
course she could choose another interval as well with the difference that she
has other probabilities.

In a next step, Eve computes f ′ · e mod q, where modulo q means that we
reduce the coefficients between 0 and q− 1 and we denote the i-th coefficients
of f ′ · e mod q by (f ′ · e)i. Her goal is to find out for which i is b′i = (f ′ · e)i.
Remember that Eve already knows that

b′ ≡ f ′ · e mod q, (4.15)

but she does not know b′ exactly, since the message m ∈ Lm and the element
r ∈ Lr is unknown.
It follows that for all i such that b′i ∈ [A− bq/4c, A+ bq/4c] it is

b′i = (f ′ · e)i,
1Note that for the original private key f we can ensure that nf is at most q/10.
2For a normal distribution with mean µ and standard deviation σ, it holds that

P (µ− 3σ ≤ x ≤ µ+ 3σ) = 0.9973.
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since we assume that all coefficients of b′ are in the interval given by (4.14)
and the equivalence (4.15) holds.
The rest of the coefficients can not be determined at all, since if (f ′ · e)i ∈
[0, A− 1− bq/4c] then either

b′i = (f ′ · e)i or b′i = (f ′ · e)i + q, (4.16)

and if bi ∈ [A+ 1 + bq/4c, q − 1] then either

b′i = (f ′ · e)i or b′i = (f ′ · e)i − q. (4.17)

That means if there are coefficients in the interval [A− bq/4c, A+ bq/4c], then
these coefficients give knowledge of the original message m since it represents
a linear equation

ak =
∑

i+j=k mod N

mi · f ′j mod p

So the question is how many coefficients can Eve anticipate. For this note that

[−q/4, q/4] =
[
−nf ′ , nf ′

]
,

so the probability that a coefficient lies in this interval is given by 0.6827.
Therefore, Eve can anticipate about 0.6827N coefficients of b′ and each reliable
coefficient gives knowledge since it represents a linear equation as mentioned
above.
Note that moreover she gains information about the other coefficients as well,
indeed she does not know them for sure, but there are only two possibilities,
see (4.16) and (4.17).

Further, if Eve finds another vector f ′′ with nf ′′ = q/4 which also gives about
0.6827N linear equations, then she is most likely able to recover the message
m by solving a system of linear equations, probably with an additional error
correcting algorithm.

Remark. Note that the interval [−3q/4, 3q/4] is chosen more or less arbitrary.
The greater you choose this interval the more sure Eve is that the coefficients
of b′ lies inside the resulting interval. But on the other hand the greater the
interval is the less information she gets. For example if Eve takes the interval
[A− b7q/8c, b7q/8c], then the probability that one entry is outside this interval
is about 0.0004, that means she is pretty sure that all coefficients of b′ lie inside
the interval. However, she only gets about 0.3844N equations and hence less
information about the message m than above.
If moreover the probability that a coefficient lies outside the interval is not
sufficiently small, then Eve has to apply error-correcting methods. Therefore,
she also needs more equations to use these methods, but we will not go into this
further.
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The résumé of this computation is that instead of solving a SVP or a CVP
in the lattice LN , Eve can also find short vectors vf ′,x in the lattice LNc . And
the shorter these vectors are the easier it is to gain information about the
message m.
If Eve for example has a vector with nf ′ ≤ nf , where f is the original private
key, then the polynomial f ′ directly works as a decryption key. Moreover, if
Eve finds for example two vectors which satisfy

nf ′(1) = nf ′(2) ≤ q/4

then each will give her partial information wherewith she can recover the mes-
sage m by solving a linear system of equation, as we have shown it above.
If she further finds for example several vectors with

nf ′(i) ≤ ε · q

with ε > 1/4. Probably, Eve still gains information about the original mes-
sage with the same method as above, but with another standard deviation.
Thus, more linear equations will be incorrect and at the same time she gets
less equations, since she can not require that all coefficients lie in the resulting
interval. That means she needs much more vectors f ′(i), such that she has
enough equations to recover some information about the message m.

Since even the best-known lattice-reduction algorithms can not guarantee
that they find such short vectors in polynomial time, this kind of attack is
not efficient enough for adequate parameters. For example the LLL-algorithm
is only guaranteed to find a vector for which it holds nf ′ ≤ 2N/2 · nf , which
is clearly insufficient. Indeed, the improvements of this lattice-reduction al-
gorithm are able to find shorter vectors, but it is still not guaranteed to find
vectors with nf ′ ≈ 4 · nf , for example.
Note that if we look for too "long" short vectors, we are not able to gain enough
information about the message. The improvement of this attack compared to
the other lattice attack is, that even if we find a vector who does not fit to
decrypt, we probably gain information about the message m. So to increase
the security related to this attack, we have, as at the other lattice attack, to
increase the dimension of the lattice, i.e. the number N .

4.5.4 Improvements for Lattice Reduction Algorithms

In NTRU we have always lattices LN with basis of the form

LN =

(
αI H
0 qI

)
for a given parameter q and a public key h ∈ R. Additionally, we have seen
that we can choose α, such that the lattice reduction algorithms have the best
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chance to locate the shortest vector. At this section we set α = 1 for simplicity,
but it is mentioned that the whole ideas work as well if we would have an other
α.
There appears the idea to improve the lattice reduction algorithms especially
for this type of lattices. Some possible ways to do that are introduced by
Silverman in [Sil99]. We introduce two improvements of the lattice attacks,
where both are build on the same idea, namely to reduce the dimension by
leaving some entries of the lattice vectors.
The first improvement, the Zero-Forced lattices, tries to fix some entries of the
shortest vector (f ,g) and set them equal to 0. Since we know that there are
many entries equal to zero, we may have set the correct entries to 0. So it is a
kind of guess and determine attack.
The second improvement, the Dimension Reduced lattices, leaves some entries
of the lattice vectors and looks afterwards for the shortest vector. Hence we
do not guess any entries, but rather leave them and find them at the end by
an exhaustive search.
Of course we can combine both methods as well, such that we reach an optimal
improvement of the lattice attacks, but we will not go into this further.

Zero-Forced Lattices. In NTRU whatever parameter sets we choose,
we have that the vector (f ,g) composed of the private key f has many zeros.
Therefore, the idea appeared to force some entries of the shortest non-zero lat-
tice vector (f ,g) to be equal to 0. For simplicity we assume that the attacker
only forces s components of g to be zero. Certainly, the attacker could also
force zeros in f as well as in g, since both vectors, f and g have many zeros.
To see that there are in fact many entries equal to 0, consider for example the
standard parameters, there g has 179 zeros out of 251 entries and f has at
least 178 zeros out of 251.
Moreover, any rotation of the private key f and the corresponding vector g
entail a shortest non-zero vector in the lattice LN , which is valid for decryp-
tion. So the chance that s uniformly at random chosen components of some
rotation of g are equal to 0 increases by this fact.

Formally the first step of forming a Zero-Forced lattice is to choose a set
of indices

I = {i1, i2, . . . , is} with 0 ≤ i1 < i2 < . . . < is ≤ N.

And then we set the following s entries of g to 0,

gi1 = gi2 = . . . = gis = 0.

Additionally, we know that f · h = g mod q and hence we get

(f · h)j = f0hj + f1hj+1 + · · ·+ fN−1hj−1 ≡ gj mod q for all j. (4.18)

Since we set gi = 0 for i ∈ I we get s linear relations modulo q, namely

(f · h)j = f0hj + f1hj+1 + · · ·+ fN−1hj−1 ≡ 0 mod q for all j ∈ I.
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Therefore, we solve this system for fN−s, . . . , fN−1 in terms of the other poly-
nomials f0, f1, . . . , fN−s−1.

Note that for an attacker it may be better to choose s fi’s at random
and solve the system for them, to prevent some special choices of f from the
designer. However, we choose the last s components of f to simplify the indices.

If we have solved this system for fN−s, . . . , fN−1, we substitute back into
(4.18) we get a new system of N − s congruences

d0jf0 + d1jf11 · · ·+ dN−s−1,jfN−s−1 = gj for 0 ≤ .j ≤ N, j /∈ I,

where dij ∈ Zq are the coefficients we get after substituting fN−s, . . . , fN−1
and simplifying the new congruences.
Remember that we are looking for the private key f and the corresponding
g and thus the di’s are known quantities depending on the coefficients of the
public key h. Hence we have now a system of N − s congruences in 2(N − s)
unknowns, so we can define the Zero-Forced Lattice LZFI similar as the NTRU
lattice LN by

LZFI =

(
IN−s dij

0 qIN−s

)
where In denotes the n× n identity matrix and the indices ij of the top right
quarter of the matrix LZFI are over the range 0 ≤ i < N − s and 0 ≤ i < N
with j ∈ {0, 1, . . . , N − 1} \I.1
Note that for an element v = (u,w) ∈ Z2(N−s) we denote

v[k] = (u(k),w(k)),

where we remember that u(k) denotes the kth rotation of u and similarly for
w(k).
A shortest non-zero lattice vector can then be described by

ν
[k]
I =

(
f
(k)
I ,g

(k)
I

)
,

for any k ∈ Z and where fI := (fi)0≤i<N−s and gI := (gj)j∈{0,1,...,N−1}\I .

Hence we see that ν [k]
I is equal to ν [k] =

(
f (k),g(k)

)
for any k ∈ Z, but where

the last s coordinates of the first N entries are removed and the I-coordinates
of the last N entries are removed as well.
Moreover, ν [k]

I is contained in the lattice LZFI if and only if the I-coordinate
of g(k) are all zero for a k ∈ Z, since we have assumed that this coordinates
are all zero in creating the lattice LZFI . Therefore, if our assumption was
right, then we have reduced the dimension of the search lattice and thus it
will certainly speed up the lattice reduction algorithms, especially since we

1Note that we could also define LZFI to be the same lattice except that the top left
quarter is equal to αIN−s and choose α = |g|2 / |f |2 as we have done it above.
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want to find a shortest non-zero lattice vector and for that the algorithms are
exponential in time. However, if the assumption was incorrect, that means
that the I-coordinates of g(k) are not all zero, then a shortest non-zero lattice
vector of the constructed lattice LZFI does not reveal the right private key for
sure. Moreover, it is obvious that if s is getting larger, then the probability
of choosing a good set I is decreasing, but the time consuming of the lattice
reduction algorithms will also decrease, if we once have a good set.
The probability that gi = 0 for all i ∈ I for a uniformly at random chosen set
I with |I| = s is given by

P (gi = 0 for i ∈ I) =

(
N−s
dg

)(
N
dg

) .
Actually, the two events gi = 0 and gj = 0 for two distinct i and j are
dependent. However, as stated in [Sil99] for moderate choices of s and random
choices of I this dependence will be very small, thus we can assume that these
two events are independent. Hence the probability that ∃k : 0 ≤ k ≤ N such
that g(k)i = 0 for all i ∈ I, where I is a uniformly at random chosen set is given
by

P
(
g
(k)
i = 0 for i ∈ I

)
= 1−

(
1−

(
N−s
dg

)(
N
dg

) )N . (4.19)

Consider the parameter sets ees251ep4 from NTRU-2003, then the probability
that a uniformly at random chosen set I brings a good lattice LZFI for different
s computed with (4.19) is shown in the following table.

N dg s = 20 s = 25 s = 30
251 72 18.94% 3.13% 0.46%

Hence if we want for example s = 25, then we have to construct about 33
Zero-Forced lattices such that we have most probably a lattice which contains
the correct ν(k)

I .

Dimension Reduced Lattices. The second idea is really similar to the
first idea. Consider a lattice L of dimension 2n with basis of the form

L =

(
αIn A
0 qIn

)
∈ Z2n×2n,

this could be for example the NTRU lattice LN with n = N and basis LN ,
which we defined at the beginning of this section or for example also a Zero-
Forced lattice LZFI with n = N − s and basis LZFI .
For the shortest non-zero vector in this lattice L we write v = (u,w), where
u,w are vectors of length n. Also here we use for simplicity α = 1, but the
method works as well if we choose α to optimize the lattice reduction algo-
rithm. As we have seen this is the case if we maximize the ratio of the shortest
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non-zero vector and the expected shortest non-zero vector.
The idea is now to leave some columns of the lattice to reduce the dimension.
For this choose 0 < γ, δ < 1 with γ + δ ≥ 1 and pick out uniformly at random
γn from the first n columns and δn from the second n columns of L and build
out of these columns a new matrix Lγ,δ and then this matrix define a new
lattice called (γ, δ)-reduced lattice and denoted by Lγ,δ.

Note that the constructed matrix does not from a basis, since Lγ,δ is a
2n× (γ+ δ)n matrix and the dimension of Lγ,δ is (γ+ δ)n, but for all that we
can represent any lattice vector by

(x,y) · Lγ,δ,

where x,y ∈ Zn and thus Lγ,δ defined by Lγ,δ forms a lattice as well. The
shortest non-zero vector of this lattice is given by

vγ,δ = (uγ ,wδ)

where uγ consists of γn components of the vector u which we have chosen
above and similar wδ consists of δn components of the vector w which we
have chosen.

In [May99] there is pointed out that (γ, δ) = (1.0, 0.5) and (γ, δ) = (0.8, 0.8)
is a good choice to speed up the lattice reduction algorithms.
Note that with this method we will only get γn coefficients of the private key
f and δn coefficients of the polynomial g respectively, therefore if we once have
found the shortest non-zero lattice vector of Lγ,δ, then we have to search the
rest of the components for example by an exhaustive search.

4.5.5 Composite N

The probability that a random element f ∈ R is invertible is the greatest if N
is prime. Thus in the literature it is often requested that N has to be prime.
However, it turns out that this property has also a security aspect, since if N
is composite, then we can reduce the dimension of the underlying lattice. This
was first introduced by Gentry in [Gen01], but we use a different approach
related to [Pip02].
The reason why one was suddenly interested to choose N composite is because
then we could do efficient multiplication with the discrete Fourier transforma-
tion. However, it turns out that exactly this is also the security problem. First
remember the definition of the discrete Fourier transformation.

Definition 4.5.5. The discrete Fourier transformation (DFT) of a vector in
f = (f0, f1, . . . , fN−1) ∈ ZN , is another vector in CN of length N denoted by
(FN (f)), whose k-th coefficient is given by

(FN (f))k =
N−1∑
i=0

fi · α−ik
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where α ∈ C is a primitive N -th root of unity (i.e. αN = 1).

Now since we identified elements of R with the module ZN , we further can
identify them with the DFT of integer vectors of length N , because DFT is
invertible as well. In addition we have the following property.

Proposition 4.5.6. For a, b ∈ R it holds

(FN (a · b))k = (FN (a))k · (FN (b))k . (4.20)

Proof. First we apply the definition on the right-hand side

(FN (a))k · (FN (b))k =

N−1∑
i=0

ai · α−ik ·
N−1∑
i=0

bi · α−ik

=
N−1∑
l=0

(
l∑

i=0

ai · bl−i +
N−1∑
i=l+1

ai · bN+l−i

)
· α−lk

=

N−1∑
l=0

(a · b)l · α−lk.

The last step holds, since the multiplication in R is modulo xN − 1.

Now suppose that N = 2M and the polynomials for the private key in
NTRU are f, g and the polynomial for the public key is h.

Definition 4.5.7. Let a ∈ R be an arbitrary vector. Then

• we define aeven to be the vector with entries given by

(aeven)k = ak + ak+M for k = 0, 1, . . . ,M − 1.

• we define aodd to be the vector with entries given by

(aodd)k = akα
−k − ak+Mα−k for k = 0, 1, . . . ,M − 1.

Moreover, we define ao to be the vector with entries given by

(ao)k = ak − ak+M for k = 0, 1, . . . ,M − 1.

And since α is a primitive N -th root of unity it follows that α2 is a primitive
M -th root of unity and it follows that

(FN (a))2k = (FM (aeven))k

(FN (a))2k+1 = (FM (aodd))k.
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for k = 1, 2, . . . ,M−1 and hence with (4.20) it further follows that for a = f ·h
it holds

(FN (f · h))2k = (FN (f))2k · (FN (h))2k

= (FM (feven))k · (FM (feven))k

= (FM (feven · heven))k.

(FN (f · h))2k+1 = (FN (f))2k+1 · (FN (h))2k+1

= (FM (fodd))k · (FM (fodd))k

= (FM (fodd · hodd))k.

for k = 0, 1, . . . ,M−1. Hence we can search for the shortest vector (feven,geven)
in the lattice LNeven with the basis

LN =

(
αIM Heven

0 qIM

)
∈ R2M×2M ,

where Heven is defined by the entries of the vector heven. And similarly for the
shortest vector (fodd,godd) in the lattice LNodd with the basis

LN =

(
αIM Hodd

0 qIM

)
∈ R2M×2M .

And if we have found these two shortest vector in each lattice, then we get
feven and fodd and hence we get all coefficients of f with that fact that

(feven)k = fk + fk+M

(fo)k = fk − fk+M

for k = 0, 1, . . .M − 1 and hence we get the private key f . Note that if we
have fodd, then we easily can define out of it the polynomial fo.
So we have reduced a 2N -dimensional lattice reduction problem into two N -
dimensional lattice reduction problems. Note that if 2 - N then it works
anyway, but then we have to split off the polynomial f in an other way.
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Conclusion

To understand NTRU we have first defined the cryptosystem, where we have
seen that we first have to define some parameters, especially the parameter sets,
such that we can define a private and the corresponding public key. Moreover,
we have seen two similar methods to decrypt the ciphertext, where one of them
is less efficient but the probability of a decryption failure is smaller than at the
other. Furthermore, we compute the complexity of the cryptosystem, where we
have seen that at each step of NTRU we have to do O(N2 log2N) operations.
Then we show that the decryption methods are correct and further that there
exists situations where we end up in a failure. To ensure that these situa-
tions appear very rarely we defined some parameter sets, especially the orig-
inal suggested parameter sets and the chosen standard parameters given by
NTRU-2003. Knowing these parameter sets we computed the probabilities of
a decryption failure for the chosen standard parameters in the case where we
decrypt with the simple method and in the case where we decrypt with the
normal method as well.
To construct completely new parameter sets it is important to know that de-
cryption failures are sufficiently rare and hence we gave some ideas to compute
the probabilities of decryption failures in general.

At a second part of the thesis we considered some general attacks against
the NTRU cryptosystem. First, we looked at the usual attacks as brute force
attack and an improvement, which we called meet-in-the-middle attack. Then
we showed that we should avoid sending the same message several times with
the same key.
Furthermore, we have seen that it is also important with respect to the security
of NTRU, that we have chosen the parameters such that decryption failures
are very rare. This we have shown with an attack which is based on decryption
failures.
As a final kind of attack we have considered the lattice attacks. There we have
seen that we can construct an attack which tries to find the private key, but
also an attack which tries to find the message directly. Moreover, there exists
an attack which reveals only some information about the message m, but in
return it is more efficient that the others.
Since the NTRU lattice is always of the same type, we introduced some ideas
to reduce the dimension of the lattice and therefore to speed up the lattice
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attacks.
To justify our suggestion that we should always take N to be prime, we also
showed that if N is not prime, then we are able to reduce the dimension of the
lattice as well.

At the moment there is no known attack which can recover the message or
the private key in polynomial time, hence for adequate parameters the NTRU
cryptosystem is believed to be safe. However, we know much about lattices
and we are very familiar with this kind of an attack. So if we progress in lattice
reduction algorithms and we are able to solve a SVP or a CVP faster than we
can do today, then the lattice attacks on NTRU will be much more attractive
to an attacker and probably we have to choose the dimension of the lattice too
large such that NTRU is usable in practise for the moment.

However, to conclude we have to say that the NTRU cryptosystem actu-
ally is a very good alternative for well-known cryptosystems, as RSA and ECC.
Moreover, it is even based on different problems than RSA and ECC, namely
the SVP and CVP of a specified lattice. In addition, we have seen that the
public key size is very small compared to the other cryptosystems.

74



Bibliography

[AD97] Miklos Ajtai and Cynthia Dwork. A public-key cryptosystem with
worst-case/average-case equivalence. pages 284–293, 1997.

[Bab86] Laszlo Babai. On Lovász’ lattice reduction and the nearest lattice
point problem. Combinatorica, 6(1):1–13, 1986.

[BC11] Jingguo Bi and Qi Cheng. Lower bounds of shortest vector lengths
in random knapsack lattices and random NTRU lattices. IACR
Cryptology ePrint Archive, page 153, 2011.

[CS97] Don Coppersmith and Adi Shamir. Lattice Attacks on NTRU.
In Advances in Cryptology - EUROCRYPT ’97, pages 52–61.
Springer Berlin Heidelberg, 1997.

[fEES03] EESS: Consortium for Efficient Embedded Security. Efficient
Embedded Security Standards # 1: Implementation Aspects of
NTRUEncrypt and NTRUSign, Version 2.0. 2003.

[Gen01] Craig Gentry. Key Recovery and Message Attacks on NTRU-
Composite. In Birgit Pfitzmann, editor, Advances in Cryptology
— EUROCRYPT 2001, volume 2045 of Lecture Notes in Com-
puter Science, pages 182–194. Springer Berlin Heidelberg, 2001.

[GGH96] Oded Goldreich, Shafi Goldwasser, and Shai Halevi. Public-Key
Cryptosystems from Lattice Reduction Problems. pages 112–131.
Springer-Verlag, 1996.

[GS02] Craig Gentry and Mike Szydlo. Cryptanalysis of the Revised
NTRU signature scheme. In in Proc. of Eurocrypt’02, LNCS 2332,
pages 299–320. Springer-Verlag, 2002.

[Hau08] Peter Hauck. Codierungstheorie. Lecture Notes, Winter semester
2007/08.

[HgHP+05] Nick Howgrave-graham, Jeff Hoffstein, Jill Pipher, William
Whyte, and Ntru Cryptosystems. On estimating the lattice secu-
rity of NTRU, 2005.

75



BIBLIOGRAPHY

[HGNP+03] Nick Howgrave-Graham, Phong Nguyen, David Pointcheval, John
Proos, Joseph H. Silverman, Ari Singer, and William Whyte. The
impact of decryption failures on the security of NTRU encryption.
In Dan Boneh, editor, Advances in Cryptology - CRYPTO 2003,
volume 2729 of Lecture Notes in Computer Science, page 226–246.
Springer Berlin Heidelberg, 2003.

[HGSW03] Nick Howgrave-Graham, Joseph H. Silverman, and William
Whyte. A Meet-In-The-Middle Attack on a NTRU Private Key.
Technical report, NTRU Cryptosystems, Burlington, MA 02144,
2003.

[HGSW05] Nick Howgrave-Graham, Joseph H. Silverman, and William
Whyte. Choosing parameter sets for NTRUEncrypt with NAEP
and SVES-3. In Proceedings of the 2005 international conference
on Topics in Cryptology, CT-RSA’05, pages 118–135. Springer-
Verlag, 2005.

[HPS98] Jeffrey Hoffstein, Jill Pipher, and Joseph H. Silverman. NTRU:
A ring-based public key cryptosystem. In Algorithmic Number
Theory. Springer Berlin Heidelberg, 1998.

[HPS11] Guillaume Hanrot, Xavier Pujol, and Damien Stehlé. Algorithms
for the Shortest and Closest Lattice Vector Problems. In IWCC,
pages 159–190, 2011.

[HS00] Jeffrey Hoffstein and Joseph Silverman. Optimizations for NTRU.
Mathematics Subject Classification: 94A60, 11T71., 2000.

[Inn] Security Innovation. Crypto Corner. https://www.
securityinnovation.com/security-lab/crypto.html. Ac-
cessed: 2013-05-06.

[Kö04] Konrad Königsberger. Analysis 1. Springerverlag Berlin Heidel-
berg, 6. auflage edition, 2004.

[LLL82] Arjen Klaas Lenstra, Hendrik Willem Lenstra, and Lászlo Lovász.
Factoring polynomials with rational coefficients. Mathematische
Annalen, Volume 261, Issue 4, pages 515–534, 1982.

[May99] Alexander May. Cryptanalysis of NTRU, 1999.

[MG02] Daniele Micciancio and Shafi Goldwasser. Complexity of Lattice
Problems: A Cryptographic Perspective. The Kluwer International
Series in Engineering and Computer Science. Kluwer Academic,
2002.

76

https://www.securityinnovation.com/security-lab/crypto.html
https://www.securityinnovation.com/security-lab/crypto.html


BIBLIOGRAPHY

[Ngu99] Phong Nguyen. Cryptanalysis of the Goldreich-Goldwasser-
Halevi Cryptosystem from CRYPTO ’97. In Advances in Cryptol-
ogy — CRYPTO’ 99, volume 1666 of Lecture Notes in Computer
Science, pages 288–304. Springer Berlin Heidelberg, 1999.

[NS98] Phong Nguyen and Jaques Stern. Cryptanalysis of the Ajtai-
Dwork Cryptosystem. In Advances in Cryptology – Crypto ’98,
LNCS 1462, pages 223–242. Springer-Verlag, 1998.

[Pip02] Jill Pipher. Lectures on the NTRU encryption algorithm and
digital signature scheme: Grenoble, june 2002. Brown University,
Providence RI 02912, 2002.

[Ros11] Joachim Rosenthal. Kryptographie. Lecture Notes, Autumn
semester 2011.

[Sch88] Claus-Peter Schnorr. A More Efficient Algorithm for Lattice Basis
Reduction. J. Algorithms, 9:47–62, 1988.

[Sch06] Claus-Peter Schnorr. Gitter und Kryptographie. Vor-
lesungsskript, 2006.

[SE91] Claus-Peter Schnorr and M. Euchner. Lattice Basis Reduction:
Improved Practical Algorithms and Solving Subset Sum Prob-
lems. In FCT, pages 68–85, 1991.

[Sil99] Joseph Silverman. Dimension-Reduced Lattices, Zero-Forced Lat-
tices and the NTRU Public Key Cryptosystem. Technical report,
NTRU Cryptosystems, Inc, 1999.

[SW03] Joseph H. Silverman and William Whyte. Estimating Decryption
Failure Probabilities for NTRUEncrypt. 2003.

77



BIBLIOGRAPHY

78


	Introduction
	Preliminaries
	The Ring Z[ x ] xN -1
	Lattices
	LLL-Algorithm
	Gauss Volume-Heuristic


	NTRU Cryptosystem
	NTRU
	Parameters
	Public and Private Key
	Encryption
	Normal Decryption
	Simple Decryption

	Complexity of Key Creation, Encryption and Decryption
	Correctness of Decryption
	Decryption Failures

	Parameter Sets
	NTRU-1998
	NTRU-2000
	NTRU-2003
	NTRU-2005

	Probability of Decryption Failures

	Security Analysis of NTRU
	Brute Force
	Meet-in-the-Middle Attack
	Improvement in the Case Lf = B(d) or Lg = B(d) for some 0<d<N
	Thinkable Algorithm for the Meet-in-the-Middle Attack based on the Standard Parameters

	Multiple Transmission Attack
	Chosen Ciphertext Attack based on Decryption Failures
	Lattice Based Attack on NTRU
	Lattice Attack on the Private Key
	Lattice Attack on the Encrypted Message
	Lattice Attack to gain Information about the Message
	Improvements for Lattice Reduction Algorithms
	Composite N


	Conclusion

