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Abstract

Rank-metric codes are a family of codes introduced for the first time by Delsarte in 1978. They
have been shown to have many applications in several areas. In particular, they gained a lot
of interest due to their use in random network coding. These codes are linear subspaces of the
space of matrices over a finite field, but they can also be seen as subspaces of vectors over an
extension field. The metric considered is the one induced by the rank. Codes that are optimal
with respect to this metric are called Mazimum Rank Distance (MRD) codes. Rank-metric codes
have been shown to have interesting connections in other areas of mathematics, such as finite
geometry, combinatorics, nonassociative algebra and complexity theory. This is mainly due to
the rich algebraic structure that they have, in particular if one considers MRD codes.

In this thesis we investigate on the algebraic properties of rank-metric codes, considering
them both in matrix and in vector representation. First, we give an overview on known results.
Then, we study the encoding of rank-metric codes in terms of their generator matrix and in terms
of three-dimensional tensors. Indeed, if one considers rank-metric codes as subspaces of vectors,
then it is natural to represent them via their generator matrix. An analogue for the spaces of
matrices is given by a three-dimensional tensor. We show how these objects have many of the
properties of the defining code. We focus then on Gabidulin codes, which is the most prominent
and studied family of MRD codes. We characterize all the canonical representations arising
from the generator matrix. While it is well-known that Gabidulin codes can be represented via
a Moore matrix, it was unclear how their generator matrix in standard form looks like. We
completely answer this question, giving rise to a new notion of g-analogue of Cauchy matrices.

For what concerns rank-metric codes in the vector representation, we give an algebraic de-
scription of MRD codes in terms of their generator matrix. We show that it corresponds to
a Zariski open set in the algebraic closure of the underlying field. This implies some density
results, leading to probability estimations that a random code is MRD. In particular, we show
that if the field is big enough, almost all the codes are MRD, but only few of them belong to the
family of Gabidulin codes. This motivates researchers in looking for new MRD constructions.

The investigation of rank-metric codes as spaces of matrices via three-dimensional tensors
leads to the notion of tensor rank of a code. This is a new parameter that was never considered
before, giving a connection to algebraic complexity theory. Since the tensor rank gives a measure

on the complexity of storage and encoding of a rank-metric code, we investigate on codes which
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have the smallest possible tensor rank.

Furthermore, we study the properties of some new invariants of vector codes. These invariants
are a generalization of some parameters already considered in literature, and give a criterion for
testing code inequivalence. Moreover, we show how we can use them in order to derive new
characterization and enumerative results.

Finally, we illustrate some applications of rank-metric codes in biometric authentication and

in distributed storage.
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Preface

Introduction

The rise of coding theory was due to cope with the difficulty to send information through a
channel in presence of noise. In the 40’s, Shannon seminal paper [105] laid the foundation of
the mathematical framework of information and coding theory. After that, the theory of error-
correcting codes has been quickly developed, especially thanks to Hamming’s work [48], that can
be considered as the starting point of algebraic coding theory. In this work, the mathematical
framework of block codes endowed with the Hamming distance was proposed. The metric defined
by such a distance is the main tool to allow the algebraic study of coding theory.

In the most general framework, algebraic coding theory is the theory of subsets of a vector
space over a finite field F endowed with a distance function. The most studied distance in
coding theory is the Hamming distance, which is defined as a map d : F"* x F"* — R, such that
d(u,v) = [{i € F" : u; # v;}| for any v = (u1,...,u,),v = (v1,...,v,) € F". However, in this

dissertation, the function considered is the rank distance. The well-known chain of inequalities
|tk(A) — rk(B)| < rk(A + B) < rk(A) + rk(B)

defines a metric on the space of n x m matrices over a (finite) field F. Codes with this metric have
been considered in error control theory for the first time by Delsarte in [30], although similar
notions can be traced back to [54]. Few years later, Gabidulin introduced the rank distance on
vectors over a field extension of F and studied the relations between this vector representation
and the matrix representation given by Delsarte [36].

In both the frameworks described, rank-metric codes have been shown to have many inter-
esting applications. Roth was the first to use them for crisscross error correction in [96]. Then,
Silva, Kschischang and Kotter proposed a scheme that uses rank-metric codes for error correc-
tion in network coding [58) [111], [109]. After these groundbreaking papers, many researchers, not
only from the coding theory community, focused their attention on rank-metric codes. More
recently, many other applications have been investigated, such as in distributed storage systems
[108], construction and decoding of space-time codes [39, 13|, [70], and low-rank matrix recov-
ery [35, [78]. However, one of the most appealing and important research directions is oriented

towards code-based cryptography.



Preface | viii

Rank-metric codes in general, and MRD codes in particular, are also well-studied from a
theoretical point of view. Their notion can be found also in other areas of mathematics, and
not only in algebraic coding theory. Their connection with semifields is well-known and studied
[106], and the recent construction of twisted Gabidulin codes is a generalization of the twisted
semifields introduced by Albert [I]. Also, MRD codes have been studied in connection to linear
sets and other objects arising in finite geometry [73]. Finally, some combinatorial techniques
had led to new results in rank-metric codes and their duality theory [92, @, [I8]. For these
reasons, rank-metric codes have brought together researchers from coding theory, finite geometry,
combinatorics and algebra, leading to a fast improvement of their mathematical theory in the

last decade.

Personal Contributions

In this thesis, we give a treatise on rank-metric codes. We explain in details the rich algebraic
structure that they possess, and that comes from their representations. Invariants and density
results arising from the algebraic description are carefully described. Moreover, part of the
dissertation is devoted to the study of codes having optimal parameters, namely mazimum rank
distance (MRD) codes, and their general properties. The most studied family of MRD codes is
the one of Gabidulin codes, which we analyze in detail. Furthermore, the theory of rank-metric
codes gives rise to an interesting connection with three-dimensional tensors, that provides a link
to algebraic complexity theory. Finally, we briefly describe few applications of rank-metric codes.

The aim of this work is to combine the existing literature on rank-metric codes with the
personal contributions in [16] [79, 8], 82, [83] [’84] 53, 80], in order to provide a complete and
original overview on the topic.

With the purpose of characterizing the encoding schemes for rank-metric codes, in [16] Byrne,
Ravagnani, Sheekey and the author developed a theory for the representation of matrix rank-
metric codes as three-dimensional tensors. More specifically, every k-dimensional [F-subspace C
of Fy*™ can be represented via a generator tensor T' € IF’; QFy @K = IF’;X”X"L. Such a tensor
T identifies an encoding map & : Fl; — ™™ such that Im(E7) = C. This representation is
the analogue of the generator matrix for linear codes in Fy. Moreover, the analogous notion of a
parity check matrix is determined. It is shown how one can read information on the parameters
of a code from these two new objects. In the same paper, a new parameter of rank-metric codes,
arising from the tensor representation, is investigated. It is the tensor rank. It is important to
remark that this parameter has no analogue in the linear block case; it gives an idea of “how
complex” the rank-metric code is, and it measures how many bits are needed in order to store the
code. For this reason, codes with small tensor rank are investigated, and some constructions are
proposed. The study of the tensor rank of a rank-metric code leads to a new connection between
the theory of rank-metric codes and algebraic complexity theory. As an example, one can see

that the tensor rank of a 1-dimensional Gabidulin code in IFZLX’” corresponds to the complexity
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of multiplication between two polynomials in F4[z] whose degrees are upper-bounded by n and
m, respectively.

The author spent much effort in investigating the algebraic structure of MRD codes. Among
them, the family of generalized Gabidulin codes is still the most interesting from an algebraic
point of view. These codes can be considered the analogue of generalized Reed-Solomon (GRS)
codes for the rank metric, since they both correspond to the evaluation of some special set
of polynomials. In this direction, another analogy emerges in the generator matrices of these
codes. While the canonical generator matrix for GRS codes can be described via a Vandermonde
matrix, the analogous generator matrix for a generalized Gabidulin code is given by the Moore
matrix. In 1985, Roth and Seroussi gave a characterization of the generator matrix in reduced
row echelon form for GRS codes, showing that GRS codes are in 1-to-1 correspondence with
generalized Cauchy matrices [98]. In [79)], the author found a parametrization of the generator
matrix in reduced row echelon form of generalized Gabidulin codes. The matrix obtained is of
the form (I, | X), where X can be considered as the g-analogue of generalized Cauchy matrices,
leading to a new definition of 8-Cauchy matrices. In the same paper, some applications of this
parametrization are given. Among them, it is worth to mention the development of a new
criterion for determining whether a given rank-metric code is a generalized Gabidulin code. The
result only requires O(k?mn) field operations, where k is the dimension and n is the length of
the given code. It is also shown that it improves by an exponential speed-up the best previously
known criterion.

In [81], Horlemann-Trautmann, Randrianarisoa, Rosenthal and the author showed that the
properties for a code C' C Fym of being MRD and non-Gabidulin are generic. This means that
over a large field extension a randomly chosen generator matrix generates an MRD code that
is not a Gabidulin code in Fg» with probability approaching 1, when m increases. Moreover,
upper and lower bounds on the respective probabilities in dependence on the extension degree
are derived. This result motivates many researchers to look for new constructions of MRD codes
and, since then, some new families have been discovered. There, it is also shown that for any
length and dimension there exists a linear non-Gabidulin MRD code, if the extension degree
is large enough. Although this can be considered as a trivial observation implied by Sheekey’s
construction whenever g > 3, for ¢ = 2 it gives an important result, since there are essentially
no construction of linear MRD codes over Fom except for the Gabidulin one.

When one considers new rank-metric codes constructions, it is needed to check whether the
new codes are equivalent to any other known construction. For this purpose, one wants to
develop some criteria to check code equivalence. A first criterion was introduced in [5I]. This
criterion was based on the dimension of the o-sum of a code C' C Fim, that is the subspace
C +o(C), where o € Gal(Fym /F,). In [82], Puchinger, Horlemann-Trautmann and the author
gave a generalization of this idea, by considering the F m-subspace generated by the code and the

application of several powers of the automorphism o to it. The sequence of the dimensions of such
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subspaces is called o-sequence and is an invariant of a rank-metric code, which provides an easy
checkable criterion for determining code inequivalence. Furthermore, the study of o-sequences
has important implications in code-based cryptography. Indeed, they serve as distinguishers
for retrieving the structure of the rank-metric code used in the McEliece-type cryptosystem.
In the same paper, the o-sequences of Gabidulin and twisted Gabidulin codes are computed.
In the subsequent work [83] by the same authors, it is shown how to apply the theory of these
invariants in order to obtain some lower bounds on the number of equivalence classes of Gabidulin
and twisted Gabidulin codes. In some special cases, the exact number of such equivalence classes
is provided. Moreover, a characterization result for Gabidulin codes is given in terms of the
o-sequences.

The remaining works focus on some applications of rank-metric codes. In [84], Rosenthal,
Schipani and the author proposed an authentication scheme based on Gabidulin codes and
linearized polynomials. The motivation is that rank-metric codes can correct more errors which
have particular structures (i.e. matrices with small rank), and in some frameworks they could
outperform authentication schemes based on Hamming metric. In [80], Horlemann-Trautmann
and the author used MRD codes for constructing partial MDS codes. These codes are used
in distributed storage, and they are a special family of locally repairable codes that achieve the
maximum capacity of erasure correction from an information theoretical point of view. Moreover,
an algebraic description and a characterization result for a special class of PMDS codes are given

in the paper [53] by the same authors.

Outline

In order to make this dissertation as self-contained as possible, we recall some preliminary results
in Chapter[l] We start with the basics on finite fields, with a particular focus on trace, norm and
g-polynomials. Then, we give an overview on three-dimensional tensors, their characterizations
and representations. Finally, we conclude with a brief description of linear block codes and some
results on generalized Reed-Solomon codes.

In Chapter [2] we introduce rank-metric codes. We give some basic notions and results, and
study both matrix and vector codes in terms of their parameters, duality and code equivalence.
The link between the two representations is also explained. Moreover, we define mazimum rank
distance codes, which are codes with optimal parameters with respect to the Singleton bound.

Chapter [3] focuses on the encoding and the representation of rank-metric codes. On one
hand, we see that vector codes can be represented via the generator matriz, which is a well-
known concept in coding theory. On the other hand, matrix codes can be represented as three-
dimensional tensors. Roughly speaking, one can think about a sort of cube built gluing together
a basis of matrices for the code. This representation is known as generator tensor, and was
introduced in [16]. In that paper, we show that this leads to interesting results in terms of

encoding and storage complexity, as explained in Subsection [3.2.1] Morever, we describe how to
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extrapolate information about a code from any of its generator matrices (respectively tensors).

The family of Gabidulin codes is the central topic of Chapter [4 All the most important
properties are explained and a complete description of their representation is given, following
the results in [79]. In the present dissertation, Gabidulin codes are explained in a more general
way. In spite of the usual definitions using g-polynomials, we define them using the group algebra
on the Galois group of the defining field extension. This makes (almost) all the results true even
for fields of any characteristic. This generalization is explained in Section [4.5

Genericity results are then discussed in Chapter |5l Section[5.1]is based on [81], in which Neri,
Horlemann-Trautmann, Randrianarisoa and Rosenthal showed that in the vector representation,
maximum rank distance codes are dense in the set of all rank-metric codes which are linear over
the extension field, while Gabidulin codes are rare. This implies that a randomly chosen linear
code is very likely a maximum rank distance code but not a Gabidulin code, if the degree of
the extension field is big enough. Quite surprisingly, a similar result does not hold for matrix
codes which are linear over the base field. This was proved independently by Antrobus and
Gluesing-Luerssen in [I8] and by Byrne and Ravagnani in [2], and it is briefly explained in
Section

In Chapter [6] the relation between rank-metric codes and three-dimensional tensors is fur-
therly investigated [I6]. This connection leads also to a connection between rank-metric codes
and linear block codes. In particular, the notion of tensor rank of a code is central to this chap-
ter. This is because the smaller the tensor rank, the lower the storage and encoding complexity.
This motivates the study of minimum tensor rank codes, which we face in Section 6.2 Those
codes are extremal codes with respect to a Singleton-like bound for the tensor rank.

Chapter [7| contains an intensive study of some new invariants, introduced in [82] and addi-
tionally investigated in [83]. These invariants are based on the dimensions of the o-sums and the
o-intersections of a vector code C. More specifically, we show that the sequence of dimensions
of the linear spaces, generated by C' together with itself under several applications of a field
automorphism, is an invariant for the whole equivalence class of the code. The same also holds
for the dimensions of the intersections of such spaces. Moreover, we compute such sequences
of dimensions for the known classes of Gabidulin and twisted Gabidulin codes. As a result,
we derive upper and lower bounds on the number of inequivalent codes. Finally, we derive a
characterization theorem for Gabidulin codes, which is partially based on these invariants.

Finally, in Chapter [§] we focus on applications of rank-metric codes. We briefly describe the
most common uses of these codes for communication and security purposes. Then, we analyze
two specific aspects. We describe a fuzzy authentication model based on Gabidulin codes, which
was proposed in [84] for authentication using approximate matching under a certain metric of
similarity. Afterwards, we deal with partial MDS codes, a family of codes used for distributed
storage. Based on [53, 80], we give an algebraic description of these codes, a characterization

result and a general construction that involves maximum rank distance codes.
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Chapter 1

Preliminaries

In this chapter we give some preliminary notions that will be useful in the whole dissertation.
We introduce the basics of finite fields, the trace and norm maps, and some additional results on
the theory of g-analogues. Afterwards, we revise some theory of tensors, in particular the three-
dimensional ones. Finally, we give an overview on classical coding theory with the Hamming

metric, with a particular focus on the family of generalized Reed-Solomon codes.

Notation: Let X,) be two sets and f : X — ) be a map. For any & C ) we denote the
preimage of S under the map f by f~1(S), i.e.

FUS)={zeX|f(z)eS}
We will widely use this notation in the present dissertation. Moreover, for any positive integer ¢

we let [i] == {1,...,i}.

1.1 Finite Fields

The following definitions and results can be found in any textbook on finite fields, e.g. [68]. We
denote the finite field of cardinality ¢ by F,. It is well-known that it exists if and only if ¢ is
a prime power. Moreover, if it exists, I, is unique up to isomorphism. An extension field of
extension degree m is denoted by Fym. An important property of finite fields is the existence of

a primitive element. This means that there always exists v € Fy that is a generator of Fy, i.e.
Fo={0}u{y' |0<i<q-2}

We now recall some basic theory on finite fields and the trace function. It is well-known that

the extension field F,m /F, is a Galois extension and

Gal(Fgm /Fy) = {0 : Fgm — Fym field automorphism | Ole, = id}
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is a cyclic group. One of its generators is given by the ¢-Frobenius automorphism 6, defined as

0: qu — qu
a — ol
1.1.1 Trace over Finite Fields and its Duality

We study here the trace map of a finite field extension, and the duality theory that follows from
that.

Definition 1.1. Let Fyn /F, be a finite extension of fields. For a € Fgm, the trace of a with
respect to the extension Fym /IF, is defined by

m—1 m—1 ]
Trp, . p, () = Yoo ol@=> )= o,
=0 =0

o€Gal(Fym /Fq)

We will refer to the function
TI'Iqu /Fq : qu — Fq

as the trace map of Fym /F,.
For every generator 6 of Gal(Fyn /F,), we denote by vy the map given by

Yo i Fgm — Fgm
a — fla)—a.

The following result relates the trace with the maps .
Lemma 1.2. The trace function satisfies the following properties:

1. Trg ., /7, () € Fq for all o € Fgm.

2. Trp . /p, is an Fy-linear surjective transformation from Fym to F,.

3. g is an Fy-linear transformation from Fym to itself.

4. For every generator 6 of Gal(Fym /Fy), 1g(a) = 0 if and only if a € F,.

5. (Additive Hilbert’s Theorem 90 for finite fields) ker(Tr]qu /F,) = Im(tg) for every generator
0 of Gal(Fym /F,) and has cardinality ¢™ 1.
Proof. A partial proof of this result can be found in [68, Chapter 2, Section 3|. For a complete

proof we refer to [81, Lemma 2]. O

The trace map has many important properties. One of them is that it can be used to define

an isomorphism between Fym and Homg, (Fgm, Fy).
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Definition 1.3. The [Fy-bilinear map defined as

tr: ]qu X ]qu — ]Fq
(O%B) — TI'qu/IFq(Oéﬁ),
is called the trace form of the extension Fym /F,.

Observe that for every a € Fym, we can associate an Fg-linear map T, € Homg, (Fym,Fy),

defined as
Ty :Fgm — T,

B — Trp.r,(aB).
Theorem 1.4. The trace form of Fgm [Fy is a symmetric non degenerate Fy-bilinear form. More-

over it induces a duality isomorphism given by

U:Fgm — Homg, (Fgm,[F,)
a — T,.

Proof. For the proof one can see [68, Theorem 2.24]. O

The following results directly follow from Theorem

Corollary 1.5. For every o € Fym the map T, is non identically zero, and hence dimp, (ker(T,)) =

m — 1.

Corollary 1.6. For every o, B € Fgm and X\, n € Fy, we have
T)\a—o—,uﬂ = )\Ta + /LTg.

Since the trace form induces a duality isomorphism, we can naturally define the notion of

dual basis.

Definition 1.7. Given an Fg-basis aq,...,am, of Fgm and Bi,...,8, € Fsm, we say that

Bi,. .., Pm is a dual basis of ay, ..., a, with respect to the trace form, if for all i, j € [m]
1 ifi=j
tr(ai, Bj) = 6ij =
0 ifi#j.
Remark 1.8. Given an Fg-basis aq,...,a,, of Fym, the existence and uniqueness of its dual

basis follow by Theorem and the fact that Fym is a finite dimensional F,-vector space.

Lemma 1.9. For every ai,...,o, 3 € Fgm,
ker(To,) N ... Nker(Ty,) C ker(Tp)

if and only if B € (a1,..., o).
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Proof. Suppose 8 € (a1,...,ak). By Corollary there exist A1,..., A\, € Fy such that T =
MTo, + ...+ MNTy,,. Hence, if z € ker(T,,) N ... Nker(Ty, ), then

Ta(z) = MTo () + ... + MTo, (2) =04 ... +0=0,

and therefore x € ker(T}).

On the other hand, suppose 3 ¢ (a1,...,ag). Let s := dimp, (a1, ...,ax). Without loss of
generality we can assume that (aq,..., ) = (a1,...,as). Now, complete ay,...,as, 3 to an
F-basis a1,...,0s, 58,71, ... Ym—s—1 of Fgm and consider its dual basis with respect to the trace

form @1, ..., d&s, 8,71, - .. Am—s_1. Therefore, Ty, (5) = 0 for every i € [s] and Tg(ﬁ) =1, 1ie.

B € ker(Tw,) N ... Nker(Ty,) \ ker(T}s).

Theorem 1.10. For every ay,...,ay € Fgm,
dimp, (ker(Ta,) N ... Nker(Ty,)) = m — dimg, (a1, ..., ag).

Proof. Let s := dimp, (a1,...,ar). Without loss of generality we can suppose (ai,...,ax) =
(aq,...,as). By Lemma we have ker(Ty, ,),...,ker(Ty,) 2 ker(T,,) N ... Nker(7,,), and
hence

ker(Ty,) N...Nker(T,,) = ker(Ty,) N ... Nker(T,,).

Therefore, it is enough to prove the statement when o, ..., aj are linearly independent over F,.
We use induction on k. If k = 1 then dimp,(ker(7%,)) = m — 1 by Corollary

Suppose now that the statement is true for £ — 1, i.e.
dimg, (S) =m —k + 1,

where S := ker(Ty,) N...Nker(Ty, ,). Then, by Lemma S & ker(Ty,), i.e. S+ker(Ty,,) =
Fgm. Therefore,

dimg, (S Nker(Ty,)) = dimg, (S) + dimg, (ker(Ty, ) — dimg, (S + ker(74,,))
=m—-k+1+m—-1-m

=m — k.

O]

Now, let aq, ..., ax € Fgm be [Fy-linearly independent and complete them to a basis ar, . . ., ayy,
of Fgm. Let B1,...,Bm be its dual bases. Then for every ¢ = 1,...,k we have T,,(5;) = 0 for
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every j =k+1,...,m, ie. B € ker(T,,) N...Nker(Ty,). Moreover, by Theorem [1.10, we get
dimp, (ker(To,) N ... Nker(Ty,)) = m — k, and hence

ker(Ta,) ... Nker(Ta,) = (Bis1s- - -+ Bm)-

We can now define the trace-orthogonal space of a subspace as follows.

Definition 1.11. Let S := (a1,...,a) be an Fs-subspace of Fgm. Then the trace-orthogonal
space of S is defined as the [F,-subspace

S* :=ker(Ty,) N ...Nker(Ty,).

Proposition 1.12. The subspace S* is well-defined, i.e. it does not depend on the choice of the

set of generators.

Proof. Let {a,...,ax} and {of,...,a;} be two sets of generators for a subspace S. We want
to prove that ker(Ty,) N ... N ker(Ty,) = ker(Ty) N ... Nker(Ty,). For every i = 1,....k,
a; € (af,...,a;) and therefore, by Lemma it holds that ker(Ty,) 2 ker(T,; ) N...Nker(T,,).
Hence,

ker(To,) N ... Nker(To,) 2 ker(Ty, ) N... Nker(T,,).

The opposite inclusion is analogous. O

We already know the relation between the image of the map 1y and the kernel of the trace
map (see Lemma . The following Lemma characterizes the preimage of any element in Fm

under the map 1.

Lemma 1.13. Let a € Fym and 6 be a generator of Gal(Fym /Fy). Then
1.

q if a € ker(Trp,_, /7,)

[0y ' ({a})] =
’ if o & ker(Trg, . /r,)-

2. Let o € ker(Trqu/Fq). If x1,20 € wa_l({a}), then x1 — xo € Fy, or equivalently, there

exists an x € Fym such that
vy ' ({o}) ={z+A| A eF,}.

Moreover such an x is of the form

1

——— (& o ))6? (a0 ()
mqmmm(@(wﬂ +0()6”(7) -+ (@t 0"(@)0" ()

xTr =



1.1. Finite Fields | 6

where y € Fgm is such that Try, ,, /r,(7) # 0.

Proof. 1. Ifa ¢ ker(TTqu/Fq), then, by part 5 of Lemma E we have 7,/19_1({04}) = 0. On
the other hand, if o € ker(Trg,,, /r, ), then |¢9_1({a})| = | ker(¢g)|, since 1y is an Fy-linear
map. By part 2 of Lemma[l.2

|qu|

qul — |ker(Tl"]qu/Fq)| = |Im(¢9)’ = ma

and therefore we get [, ' ({a})| = ¢.

2. For the first part, let zq,x9 € w;l({a}). Hence, 1g(z1) — ¥p(x2) = 0, and by linearity of
g, we get Yg(x1 —x2) = 0. By part 4 of Lemma we get x1 — o € Fy. Finally, showing
that 1g(z) = « is a straightforward computation.

[

We conclude this section with a useful result on the linear independence of preimages of 1.

Lemma 1.14. Let aq,...,q4 € ker(Trqu/Fq) and 6 be a generator of Gal(Fym /F,). Suppose
moreover that Bi,..., B, € Fgn are such that 0(B3;) — i = . Then, the elements aq, ..., q

are linearly independent over Fy if and only if the elements 1, 31, ..., B are linearly independent
over Fg.
Proof. Suppose A1,...,\; € F, and consider the sum

k k k k k
> e =Y N(0(B) — Bi) =0 (Z w) = XiBi =ty <Z m) :
i=1 i=1 i=1 i=1 i=1

This means that a non-trivial combination of the «;’s is zero if and only if a non-trivial combi-
nation of the 3;’s belongs to ker ¢y. This is equivalent, by part 4 of Lemma to Y . Nifi € Fy,
ie. 1,p1,..., B are linearly dependent over F,,. O

1.1.2 Norm over Finite Fields

In this subsection, we study the multiplicative counterpart of the trace map, that is the norm. It
is given by the product of all the conjugates under the Galois group action, and it has properties

that are similar to the trace’s ones.

Definition 1.15. Let Fym /F, be a finite extension of fields. For a € Fym, the norm of o with
respect to the extension Fym /IF, is defined by

m—1

m—1 ‘
Negwpg(@) = [ ola)= ] 0(a)=]] o7,
1=0

o€Gal(Fym /Fy) i=0
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We will refer to the function
Nqu/]Fq : ]qu — ]Fq

as the norm map of Fym /F,.

For any 6 generator of Gal(Fym /F,), we define the map

R *
60 . ]qu — ]qu
(6]

Lemma 1.16. The norm map of Fgm /Fq satisfies the following properties:
1. Np_ /F, (@) € Fy for all o € Fgm.
2. Nqu/Fq(a) =0 if and only if o = 0.
3. Npm/F, restricted to Fym is a group homomorphism from Fym to Fg.
4. &g is a group homomorphism from Fym to itself.
5. For every generator 6 of Gal(Fym /), &o(a) = 1 if and only if o € F}.
6. (Hilbert’s Theorem 90 for finite fields) ker(N]qu/Fq) = Im(&y) for every generator 6 of

Gal(Fym /F,) and has cardinality q;n:ll.

Proof. The proof is straightforward. It can be partially found in [68, Theorem 2.28]. O

Lemma 1.17. Let o € Fym and 0 be a generator of Gal(Fym /Fy). Then
1.
g—1 ifac ker(Nqu/Fq)

€' ({a})] = ,
if o & ker(Ng, . 7, )-

2. Let o € ker(Np,,, /7, ). If x1,22 € & ({al), then o el
x € Fgm such that

u» o equivalently, there exists an

& ({ah) ={ Mz rel}.

Moreover such an x is of the form x = x(v), where

m—1 7
x=>_ []]¢" ()| ¥,
=0 j=1

and v € Fym is such that x () # 0.

The proof of Lemma [1.17] is straightforward and can be found in any Algebra book. Note
that there always exists an element v € Fgm such that X(7) # 0. This is due to the fact that, by

Artin’s Theorem of linear independence of characters, x is a non-zero character.
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1.1.3 Gaussian Binomials and Moore Matrices

We denote by GLy(q) := {A € F3*" | 1k(A) = n} the general linear group of degree n over F.
Furthermore, given a finite field F,, we consider the Grassmannian Gr(k,Fy), that is the set of
all k-dimensional subspaces of the vector space Fy over Fy. It is well known that its cardinality

is given by the Gaussian binomial [Z]q, defined as

k-1 7 - n %
m -4 LS —d)
kl, tpdi—d | GLy(q)|

Lemma 1.18. Let k,n be two integers such that 0 < k < n/2, and let U be a k-dimensional
vector subspace of Fy. Then, for every r =0,...,k, the number of k-dimensional subspaces that

intersect U in a (k — r)-dimensional subspace is

{kﬁrunﬂqqﬂ'

Proof. There are [kﬁr] , many subspaces U’ of U of dimension (k—r) that can be the intersection
space. Now, in order to complete U’ to a k-dimensional vector space, intersecting ¢ only in U/,
we have HZ:& (¢" — ¢**%) choices for the remaining basis vectors. For a fixed basis of I/, the

number of bases spanning the same subspace is given by the number of k X k matrices of the

Ieer O
A B/’

and B € GL,(¢). This number is equal to ¢"*=")| GL,(q)| = H;;(]l(qk -

. Hence, the final count is given by

{ k } [T (a" — ¢**) :[ k ] [n—k‘] o
k—r qH;;&(qk_qk7T+i) k—r gL T g

form

where A € ng(kﬁ)

qkfrJri)

O]

In the rest of this section, we will introduce the Moore matriz, which is the g-analogue of the

Vandermonde matrix, and state some of its most important properties.

Definition 1.19. Let 1 < k < n be integers. For a vector v = (v1,...,v,) € Fgm and 0 €
Gal(Fgm /Fy), we denote by My, g(v) the 8-Moore matriz, which is defined as



1.2. Linearized Polynomials | 9

The following results give a relation between the rank of a Moore matrix and the ¢g-rank of the
defining vector. The next Theorem is a generalization of [68, Corollary 2.38] and a consequence
of [62, Corollary 4.13|.

Theorem 1.20. Let F C L be a Galois field extension, o € Gal(L/F) and E = L7 be the fized
field of 0, i.e. E={a €L |o(a) =a}. Forg e L", consider the o-Moore matriz M, ,(g) € L¥*"
whose (i, j)-entry is 0= 1(g;). Then rk(M;,(g)) = min{s,r}, where r = dimg (g1, ..., gn)E-

Corollary 1.21. Let 6 be a generator of Gal(Fgm /F,) and g € Fym. Then tk(Msy(g)) =
min{s,r}, where r = dimg, (g1, - . ., gn)F, -

1.2 Linearized Polynomials

In this section we recall some basic notions on linearized polynomials. For a deeper understanding
on this topic, the interested reader is referred to [119].

Linearized polynomials over finite fields have been intensively studied. They are a special
type of polynomials defined over a finite field of characteristic p, with the property that the only
monomials involved are x*’s, where i is a power of p. In general, let ¢ be a power of a prime p,
and m be a positive integer. One can consider g-polynomials over an extension field Fym; they
are polynomials in Fym[z] that involve only monomials of the form 27", for some non-negative
integers ¢. Their importance is due to the fact that, seen as functions corresponding to their
evaluation, they are [Fy-linear maps from Fgm to itself. On the other hand, any F,-linear map
from Fym to itself can be represented as a g-polynomial of degree at most g™ 1. Let L(Fgm)
denote the set of g-polynomials with coefficients in Fym. We have that L£(Fym) is closed under
addition and composition. Together with these two operations, £(F,m) is a non-commutative

ring. However, when one only cares about the evaluation in Fgm, can reduce to study the set

This is due to the fact that a?” = a for every a € Fym, and the set (29" —z) is a two-sided ideal.

In this framework, one can easily verify that
ﬁm(qu) = Mn(Fq)-

However, this can be seen as a consequence of the following more general setting. Let F/E be a

Galois field extension with cyclic finite Galois group
G := Gal(F/E) = (0).

Then, F is a finite E-vector space and the group algebra F[G] = F[f] is a ring endowed with
the addition and the composition. More in details, the elements f,g € F[G] are of the form
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f = Z?:ol 0 g = Z?;_Olgzﬁi, for some f;,g; € F. The addition is defined by f + g =
Zgﬁl(fz + ¢;)0%; the composition is defined on monomials by (f;6%) o (g;67) = f,6%(g;)0"*7, and

then extended by linearity. In this framework, we also have that
F[G] 2 Endg(F) = {¢:F — F | ¢ is E-linear }.

This is a consequence of the more general duality theory of the trace map of finite cyclic Galois
extensions, which follows from the additive version of Hilbert’s Theorem 90.

For this reason, we will widely use these notions also in the context of finite fields. Let Fym /F,
be a field extension and G := Gal(Fyn /F,) be its Galois group. Let 6 be a generator of G. We
have

Fgn[G] = Fgm [0] = Endg, (Fgm) = Lin(Fgm).

If  : a — a, for some integer s coprime to m, then the isomorphism between F,m[0] and

Ly, (Fgm) is given by

m—1 m—1 ‘
S F0 ) fiat
=0 i=0

In order to simplify the notation and make clear this connection, we will write 2% instead of

a?qSi, so that

m—1 ,
£m(qu) = {Z fixel ’ fi € qu} .

=0
1.3 3-Tensors

We recall some definitions and results from tensor algebra. The interested reader is referred to

[15 24] for more details. In this section, F denotes an arbitrary field.

Definition 1.22. Let U and V be vector spaces over F. We define the tensor product U @ V
of U and V to be the F-vector space of all elements of the form Zle u; ® vy, with u; € U and
v; € V for which the following holds:

L Mu®v) = (M) @v=u® (Av),
2. (U1 +u2) @V =u1 @V +uz v,
3. u® (v +v2) =u®uv +u® vs.

Equivalently, a tensor product of F-spaces U and V', denoted by U ® V, is defined as a pair
(T, ), where ¢ : U x V' — T is a bilinear map to the F-space T" such that, for any bilinear map
f:UxV = W to an F-space W, there exists a unique F-linear map f :T'— W satisfying
f= f o p. We say that (T, ¢) satisfies the universal mapping property. The existence and

uniqueness of (7', ¢), and hence the well-definedness of U ® V', can be shown by its construction
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as a quotient space of the free F-linear space on U x V (see, for example, [24, Chapter 10]).
Tensors of the form u ® v are called simple tensors (also called fundamental or pure tensors in
the literature). Arbitrary elements of U®V are expressed as sums of simple tensors: Zle U; QU;,
with u; € U and v; € V. Since the tensor product of a pair of spaces is itself a vector space, we
may construct the tensor product (U@ V)@ W =U ® (V@ W), for F-spaces U, V, W, which we
therefore express as U ®@V @ W. The corresponding map associated with such a tensor product is
a trilinear map p : U XV xW — UV @ W. It is important to remark that all the maps that
will be given in this section are well-defined, which is a consequence of the universal mapping
property.

If {ug,...,ug}, {v1,...,v,} and {wy, ..., wy} are bases of U, V and W, respectively, then
a basis of U @ V ® W is given by

{ui@vj@w[1<i<k 1<j<n, 1<0<mj.

In particular, dimp(U @ V @ W) = dimp(U) dimp (V') dimg(W).

In this dissertation we shall be mainly interested in tensor products of the form
F* @ F* @ F™,

whose elements are called 3-tensors, 3rd-order tensors, or triads. The elements of this space can
be represented as 3-dimensional arrays. As with matrices (2nd-order tensors), one can define a

3-dimensional array of size k X n X m as a function
X : [k] x [n] x [m] — T,
which we represent as
X = (X |1<i<k, 1<j<n, 1<<m). (1.1)

These representations of the tensor X = Zle U, ® v @ w, are related by
R
Xije =Y wipvjrwe,
r=1

where u, = (ujr | 1 < i < k), vp = (vjr | 1 <5 < n), and w, = (wg | 1 <€ < m). We hence
identify F¥ @ F* @ F™ with the space F¥*"*™ The representation of X as an element of FF>nxm
is called its coordinate tensor.

For the remainder of the dissertation, given vectors z, € FV, we will write zjr to denote the
J-th coeflicient of z, for each r. That is, 2, := (2 | 1 < j < N).

We introduce the following maps, which define multiplication of 3-tensors with vectors (cor-
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responding to s = 1) and matrices (s > 1).

my s TR s PR o (A, X) e (A, X) = (Aug) @ i @ wi,

)

My : FXT 5 FRXmxm __ phxsxm (B X))y my(B, X)) ZuZ (Bvi) ® w,

mg : XM x Fhxnxm __, ghxnxs (00 XY 5 ms(C, X) Zuz ®v; ® (Cw;),

for any X =3 u; @ v; @ w; € [Fkxnxm
Let X € FNXNexNs For each 4 € {1,2,3} and for any A € F**¢, B € F*Ni it is easy to see
that
mi(AB, X) = m;(A, m;(B, X)). (1.2)

Indeed, GLy;, (q) acts on the set of tensors FN1xN2xNg

Remark 1.23. Notice that, in the case that s = 1, the operation m; yields a 3-tensor of
the form ), \; ® v; ® w;, for some scalars A; € F, which can be identified with the 2-tensor
> Nivy) @ w; € F*™ (F® V and V' are isomorphic). Similarly, mg and mg yield 2-tensors for
the case s = 1. With abuse of notation, in this case we will consider the images of the m; to be

in the space of matrices over F.

Definition 1.24. Let X € FNXN2XNs | For each i € {1,2,3}, we define the i-th slice space of
X to be the F-span of {m;(e;, X) |1 < j < N;}, that is,

SSpi(X) = <mi<61,X), v ,mi(eNz., X)>

We write dim;(X) to denote the dimension of ssp;(X) as an F-vector space. We say that ssp;(X)

is nondegenerate if dim;(X) = Nj;, in which case we say that X is i-nondegenerate.

If X =" u ®v @ w, € FF*"™™ then clearly

R
Sspl(X) = <Zujrvr®wT | 1 S_] S k>7

r=1

where for each 7, u, = (uj, | 1 < j < k) € F¥. In particular, ssp; (X) is the F-span of k matrices

Aj = Zujrvr ® Wy = ml(ejaX) € anm’
r

of rank at most R, which form a basis of ssp;(X) if X is 1-nondegenerate.
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We also point out the simple fact that for every basis g1, ..., gn, of FVi we have
sspy(X) = (mi(g1, X), ..., mi(gn,, X)).
In particular, for every G € GLy;,(gq) we have
ssp;(X) = ssp; (mi(G, X)).

Of particular interest in this work, is the 1st slice space ssp;(X) of a nondegenerate 3-tensor
Xe F’;X"X’”, which will be a k-dimensional subspace of matrices in Fy*".
A notable parameter of a tensor that relates to algebraic complexity is its tensor rank, which

we now define.

Definition 1.25. Let X € FFX"x™  The tensor rank of X is the minimum integer R such that
there exist u, € F¥ v, € F*, w, € F™ with

R
X:Zuw@vr@wr.

r=1

We write trk(X') to denote the tensor rank of X. A representation of the X as sum of R = trk(X)

simple tensors is called a minimal rank form of X.

The reader will easily verify that
trk(mi (4, X)) < trk(X), (1.3)

for any A € F*** (with analogous statements for elements in the image of mo and m3). Moreover,
it is straightforward to check that the tensor rank is invariant under any permutation of the spaces
Fk " F™.

The following result gives various characterizations of the tensor rank; see for example [15]
Proposition 14.45]. As we will use the construction of these characterizations in Lemma we

include a proof.

Proposition 1.26. Let X € FF**"*™ qnd let R > 0 be an integer. The following are equivalent.
1. trk(X) < R.
2. There exist Ay, ..., Ar € F"™ of rank 1 such that ssp;(X) C (A1,...,AR).

3. There exist diagonal matrices Dy, ..., Dy, € FF*E and matrices P € F*™* R, Q ¢ Fm*E
such that
ssp1(X) = P(Dy,...,Dp)Q" := (PD1Q", ..., PD;QT).
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Proof. Suppose that trk(X) < R. Then X = Y% u, ® v, ® w, for some vectors u, € F¥,
vy € F*, w, € F™ and

sspy (X) = <Zujrvr®wr 1§j§k> C (v, @w, | 1<r<R).

T

Conversely, if ssp;(X) is contained in the span of R rank 1 matrices A, = v, ® w,, then for
all 1 < j < k there exist uj, € F satisfying my(ej, X) = Zil wjpvp @ wy. Therefore X =
Ele ur @ vy ® wy and trk(X) < R.

Again suppose that X = 25:1 Uy @ v, ® w, for some u, € F¥ v, € F* w, € F™. Let

D; = diag(ujr,1 <r < R).
So the diagonal elements of D; are the j-th coefficients of the u,. Set
P=(j|1<j<n1<r<R), Q=(wjr|1<j<m,1<r<R).

Then PDjQT = Zle ujrvy @ w, for each j and hence ssp;(X) = P(Dy,...,Dy)QT. Con-
versely, given the existence of matrices P, (), D; satisfying , the tensor X can be constructed

as Zle Uy @ vy @ wy, where v, is the r-th column of P, w, is the r-th column of @ and u;, is

the r-th element of the main diagonal of D; for each j. O

Example 1.27. The following example, adapted from [65], illustrates the preceding definitions
and propositions. Consider the tensor X =¢e; ® (61 ® e1 +ea®e2) +e2 @ (61 ® ez + e2 R e3) in
F? @ F? @ F3, where F is any field of characteristic not two. Then

100\ {010
SSpl(X):<<o 1 0)’(0 0 1>>

Then X can be written as the sum of the three rank one tensors

Xi=e1®e1®(e1 —e3)

1
Xy = 5(61 +e2) ® (e1 +e2) ® (e2 + e3)

1
X3 = 5(—61 +e2) ® (1 — €2) ® (e2 — e3),

which corresponds to the fact that ssp; (X) is contained in

oo )66
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The matrices P, Q) are given by

11 1 1 0 0
P = ; =10 1 11,
(0 1 —1) @
-1 1 -1

and D; = diag(1,1/2,—-1/2), Dy = diag(0,1/2,1/2).

It was shown in [50] that computing the tensor rank of a 3-tensor over a finite field is NP-
complete. However, we have the following bound on the tensor rank, which was proved by
Kruskal; see [60, Corollary 1].

Theorem 1.28 (Kruskal’s tensor rank bound). Let X € F¥X"X™ be 1-nondegenerate. Then
trk(X) > dim; (X) + min{trk(my(u, X)) | u € F¥\ {0}} — 1.

We will see later in Chapters [3] and [6] that this inequality will assume an important role in
the framework of rank-metric codes.

Another operation that is important in the context of tensors, is the so-called contraction
with respect to some indices. Since in this work we will only need one particular contraction, we

will not define this concept in general, but only for the following case.

Definition 1.29. Let £, k',n,m € N, and let

X=> w@uewcF>™m v =3 "uauveuecFmm
i j

be tensors. We define the double-dot product between X and Y, as the 2-tensor (i.e., the matrix)
X:Ye F’;Xkl given by
X:Y= Z(U’ . v})(wi . w;)uz ® U;w
1]

where the dot product between two vectors a,b € Fév is defined to be a - b := le\il a;b;.

In terms of their coordinate tensor representations, if we write X = (Xj;j;7) and Y = (Yy;¢),
then it is straightforward to see that the double-dot product X : Y will have coordinate repre-
sentation defined by

(X :Y)is = XijeYeje, for1l<i<k1<s<k.
at
The definition also extends when one (or even both) of the tensors is a 2-tensor, i.e. a matrix,
considering A € F"*™ as an element in FYX™*™_ In particular, for two matrices A, B € F"*™,

we have

A:B=Tr(AB"),
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that is, the double-dot product between two matrices corresponds to their trace-product. More-
over, it is straightforward to prove that, for A € Fs*k B € Fs*K' X ¢ Fhxnxm andy e FF xnxm

we have

mi(A,X): Y =A(X:Y),
(1.4)
X:mi(BY)=(X:Y)B".

1.4 Codes in the Hamming Metric and GRS Codes

In classical coding theory the most studied and well-known class of codes is definitely represented
by generalized Reed-Solomon codes. These codes were introduced in [93] and through the years
were deeply studied by many authors. Their importance is due to the fact that they are maximum
distance separable, and possess very fast algorithms for their encoding and decoding procedures
[47,[59]. The interested reader is referred to [75, 05, [115] for more details on the theory or error-
correcting codes. In this section we are going to briefly describe them, focusing in particular on

their generator matrices.

Definition 1.30. Let n be a positive integer. The Hamming weight is defined on Fy as
wia(v) = [{i € [n] [ v # 0}].
The Hamming distance dy on Fy is defined as
dpg :Fy xFy — N
(u,v) +— wtg(u —v).

It is well-known that dy defines indeed a metric on Fy. With this metric, classical coding
theory was developed in the last 70 years, focusing on many different classes of codes. In this

section we will only consider linear codes.

Definition 1.31. Let 0 < k£ < n be two positive integers. A linear code C of dimension k and
length n over a finite field F; is a k-dimensional Fy-subspace of F equipped with the Hamming

distance. The minimum distance of C' is the integer
dy(C) := min{dy(u,v) | u,v € C,u # v}.

A matrix G € F’;X” is called a generator matriz for the code C if C' = rowsp(G), where rowsp(G)

denotes the subspace generated by the rows of G, called the row space of G.

We will refer to a linear code C' C Fy of dimension k as an [n, k], block code. When also
the minimum distance d is known, we will call it an [n, &k, d], block code. Sometimes, the word
“block” will be omitted.
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It is well known that the minimum distance d of any linear code of dimension k and length
n satisfies the following inequality:
d<n-—k+1.

This bound is known as Singleton bound [112].

Definition 1.32. A code meeting the Singleton bound is called a mazimum distance separable
(MDS) code.

Among all the possible generator matrices of an MDS code, there exists one in a special form.
Indeed, it is easy to verify that every MDS code of length n and dimension k has a generator
matrix of the form G = (I | X), where X € F];X(nfk) and I denotes the k x k identity matrix.
Such a generator matrix is said to be in standard form, or equivalently, in systematic form.
Moreover, MDS codes can be characterized using their generator matrix in standard form. Let F

be a field. Recall that a matrix X € F"*5 is said to be superregular if all its minors are non-zero.

Theorem 1.33. Let C be an [n, k|, block code with generator matriz (I, | X). Then, C is MDS

if and only if X is a superreqular matriz.

Now we introduce the most prominent family of MDS codes. Let 0 < k < n be two positive

integers, and consider the set of polynomials over F, of degree strictly less than k, namely

Folz]<k == {f(z) € Fylz] | deg f < k}.

Definition 1.34. Suppose that n < ¢, and consider a1, ..., a, € F, pairwise distinct elements,
and by, ..., b, € Fy. The code

C={(b1f(a1),baf(a2),....bnf(an)) | f € Fylx]r}

is called Generalized Reed-Solomon (GRS) code and it is denoted by GRSy(c,b), where a =
(a1, ...,an) and b= (by,...,by).

It is well-known that the canonical generator matrix for C = GRSg(a,b) is given by the

weighted Vandermonde matriz that is

b1 by . b,
blal b2a2 e bnan
bia? boa? ... bpa? = Vi(a)diag(b),
blalf_l bgag_l oo bpafTl

where Vi () is the classical Vandermonde matrix, and diag(b) denotes the diagonal matrix whose

diagonal entries are given by by,...,b,. This generator matrix is obtained by choosing the set
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2

of monomials {1, T, T ..., xkil} as an Fy-basis of Fy[z] <, and then evaluating each of them in

the points aq,...,a,. This is why we refer to it as the canonical generator matriz.

The following result can be found in any coding theory book.

Theorem 1.35. Let 1 < k < n be integers, a,b € Fy as in Definition and let C =
GRSg(a,b). Then, dim(C) =k and dg(C) =n—k+1, i.e. GRS codes are MDS.

In 1985 Roth and Seroussi [98] studied the generator matrix in standard form of a GRS code,

giving a complete characterization.

Definition 1.36. Let r, s be positive integers, x1,..., % y1,...,Ys € Fy, c1,..., ¢, d1, ... ,ds €

[y, be elements such that
(a) z1,...,x, pairwise distinct,
(b) y1,...,ys pairwise distinct,
(c) yi € Fg\{z1,...,ar}, fori=1,...,s.

The matrix A € F;** defined by
Cidj

Ti — Yj

ai?j -
is called Generalized Cauchy (GC) matrix.
Theorem 1.37. [98, Theorem 1]

1. If C = GRS, x(c,b), then C has a generator matriz in standard form (I, | X), where

kx(n—k)

X ey is a GC matriz.

2. If X € ng(n_k) is a GC matriz then the code C' = rs(Ij, | X) is a Generalized Reed-Solomon

code.

Theorem [I.37] gives a correspondence between GRS codes of dimension k and length n over
F,, and k x (n — k) GC matrices over F,. Moreover, in [97], a characterization of GC matrices
in terms of their entries was given. We are now going to reformulate this result for our purpose,
in order to underline that it gives a way to determine whether a code is a GRS code in terms of
its generator matrix in standard form.

Let A € (IF;)"*® with entries a; ;. We denote by A the r x s matrix over [F; whose entries

-1

are az’j .

Theorem 1.38. [97, Lemma 7] Let X € Fl;x(n—k)

matriz in standard form is (Ix | X). Then, C is a GRS code if and only if

and let C' be the linear code whose generator

(i) every entry x; j is non-zero,
(ii) every 2 x 2 minor of X(=Y) is non-zero,

(i) rk(X1) = 2.



Rank-Metric Codes | 19

Chapter 2

Rank-Metric Codes

Rank-metric codes have received a lot of attention in the last decades, due to their applications
in network coding, distributed storage and post-quantum cryptography. Originally introduced
independently by Delsarte [30] in 1978 and Gabidulin [36] in 1985, these codes were first consid-
ered for applications by Roth [96] in 1991, who used them for correcting crisscross errors. In his
seminal paper, Delsarte showed that the parameters of these codes must satisfy a Singleton-like
bound on the cardinality. Codes meeting this bound with equality are called mazimum rank
distance (or shortly MRD) codes. Delsarte also provided a first construction of a family of MRD
codes, which was then explained by Gabidulin in terms of evaluations of g-polynomials. These
codes were then generalized in [6I] and they are known as (generalized) Gabidulin codes.

In recent years, rank-metric codes in general, and MRD codes in particular, have been in-
vestigated both for their applications and for their links with other mathematical areas. Their
connection with semifields has been recently pointed out in [I06]. Indeed, the recent construc-
tion of twisted Gabidulin codes is a generalization of the twisted semifields introduced by Albert
[1]. Furthermore, MRD codes have been studied in connection to important geometric objects,
such as linear sets [73]. In addition, some combinatorial techniques had led to new results in
rank-metric codes and their duality theory [92] 9] [18].

In this chapter, we give some basic notions and results on rank-metric codes. We study these
codes both as spaces of matrices with coefficient in a finite field F,, and as spaces of vectors
over an extension field F,m. We describe carefully the notions of duality and code equivalence,

explaining how they are related in the two different representations.

2.1 Vector Codes

In [36], Gabidulin introduces a class of rank-metric codes that are linear over the extension field

Fym. They are defined as follows.

Definition 2.1. Let Fym be an extension field of Fy, and let g = (g1,...,9n) € Fym. We define
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the Fym-support of g over IFy the Fy-subspace

supp,(9) := (91, -+ -, In)F,-

Moreover, we denote by rk,(g) = dimg, (supp,(g)), which is called the g-rank of g.

Definition 2.2. The rank distance between u,v € Fym is defined as d(u,v) = rky(u —v). A
(vector) rank-metric code is an Fym-linear subspace C' C Fym. If C' # {0}, then the minimum

distance of C' is the integer
d(C) = min{rky(u) | u € C, u # 0} = min{d(u,v) | u,v € C, u # v}.

It is easy to verify that the map d : Fjm X Fym — N defines a metric on Fgm. From now on,
we will refer to a vector rank-metric code C' C Fyin of dimension k as an [n, k]gm code. When
also the minimum distance d is known, we will call it an [n, k, d]g= code.

Let V, W be vector spaces over a field F. Recall that a map ¢ : V. — W is called semilinear,
if there exists 7 € Aut(F) such that, for all ,y € V and X\ € F, it holds that

L f(z+y) = f(z) + f(y).
2. f(Az) =7(\)f(2).

When V = W, then the set of semilinear maps which are invertible is a group, called general
semilinear group and denoted by I'L(V'). Furthermore, I'L(V) = GL(V) x Aut(F).

Definition 2.3. Two vector rank-metric codes C, C’ C Fym are (semilinearly) equivalent if there

exists an Fym-semilinear isometry ¢ : (Fym, d) — (Fgm, d) such that o(C) = C".

Let ¢ = p” for a prime p, and denote by Aut(F,m) = Gal(F,/F,) the automorphism group of
Fym.
The semilinear rank isometries on Fpn are induced by the semilinear isometries on ngm and

are hence well-known, see e.g. |8, [77, [118].

Theorem 2.4. [8, Corollary 1J[77, Proposition 2] The semilinear Fy-rank isometries on Fym are
of the form
(A A, 0) € (Fim x GLn(q)) % Aut(Fgm),

acting on Fym via
(V1 ..., o) (N, Ay 0) = (a(Avg), ..., o(Avy))A.

In particular, if C C Fym is a vector code with minimum rank distance d, then C" = a(AC)A is

a vector code with minitmum rank distance d.

IfC,c e Fym are equivalent vector rank-metric codes, then we will write €' ~, C’, or simply

C~C.
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Recall that the standard inner-product (or dot product) of u,v € Fym is (usv) 1= Y11, uv;.
It is well-known and easy to see that the map (u,v) — (u;v) defines an Fym-bilinear, symmetric
and nondegenerate form on Fym. Sometimes, we will also denote the standard inner-product

between two vectors u,v by u - v.

Definition 2.5. The dual of a [n, k];m vector rank-metric code C' is
Cct={uc Fym | (u;v) = 0 for all v € C}.

Note that Ct is an [n,n — k]gm code.

2.2 Matrix Codes

Definition 2.6. The rank distance between X,Y € Fy*™ is defined as d(X,Y) := k(X —Y).
A (matriz) rank-metric code is an Fy-linear subspace C C Fy*™. If C # {0}, then the minimum

distance of C is the integer
d(C) :=min{rk(X) | X €C, X #0} =min{d(X,Y) | X, Y €C, X #Y}.

It is easy to check that the map d : Fy*™ x Fg*™ — N defines a metric on Fy*™. From now
on, we will refer to a rank-metric code C C Fp*™ of dimension k as an [n x m, k], code. When
also the minimum distance d is known, we will call it an [n x m, k, d], code.

Also in the rank metric, one can define the notion of equivalence of codes.

Definition 2.7. Two rank-metric codes C,C" C Fg*™ are (semilinearly) equivalent if there exists
an I -semilinear isometry ¢ : (Fy*™, d) — (Fp*™,d) such that ¢(C) = C'.

If C,C' € g™ are equivalent rank-metric codes, then we will write C ~, C’, or simply
C~C.

As a semilinear isometry of ngm is necessarily bijective, equivalent codes have the same di-
mension and minimum distance. According to [54) [I18], in which all the F,-semilinear isometries

are classified, we have the following result.

Theorem 2.8. [5], [118] Let C,C" C Fy*™ be two rank-metric codes. Then, C ~ C' if and only if
there exist invertible matrices A € GLy(q), B € GLy(q) and a field automorphism T € Aut(F,)
such that

C'=Ar(C)B :={A7(X)B| X €},

or, when m = n,

C' = Ar(C) B = {AT(X)TB | X € c} .
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Recall that the trace-product of X,Y € Fp*™ is (X;Y) := Tr(XYT). It is well-known and
easy to see that the map (X,Y) — Tr(XY ") defines an F,-bilinear, symmetric and nondegen-

erate form on ]ngm.

Definition 2.9. The dual of an [n x m, k], code is
ct={X¢e Fe ™ [ (X;Y) =0 forall Y € C}.

Note that C* is an [n x m,nm — k], code.

Remark 2.10. We denoted by C the dual codes in both vector and matrix frameworks. This

is not really an abuse of notation, since for row vectors u, v we have (u;v) = 3", u;v; = Tr(uv').

We also define the column support and row support of a rank-metric code. See [45] for a
detailed analysis of the various definitions of rank-support proposed in the literature. For this
purpose, it is important to introduce the notion of row space and column space of a matrix
A € FF*" where F is a field. They are defined as the F-subspace generated by the rows,
respectively the columns, of A, and denoted by rowsp(A) and colsp(A).

Definition 2.11. Let C be a rank-metric code. The column support and the row support of C
are defined to be the Fy-subspaces of Fy and Fj", respectively, defined by

csupp(C) = Z colsp(M), rsupp(C) := Z rowsp(M),
MeC MecC

where the sums are sums of vector subspaces. The code C C F gxm is said to be nondegenerate
if csupp(C) = Fy and rsupp(C) = Fy".

2.3 Maximum Rank Distance Codes

The following result is the rank-metric analogue of the Singleton bound for codes with the

Hamming metric.

Theorem 2.12. [30, Theorem 5.4] Let n < m be two positive integers and C C Fg*™ be a
non-zero code. Then

dimg,(C) < m(n —d(C) +1).

Definition 2.13. A code C is mazimum rank distance (MRD) if it meets the bound of Theorem
2.12] or if it is the zero code.

In this framework, it is easy to see that a vector code C' C Fim is MRD if and only if

d(C) = n — dimg_,, (C) + 1.
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The property of being MRD satisfies a duality statement, both for vector and matrix codes
with their respective duality notions defined in Definitions and

Theorem 2.14. [30, [36]
1. Let C be an [n,klgm MRD code. Then C* is an [n,n — k]gm MRD code.

2. Let C be an [n x m,k]; MRD code. Then C* is an [n x m,nm — k], MRD code.

2.4 Operations on Codes

In this section we focus on operations on rank-metric codes, on both vector and matrix represen-
tations. In particular, we analyze the puncturing and shortening, which are related by a duality

statement in both the frameworks.

2.4.1 Vector Codes

For any matrix G € F];é", and set I C [n] satisfying 0 < |I| < n, we denote by G! € F’;im the
submatrix whose columns are those of G indexed by I, and by I the complement of I in [n], i.e.
I=[n\1I.

Definition 2.15. Let C be an [n,k];m» code and A € GL,(q). Let I C [n] satisfy 0 < |I| < n,
We define the punctured and shortened codes of C' with respect to A and I by

T(C, A, T) := {(cA)f lce C} crn s AT = {(CA)T lceC,(cA) = o} cF M,

Proposition 2.16. Let C be an [n, k| code, and let 2 < d < n. The following are equivalent.
1. d(C) > d.

2. For every A € GL,(q) and I C [n] satisfying |I| < d—1, the punctured code II(C, A, I) has

dimension k.
Proof. Let A € GL,(q) and I C [n] with |I| < d — 1, and consider the map

|1
far:Fgm — FZmH

¢ — (cA)L.

For any non-zero ¢ € C, we have rkq(cA) = rkq(c) > d. Moreover, rkq((cA)j) > 1ky(cA)—|I| > 1.
Therefore, ker(fa,;) NC = {0} and f4  restricted to C' is injective.

On the other hand, suppose d(C) = r < d —1, and let ¢ € C such that rky(c) = r, and let
(v1,...,v;) = supp,(c). There exists A € GL;(q) such that cA = (v1,...,v,,0,...,0). Taking
I = [r], we get that far(c) =0, and ker(fa,;) NC D (c). Therefore, with this choice of A and
I, the dimension of II(C, A, I) is at most k — 1, which yields a contradiction.

O
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The following result is known for classical Hamming metric codes. We could not find a

reference for this statement, but it directly follows from the classical case.

Theorem 2.17. Let C' C Fyn be a vector rank-metric code, A € GLy(q) and I C [n] with
0<|I| <n. Then
M(C, A I)* = B(CH, (A1) 7L D).

Proposition 2.18. Let C be an [n, k|gm code and let 2 < d < n. The following are equivalent.
1. d(C) > d.
2. For every I C [n] with |I| =n—d+ 1, for every A € GL,(q), £(C, A, I) = {0}.

Proof. From Proposition d(C) > d if and only if, for every I with |I| = n—d + 1 and
A € GL,(q), I(C, A, I) and C are isomorphic under the map f 4,7» which was defined in the

proof of the same Proposition. The kernel of this map is in one-to-one correspondence with
¥(C, A, I), which shows the desired equivalence. O

2.4.2 Matrix Codes

Let M € Fy*™. For any I C [n], J C [m] satisfying 0 < |I| < n, 0 < [J| < m, respectively, we
nXx|J|

denote by M7 € FLI‘Xm the matrix whose rows are those of M indexed by I and by M7 € Ty

the submatrix whose columns are those of M indexed by J.

Definition 2.19. Let C C F;*™ be a matrix rank-metric code and let A € GL,(q), B € GLy(q).
Let I C [n], J C [m] satisfy 0 < |I| < n, 0 < |J| < m. We define the row-punctured and row-
shortened codes of C with respect to A and I by

IT(C,A,T) = {(AM); | M €C}, S7(C,A,T) = {(AM); | M € C,(AM); = 0}
We define the column-punctured and column-shortened codes of C with respect to B and J by
1°(C, B, J) == {(MB)j | M e c}, $¢(C, B, J) i= {(MB)j | M ecC,(MB)’ = o}.

Clearly,

" (C, A, I) = A;C and 1I°(C, B, J) = CB”. (2.1)

In particular every row-punctured code of C has the form AC for some ¢ x n matrix A of rank ¢

and every column-punctured code has the form CB for some m x s matrix B of rank s.

Proposition 2.20. Let C be an [n x m, k], code, and let 2 < d < min{n,m}. The following are

equivalent.

1. d(C) > d.
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2. For every A € GLy(q) and I C [n] satisfying |I| < d—1, the row-punctured code 11" (C, A, I)

has dimension k.

3. For every B € GL;,(q) and J C [m] satisfying |J| < d — 1, the column-punctured code
I1°(C, B, J) has dimension k.

Proof. Let A € GL,(q) and let I C [n] such that |I| < d — 1. The Fy-linear epimorphism

f:C — II"(C,AI)
M +— (AM)I-,

has non-trivial kernel if and only if rk(AM); > 0 for every non-zero M € C. Since
tk((AM)7) > k(M) — |I| > k(M) —d + 1,

f is an isomorphism if and only if d(C) > d. This establishes the equivalence of and (2).
Similarly, and are equivalent. O

Let C C Fy*™ be a rank-metric code. There is a duality result involving shortening and

puncturing, similarly to the Hamming metric and the vector rank-metric cases.

Theorem 2.21. [I7, Theorem 3.5/ Let C C Fyp*™ be a rank-metric code, A € GLy(q), B €
GL,(q). Let I C [n] with 0 < |I| <n and let J C [m] with 0 < |J| < m.

r(c,A, Nt =xr(ct, (AN 1 1), 1¢(C, B, J)* = x¢(ct, (BN 7L, ).

Proposition 2.22. Let C C IFZXT” be a rank-metric code and let 2 < d < min{n,m}. The

following are equivalent.
1. d(C) > d.
2. For every I C [n] with |I| =n—d+ 1, for every A € GL,(q), £"(C, A, I) = {0}.
3. For every J C [m] with |J| = m —d+ 1, for every B € GL,,,(q), £°(C, B, J) = {0}.

Proof. From Proposition d(C) > d if and only if II"(C, A, I) and C are isomorphic under the
map : M — (AM);. The kernel of this map is in one-to-one correspondence with X" (C, A, I),
which shows the equivalence of and . The equivalence of and follows similarly. [

2.5 Relations between Vector Codes and Matrix Codes

To obtain a matrix code from a vector code, it suffices to use the fact that Fym and Fgy*™
are isomorphic as F,-linear spaces. An isomorphism can be constructed as follows. Let I' =

{71, ,¥m} be a basis of Fym /F,. For v € Fym, denote by I'(v) € Fy*™ the matrix whose
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(i,7) entry is the j-th coordinate of v; over the basis I'' Then the map v — I'(v) is an Fg-
isomorphism. We denote by I'(C') the image of a vector rank-metric code C' C Fym under I, Le.,

we let I'(C) = {T'(v) | v € C}.

Lemma 2.23. Let C C Fym be a non-zero vector code. The minimum distance of T'(C') does not

depend on the choice of the basis I' for Fgm /F,. Moreover, for any such basis we have
dimg, (I'(C)) = m - dimg,_,, (C).

Another notion of support for vectors in Fim can be defined, in addition to the one given in
Definition 2.1

Definition 2.24. Let C C Fgn be a vector rank-metric code, v € Fm and I' be a basis of
Fym /F,. The Fg-support of v is defined as supp(v) = colsp(I'(v)). Moreover, the F,-support of
the code C' is the F-space

supp(C) 1= » _ supp(v).

velC

The following result is an easy computation.

Proposition 2.25. The support of a codeword is well-defined, i.e. it does not depend on the
choice of the basis T’ of Fym /.

Notice that by definition, if C' C Fgm, then supp(C) = csupp(I'(C)) for every basis I' of
Fym /F,.
2.5.1 Code Equivalence

At this point, one could wonder if the definitions of equivalent codes for vector and matrix codes

are compatible. The answer was given by Sheekey and Van de Voorde in [107].

Proposition 2.26. [107, Proposition 2.5] Let C, C' C Fym be two vector-codes. Then, C ~, C"
if and only if for any fized basis T of Fgm /K, it holds T'(C) ~y, T(C").

Moreover, an improvement in one direction was recently proved in [40].

Proposition 2.27. [/6, Proposition 1.15] Let C,C" € Fgm be vector rank-metric codes. Let T, I
be basis of Fgm [Fy. If C ~, C" then T'(C) ~p, T'(C”)

Combining the two results, one can easily derive the following.

Theorem 2.28. Let C, C' C Fym be two vector-codes, and let [TV be two bases of Fym [Fy.
Then, C ~, C" if and only if T'(C) ~p, T'(C").
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2.5.2 Duality

Given a vector rank-metric code C C F gm and a basis I" of Fym JF ¢» it is natural to ask whether

the matrix codes I'(C+) and T'(C)* are the same. The answer is negative in general.

Example 2.29. [92) Example 18] Let ¢ = 3, n = m = 2 and Fs2 = F3[y], with 42 +1 = 0.
Consider now the vector rank-metric code C' generated by g = (v, 2), and the basis I' = {1,~}

of F32/F3. With these assumptions, we have that C* is the vector rank-metric code generated

by h = (1,7), and
() ()
= 36 )

However, (Iy;25) = 1 # 0, therefore I ¢ T'(C)+ and I'(C)*+ # I'(C1).

Example shows that in general I'(Ct) # T'(C)* for an Fym-[n, k] code and a basis T' of

Fym /F,. However, the following result shed lights on the duality of the matrix representation.

Theorem 2.30. [92, Theorem 21] Let C' be an [n, k]gn rank-metric code, and let T' be a basis of
Fym /Fy and T7 be its dual basis with respect to the trace form. Then

rch) =1'(0)*.

In particular, T'(C+) ~ T'(O)*.
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Chapter 3

Encoding and Representation of
Rank-Metric Codes

In coding theory, two important issues concern the encoding and the storage of a code. In the
most general case, given a finite set A and a positive integer n, a block code C is a subset of A",
endowed with a distance function (usually the Hamming one). The space of messages M is then
embedded in A", via an injective encoding map FE, such that E(M) = C. The need to have
fast encoding and efficient representation of codes led to look at algebraic structures on all the
defining objects (the alphabet, the space of messages and the code), and on the encoding map

E. For this reason, one usually only considers the alphabet as a field of ¢ elements, the space of

k
q7

study of linear codes. In this framework, we can locate the generator matriz of an [n, k], code C,

messages as the vector space F?, and the encoding map as a linear function, which leads to the
which serves as a representation in order to store C', and also as an encoding map. However, one
can also read the parameters of the defining code from its algebraic structure. This generator
matrix can also be constructed for a vector rank-metric code, and in analogous ways, one can
extrapolate information on the code from it. In the case of matrix rank-metric codes, there is
a similar object that one can use for storing, encoding and reading the parameters of the code.
This is the case of the generator tensor, which was introduced and studied in [I6] by Byrne,
Neri, Ravagnani and Sheekey. This also lead to the investigation of a new parameter, that is
the tensor rank of an [n x m, k], code C, which gives a measure on the storage and encoding

complexity of C.

3.1 Vector Codes

In the Hamming metric case, linear codes are usually represented via their generator matrix,
which represents the encoding map from the space of messages into the ambient space. Since
this representation does not depend on the metric defined on the space, the same representation

holds for vector rank-metric codes.
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More specifically, for a given [n, k]gm code C, an encoder is an Fym-monomorphism
.k n
E:Fom :— Fym.

The space of all such encoding maps is contained in the space Homp,, (F’;m, Fgm), which is an
[ m-vector space of dimension kn isomorphic to ]F];”nan as [Fym-vector space. The isomorphism is
given by:
£ :Fhx" — Homp,,, (Ffm,Flin)
G — Eg,

where

Eg:Fhm — Fim

u — uQ.

Definition 3.1. Let C be an [n, k]gm code. A generator matriz for C is an element G € IF];nXLn
such that rowsp(G) = C.

Note that the generator matrix for an [n,kJgm» code C is not unique. However, there is a
special generator matrix which is unique, that is the one in reduced row echelon form. A very

special reduced row echelon form is the one given by (I | X).

Definition 3.2. A generator matrix of the form G = (I | X) is said to be in standard form
(also called systematic form). The matrix X of this representation is the non-systematic part of
G. We will denote by Cx the code rowsp(Ij, | X).

Note that not all the codes have a generator matrix in standard form. However, it is easy
to see that every [n,k|sm code C is equivalent to a code C” which has a generator matrix in

standard form.

Definition 3.3. Let C' be an [n, k|;m code. A parity check matriz for C is an element H €

Fgﬁ_k)xn such that ker(H) = C.

In classical coding theory with the Hamming metric, it is well-known that generator matrix
and parity check matrix satisfy a duality property. Since the bilinear form defining the dual code

is the same in the case of vector rank-metric codes (that is the standard inner-product), then
also for an [n, k]gm code C, we have that a matrix H € Fé?n_k) “™ is a parity check matrix for C
if and only if it is a generator matrix for C*.

We now express the shortened code of an [n, k]gm code C in terms of the parity check matrix.
Let G be a generator matrix for C, I C [n] and A € GL,(¢). For a codeword ¢ € C, there exists

a unique u € IFZm such that ¢ = uG. Then

(cA)T = (A7) = uGAT = u(GAT).
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In particular,

II(C, A, I) = rowsp(GAL) (3.1)

This implies that GAT is a generator matrix for II(C, A, I') if and only if rk(GAI_) =k.
Using these facts and the duality result of Theorem [2:.17, we get some corollaries.

Corollary 3.4. Let H € Féﬁ_k)xn be the parity check matriz of an [n, k]gm codeC, let A € GL,(q)
and I C [n].

rowsp(HAT) = (2(C, (AT)~L, 1)t

Proof. Since H is a generator matrix for C*, by (3.1), we have that rowsp(HA!) = TI(C, A, I).
Then, the statement follows from Theorem [2.17} O

Corollary 3.5. Let C be an [n, k]gn code, d be an integer such that 2 < d < n, and G € F];Zé”

be a generator matrix for C. The following are equivalent.
1. d(C) > d.

2. For every A € GL,(q) and I C [n] satisfying |I| < d — 1, GAT is the generator matriz of
I(C, A, I).

3. For every A € F((In_dﬂ)xn of rank n —d + 1, rk(GAT) = k.

Proof. The equivalence between 2 and 3 has already been observed above. The fact that 1 and
3 are equivalent follows from Proposition and (3.1)). O

Corollary 3.6. Let C be an [n, k|gm code and let 2 < d < n, and let H € Fgﬁ_k)xn be a parity

check matrix for C. The following are equivalent.

1. d(C) > d.
2. For every A € Féd_l)xn, rowsp(HAT) = Fgﬁl.
Proof. Tt follows from Corollary (3.1) and Proposition m O

3.1.1 Generator and Parity Check Matrices of MRD Codes

As a direct consequence of Corollary we present some criteria on the generator matrix and
on the parity check matrix of an [n, k|;m code, that allow to verify whether the code is MRD.

First, we state the criterion given in the seminal paper of Gabidulin [36].

Proposition 3.7. [36] Let C be an [n,k]gn code, and G € FI(%" be a generator matriz for C.
Then, C is MRD if and only if for every A € GLy(q), the code rowsp(GA) endowed with the

Hamming metric, is an MDS code.



3.1. Vector Codes | 32

The following criterion was given in [51 Corollary 2.12], and it is based on Proposition
It was finally improved in [81]. First we define the sets

Ey(k,n) = {E € TR | tk(E) = k} , (3.2)

Ty(k,n) :={FE € &(k,n) | E is in reduced row echelon form }. (3.3)
Proposition 3.8 (MRD criterion). Let C' be an [n,k]gn code. Let G € IF];”WXL” be a generator
matriz and H € ng_k)xn be a parity check matriz for C. The following are equivalent.

1. C' is MRD.

2. tk(GE") =k for all E € &,(k,n).

8. tk(HE") =n —k for all E € E(n — k,n).
4. 7k(GET) =k for all E € T,(k,n).

5 tk(HE") =n —k for all E € Ty(n — k,n).

Another criterion was given in [51], involving the multiplication of the generator matrix by
upper-triangular matrices. Consider the set of all upper-triangular matrices with all 1’s on the

diagonal, namely
Un(q) :=={A€F;*" | a;; =0 fori>j,a;; =1forien]}.

The next theorem is a reformulation of |51, Corollary 3.3|.

Theorem 3.9. [51] Let C be an [n, k]ym code with generator matriz G. Then, C' is MRD if and

only if for every A € Uq(n), the code rowsp(GA), endowed with the Hamming metric, is an MDS
block code.

We now study the generator matrix in standard (or systematic) form of MRD codes.
Lemma 3.10. [79, Lemma 8] Let C be an [n,k|lgm MRD code. Then

1. C has a generator matriz in standard form, that is C' = rowsp(Ix | X), for some X =
kx(n—k)
(xm') S ]qu .
2. 1kg(L, i1, Tin—k) =n—k+1, for every i € [k].
3. rky(L, 214, ...,2k5) =k + 1, for every j € [n — kJ.

Proof. 1. An [n,k]g» MRD code is also MDS, if considered endowed with the Hamming
distance. This follows from the fact that rk,(v) < wtg(v) and from the Singleton bound.

Since the statement holds for MDS codes, we conclude.
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2. Suppose that rkq(1,2;1,...,2in—k) < n—k+1 for some i € [k], and consider the non-zero
codeword
ei< I | x ) = (0,210,105 0,0, 241, Timte)-

The g-rank of this codeword is strictly less than n — k 4+ 1, and therefore C'x can not be
MRD.

3. In this case we consider the code C%. Since a generator matrix for this code is (—X7 |
I,—1), we get that C)Jg ~ C_xr. By the part [2| of this Lemma, we have that C_yr is not
MRD and therefore the same holds for C’)L(. Hence, by Theorem , we can conclude that
C'x is not MRD.

O

Observe that by Lemma every [n, k]zm MRD code can be represented in a unique way
(

as a code of the form Cx for some X € F’;ﬁ "R We will widely use this notation later in this
work.

The following result derives from Theorem it can be considered as the analogue in the
rank metric of Theorem [1.33] since it gives conditions for a code C'x to be MRD, based only on

the matrix X.

Theorem 3.11. Let X € Fsyi(nfk)

. The following are equivalent:
1. Cx is MRD.
2. For every A € GLg(q), B € GL,—x(q),C € F];X(n_k), the matrix AX B+ C' is superreqular.
2 R kx(n—k) . .
. For every A € Ug(q), B € U,_x(q),C € Fy , the matric AXB + C is superreqular.

Proof. 2. = 3. This is clear, since U,(q) C GL,(g) for any positive integer r.
1. = 2. Suppose that C'x is MRD, and let A € GLg(q), B € GL,_(q),C € F**"™®_ Then
we consider the matrix G = (Ij, | X)M, where

A7l Al
M = € GL,(q).
( 0 B > (9)

Then it is easy to see that rowsp(é) = Cg, where X = AXB + C. Then the statement follows
from Proposition [3.7 and the characterization of MDS codes given in Theorem [1.33

3. = 1. Suppose that 3 holds. Every matrix M € U, (q) can be written in the form

A AC
M = € GL,(q),
(0 B ) (9)
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for some A € Ug(q),B € U,_x(q),C € F];X(n_k). Moreover, rowsp((I | X)M) = Cg, where
X = A7'XB + C. Since the map A — A~! is a bijection from Uy(q) into itself, we conclude

that C'x is an MRD code using Theorem [I.33] and Theorem [3.9] O

Even though Theorem [3.11]is an easy consequence of known results, it can not be found in

any published scientific work. Thus, it is an original contribution of this dissertation.

3.2 Matrix Codes: Tensor Representation

The results presented in this section are taken from the paper [16] by Byrne, Neri, Ravagnani
and Sheekey.

In the theory of rank-metric codes, a natural representation of an [n x m, k], code is given by
a generator tensor for it. It will become evident that this representation offers greater efficiency
in terms of complexity of encoding and storage of the encoder.

The generator tensor essentially determines an encoding from the information space F’; to
the ambient matrix space ngm. More specifically, for a given [n x m, k], code C, an encoder is
an [F,-monomorphism

.7k .
E:Fk . T,

The space of all such encoding maps is contained in the space Homp, (F];,ngm), which is an

F,-vector space of dimension knm. Moreover, we have that
k ~ mk
Homp, (Fq,FZX’") = qunxm
as [Fg-vector spaces. The isomorphism is explicitly given by:

£ :Fbmm s Homp, (Fk, F7*™)

X — Fy,

where
Ex :F: — Fpxm

g — mi(g,X).

This yields an analogue of the notion of a generator matrix for rank-metric codes, in the form

of a 3-tensor.

Definition 3.12. Let C be an [n x m, k], code. A generator tensor for the code C is an element
X € F’;X"X’” such that ssp;(X) = C.

Clearly, with respect to this definition, any generator tensor for a code is necessarily 1-
nondegenerate. The complexity of realizing a code C as the slice space of a tensor X depends

on the tensor rank of X and hence it is of interest to give expressions of generating tensors as
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minimal sums of simple tensors, and moreover to obtain constructions of codes whose generating
tensors have least possible tensor rank.

Let C C ngm be a non-zero code, and let X1, X2 be generating tensors for C. By Proposition
we have that

trk(Xl) = mil’l{R eN | dAq,...,Ar with I‘k(AZ) =1,C C <A1, .. ,AR>}
= trk(Xg).

Therefore the following holds.

Proposition 3.13. Let X; and Xy be two generator tensors for the same [n x m, k|, code C.
Then
trk(X;) = trk(X2).

Furthermore, if C is not the zero code, then this number equals the minimum R > 0 such that C
is contained in the span of R rank 1 matrices.

Definition 3.14. Let C be an [n x m, k|, code. The tensor rank of C, denoted by trk(C), is

defined to be the tensor rank of any generator tensor of C.

If C and C’ are a pair of codes satisfying C' = ¢(C) for an isometry ¢, and let {Aq,..., Ar}
be a set of rank 1 matrices such that C C (A1,..., Ag). Then C' C (p(A1),...,¢(AR)), and the
matrices p(A4;)’s have also rank 1. Therefore, Proposition also implies that the tensor rank

is invariant under code equivalence.
Proposition 3.15. Let C,C" € Fy*™ with C ~y, C'. Then trk(C) = trk(C’).
Let C be an [n x m, k], code with generator tensor X € FkXnXm_ By the definition of a

generator tensor, we have that dim;(X) = dimp,(C). However, dima(X') and dim3(X) also have

an important role, as explained by the following result.

Proposition 3.16. Let C be an [n x m, k], code with generator tensor X € F’;X”XW. Then
dimy(X) = dim(csupp(C)), dimg(X) = dim(rsupp(C)).

Proof. Let Ay,..., A be a basis of C. Then Y = Zle e; ® A; is a generator tensor for C. For

y» we have that ma(y,Y) = Zle e; ® (yA;) = 0 if and only if yA; = 0 for each

i=1,...,k This is true if and only if

any y € F

k k -
Yy € m colsp(A;)t = <Z colsp(Ai)> = csupp(C)*.
i=1

i=1

In particular csupp(C)* is the kernel of the map

ma(-,Y) : Fy — IF’;XT” sy = me(y,Y),
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hence dim(csupp(C)) = dima(Y) = dimsspy(C) = dima(X).
The proof of the statement for dims(X) is analogous. O

Remark 3.17. As a consequence, the property of a rank-metric code C of being nondegenerate
can be read from its generator tensor. Indeed, C is nondegenerate if and only if any of its

generator tensors is both 2-nondegenerate and 3-nondegenerate.

Remark 3.18. We note that some of the results of this section have been previously considered
in the case of m = n = k, due to the fact that MRD codes in this situation are in one-to-one
correspondence with finite semifields, that is, nonassociative division algebras. Indeed, tensors
and rank-metric codes in this case correspond to algebras which are not necessarily associative.
Knuth [57] considered the cubical array of a semifield, which is precisely the coordinate tensor
introduced in . The explicit tensor correspondence was outlined in [69] and developed in
[63], where the tensor rank was proposed as an interesting invariant of a finite semifield, or

equivalently its corresponding slice space.

3.2.1 Complexity

We have demonstrated how the encoding map from F’; to the ambient space IFj*™ is represented
for a rank metric code by a 3-tensor, namely its generator tensor. Let X = Zle Uy @ v @ W, be
a generator tensor for an [n x m, k,d|, code C of tensor rank R. The message a € F'g is encoded
via
R
ar— my(a,X) = Z(a U )vy @ wy =V diag(aU)WT,

r=1
where U = (u, |1 <r < R),V=(v,|1<r<R)and W = (w, | 1 <r < R). We say that X
is in standard form if U = (I | U’), V = (I, | V') and W = (I,,, | W) for matrices U, V', W' of
the required sizes.

X has storage complexity R(k + n + m) in the general case and requires storing up to
R(k+mn+m) — k% —n% —m? symbols in F, if X is in standard from. Note that the expression of
the codeword ¢ = mj(a, X) as an Fy-linear combination of the rank one matrices v, ®w, is unique.
Thus, it is sufficient to compute aU in order to represent elements of C, once the generator tensor
X is known. The tensor encoding therefore requires kR multiplications and (k — 1) R additions
over Fy for arbitrary U of rank k and k(R — k) multiplications and (k — 1)(R — k) additions if
U is in standard form.

Of course, being an F,-space, we could also choose to use a generator matrix to represent the
encoding map. This can be achieved by representing each element of ngm as a vector of length

Fy™ by the obvious Fg-isomorphism
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Then choose a k X nm generator matrix GG as the encoder. The storage complexity of G is knm
and if G is in systematic form it requires k(nm — k) symbols in F,;. The encoding complexity of
the computation z — zG for G in standard form then requires k(nm — k) multiplications and
(k —1)(nm — k) additions. We remark that the k x nm matrix G can simply be obtained from

the coordinate tensor representation of X via
Git = Xijﬁ; (34)

where t = (j —1)m+ /£ for 1 < j <mn, 1 < ¢ < m. We summarize these observations in Table
B

k x nm Generator Matrix | k x n X m Generator Tensor
Storage k(mn — k) R(k+n+m)—k* —n? —m?
Encoding Additions (k—1)(nm — k) (k—1)(R-k)
Encoding Multiplications k(nm — k) k(R — k)

Table 3.1: Complexities

Since R < nm, the generator tensor approach in most cases offers complexity lower than that
required by the generator matrix encoder. The number of symbols in I, required to store the
standard form generator matrix G exceeds that of the standard generator tensor X if and only
if

knm + n? +m?

R
< k+n+m

3.2.2 Parity Check Tensor

We define a parity check tensor of a rank-metric code.

Definition 3.19. Let C be an [n x m, k], code and let Y € ]Fémn*k)xnxm. We say that Y is a
parity check tensor for C if
C={MecF™™|Y:M=0}.

Recall that for a pair of matrices M = (m;;) and N = (n;;) in Fg*™,

<M; N) = TI‘(MNT) = Zmijnij.
1]

This operation coincides with the tensor double-dot product when applied to matrices, i.e.
M : N = (M;N).

From this, let C be an [n x m, k], code, X € IF];X”X’” be a generator tensor for C, and Y €

Fgmn_k)xnxm be a parity check tensor for C. Let moreover G € ]F'];X”m be constructed from X
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as in (3.4), and H € anm_k)xnm be a parity check matrix for the [nm, k], block code generated
by G. Then, it holds that
X:Y =0ifand only if GH' =0,

i.e. the definition of parity check tensor is compatible with the defiition of parity check matrices
if one uses the identification in (3.4)).

Proposition 3.20. Let Y € Fmn—k)xnxm und let C be an [n x m, klq code. Then, Y is a

generator tensor for C+ if and only if it is a parity check tensor for C.

Proof. Y is a parity check tensor for C if and only if Y : M = 0 for all M € C. From (1.4, this
holds if and only if
0=gY :M)=mi(9,Y): M

for all g € F2™ =% and M € C, which holds if and only if C+ = {m(g,Y) | g € F™*}. O

Corollary 3.21. Let X € FKXnX™ pe o generator tensor for an [n x m, k|, code C. A 1-

XnXm

nondegenerate tensor Y € F(mn—Fk) s a parity check tensor for C if and only if

X:Y=0.

Let C C ngm be a rank-metric code. We now express the shortened code of a rank-metric
code in terms of its parity check tensor.

Let X be a generator tensor for C € Fj*™ and let M € C. Then M = m;(a, X) for unique
a € FI(;. Let I C [n] and let A € GL,(q). Then

(AM); = ArM = mo(Ap, M) = mo(Ar,mi(a, X)) = mi(a, ma(Ar, X)),
where we have identified matrices H € ]FZIV *M with 3-tensors 1 ® H € IF(IIXN *M " In particular,
I1"(C, A, I) = ssp; (ma(Af, X)). (3.5)

Similarly, for any J C [m] and B € GL,,(q), we have

11°(C, B, J) = sspy(m3((B7) ", X)). (3.6)

Clearly, ma(A;, X) is a generator tensor for II" (C, A, I) (respectively ms((B7)T, X) is a generator

tensor for II°(C, B, J)) if and only if it is 1-nondegenerate.
Corollary 3.22. Let Y € }anm_k)xnxm be a parity check tensor of an [n x m, k], code C, let

A € GL,(q) and let B € GL,,(q). Let I C [n] and J C [m]. Then

1. sspy (ma(((AT) ™)1, Y)) = (£7(C, A, T))*-.
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2. ssp1<m3(<BJ)T,Y)) = (2¢(C, B, J))l

Proof. By the duality statement of Theorem [2.21] we have
¥T(C, A D) =17 (Ch (AT Dt
By Proposition Y is a generator tensor for C+ and so by we have
sspy(ma((A1) )7 Y) =T1"(CH, (A7) "1 1),
showing that holds. The proof that holds is similar. O

Proposition combined with (2.1)), (3.5)) and (3.6 immediately yield the following result.

Corollary 3.23. Let X € F’;X”X’” be a generator tensor of an [n x m, k|, code C, and let

2 < d <min{n,m}. The following are equivalent.

1. d(C) > d.

2. For every A € GLy(q) and I C [n] satisfying |I| < d — 1, ma(Af, X) is a generator tensor
of II"(C, A, T).

3. For every B € GLy,(q) and J C [m] satisfying |J| < d — 1, m3((B7)", X) is a generator
tensor of 1I°(C, B, J).

4. For every A € an—d+1)Xn of rank n —d + 1, dim; (m2(A, X)) = k.

5. For every B € Fgm_d+1)xm of rank m —d + 1, dimy(mg(B, X)) = k.

As a direct consequence of Propositions and [2.22] we get the following result that relates
the minimum distance of a rank-metric code with any of its parity check tensors.
Corollary 3.24. Let Y € Fénm_k)xnxm be a parity check tensor of an [n x m, k|, code C, and
let 2 < d < min{n,m}. The following are equivalent.

1. d(C) > d.

2. For every A € Féd_l)xn of full rank, ssp;(ma(A,Y)) = ng_l)xm,

3. For every B € Ff]d_l)xm of full rank, sspy(ms(B,Y)) = ng(d—l)'
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Chapter 4

Gabidulin Codes

The most studied and important construction of MRD codes is still the one proposed in the
seminal works [30, 36, 06], and then generalized in [6I]. These codes are known as Gabidulin
codes, and they represent the rank analogue of the well-known generalized Reed-Solomon (GRS)
codes. As GRS codes, Gabidulin codes are evaluation codes. However, they are defined over a
field extension Fgm /F,, whose Galois group is cyclic with generator 6. Here, the evaluation is
done on a particular subset of 8-polynomials in n points that are linearly independent over FF,.
The structure of evaluation codes allowed the development of many efficient decoding algorithms
in the last years [I10] [116]. In this framework, another analogy emerges regarding the generator
matrices of these two families of codes. The canonical generator matrix of GRS codes is obtained
by the evaluation of the canonical basis {1,z,...,2*"1}, that gives as a result the weighted
Vandermonde matriz, a matrix given by the product of a Vandermonde with a non-singular
diagonal matrix. The rank analogue of the weighted Vandermonde matrix is given by the §-Moore
matrix. Such a matrix is the canonical generator matrix of a #-Gabidulin code, obtained via
the evaluation of the canonical basis {z, z?, a:GQ, R xek_l}. As already explained in Section
there is another important generator matrix of GRS codes that is well-known in the literature.
In 1985 Roth and Seroussi gave a characterization of the generator matrix in standard form
for these codes ([98]), showing that GRS codes are in correspondence with generalized Cauchy
matrices (see also [33]). Explicitly, the generator matrix in standard form of a GRS code is given
by (I | X), where I is the k x k identity matrix, and X is a generalized Cauchy matrix. On the
other hand, every matrix (I | X), where X is a generalized Cauchy matrix, generates a GRS
code.

In this chapter, we first introduce the family of Gabidulin codes, recalling definitions, prop-
erties and some known results. Furthermore, we give a characterization of the generator matrix
in standard form of Gabidulin codes. As a consequence, this also allows us to define a rank
analogue of generalized Cauchy matrices, whose definition coincides with the g-analogue of gen-
eralized Cauchy matrices. This result is obtained making a wide use of properties of finite fields,

in particular the trace map, and of some new results appeared very recently [51, 81]. In addition
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to the theoretical result that almost completes the picture of the analogies between GRS and
Gabidulin codes, this has also a useful impact from a practical point of view. Using the structure
of the rank analogue of a generalized Cauchy matrix, we derive a subfamily of Gabidulin codes
whose generator matrix is made by an identity block and a Toeplitz/Hankel block. This new
family of codes seems to be suitable for fast algorithms for erasure correction and syndrome
decoding as well as for encoding. It is well-known, indeed, that the matrix-vector multiplication
with a Toeplitz/Hankel matrix can be performed in a fast way. Moreover, from the characteri-
zation obtained, we also derive a new criterion to determine whether a given code is a Gabidulin
code. This new criterion is faster to compute than any other previously known. Indeed, for
a given rank metric code of dimension £ and length n over a finite field Fgm, it only requires
O(k?*nm) field operations.
The results contained in this chapter are taken from the paper [79] by Neri.

Notation: Given a matrix (resp. a vector) A € F%n and 0 € Gal(F,m /F,), we denote by §(A)
the matrix obtained by applying 6 to every entry of the matrix (resp. the vector) A. Analogously,

given a code €' C Fiim, we define
0(C):={0(c)|ceC}.

Moreover we consider the map Wy defined as

— Flgﬁ(n_k)

X — 6(X)-X.

Uy : Fsrfl (n=F)

Observe that Wy is the function that maps every entry z; ; of the matrix X to vy (z; ;).

4.1 Definition and Properties

As we did for the previous chapters, let ¢ be a prime power and k,n,m be positive integers.
Suppose we are looking for [n, k];» MRD codes. It can be easily shown that a necessary condition
for the existence of MRD codes is n < m. Furthermore, the condition n < m is also sufficient.
MRD vector codes (and therefore MRD matrix codes) exist for every set of parameters. The
first construction was found by Delsarte [30] and independently by Gabidulin [36] and Roth [96].

It was then generalized in [61].

Definition 4.1. Let 6 be a generator of G = Gal(F,m /F;). We denote by Gy, ¢ the Fym-subspace
of the group algebra F m[f] = F,m[G] generated by the first k powers of 6, that is

gkﬂ = {foid + f10+ ...+ f]g_lek_l | fi € qu} .
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In the language of #-polynomials, the set Gy g corresponds to the set

k—
Ly = {f0x+f1x9+...+fk,1:c9 ' | fi qum}.

Definition 4.2. Let g = (g1,...,9n) € Fygm be a vector such that rk,(g) = n. Let moreover
1 <k <n < m. The §-Gabidulin code Gy, 4(g) is defined as

Gro(9) ={(f(91),---, f(gn)) | f € Gro}-

Remark 4.3. In the literature, it is often referred to Gabidulin codes to denote §-Gabidulin
codes, where 0 is the ¢-Frobenius automorphism, i.e. the map that sends any o € Fym to its g-th
power af. Gabidulin codes with this special automorphism 6 were the ones first introduced and
studied in [30] 36, 96]. The general case with any 6 generator of Gal(F = /F,) was later studied
by Kshevetskiy and Gabidulin in [61], and these codes are known as generalized Gabidulin codes.
However, in the whole dissertation, we will never distinguish between the two constructions,

since there is nothing really special with §-Gabidulin codes.

Theorem 4.4. [30, [36] Let g € Fym be a vector such that tk,(g) = n. The minimum rank
distance of the 8-Gabidulin code Gy g(g) isd =n—k+1, i.e. Gyp(g) is an MRD code.

The following result gives an explicit expression for the dual of a #-Gabidulin code, which is

in turn a #-Gabidulin code.

Proposition 4.5. [36, Sections 2 and 4/[61), Subsection IV.C| Let g € Fym be a vector such
that 1ky(g9) = n and C = Gy y(g) be a 0-Gabidulin code. Then C+ = G,y ¢(h) where h is any
non-zero vector in the code G,_1.9(0~ "D (g))L. Moreover, tky(h) = n.

In the following, Gr(k,Fyn) denotes the k-dimensional Grassmannian of Fy, that is the set
of all the k-dimensional Fym-subspaces of Fgm. Moreover, let Gabg(k,n,m,0) be the set of all
[n, k]gm 6-Gabidulin codes, i.e.

Gabg(k,n,m,0) := {U € Gr(k,F) | U = Gr9(g) for some g € Filn with rky(g) =n}.

One can also find the exact number of §-Gabidulin codes for a given 0. In [8], Berger provided

the following result.

Theorem 4.6. [8, Theorem 2] Let u,v € Fym be two vectors such that rky(u) = rky(v) = n.
Then, for any 0 generator of Gal(Fgm /Fq), Gro(u) = Gre(v) if and only if u = Av for some
A€ Fym.

q

Corollary 4.7. Let k,n,m be integers such that 2 < k < n—2 and n < m, and let 0 be a



4.2. Canonical Generator Matrix | 44

generator of Gal(Fgm /Fy). Then,

n—1

| GabQ(kana m, 0)| = H(qm - qi)'
1=1

In general a #-Gabidulin code C' can be also a 0-Gabidulin code for another generator o of
Gal(Fym /F,). We will prove in Theorem that this can not happen for many o’s. However,

it is straightforward to see that a #-Gabidulin code is always also a §~!-Gabidulin code.

Proposition 4.8. Let 6 be a generator of the Galois group Gal(Fym /Fy) and g € Fygm such that
tkq(9). Then Gro(g) = Gre-1 (0% 1(9)).

Proposition together with Corollary provides an upper bound on the total number
of Gabidulin codes. A lower bound on this number will be provided in Chapter m Let F = {0 €
Gal(Fgm /Fy) | 6 is a generator of Gal(Fgm /Fy)}, and

Gabg(k,n,m) :={U € Gr(k,Fyn) | U is a 6-Gabidulin code for some 6 € F'}

= U Gabgy(k,n,m,0).
0cF

Corollary 4.9. Let k,n,m be integers such that 2 <k <n—2 and n <m. Then,
-1
¢(m) T :
|Gaby(k,n,m)| < 5 Hl(qm —q").
1=

Proof. 1t directly follows from Corollary [£.7] and Proposition 1.8 O

However, one can expect that some of those Gabidulin codes will be equivalent to each other.
Then the natural question is “how many inequivalent Gabidulin codes do exist?”. Recently,

Schmidt and Zhou provided a lower bound on this number.

Theorem 4.10. [101, Theorem 1.2] For any k,n,m integers such that 1 < k < n — 1 and

2 <n <m—2, the number of inequivalent Gabidulin codes of dimension k in Fym is at least
1 m| g—1
mn],q" -1

4.2 Canonical Generator Matrix

The most used generator matrix of a #-Gabidulin code Gy g(g) is given by the §-Moore matrix
M;9(g). This generator matrix is said to be canonical or monomial, since it is obtained by
evaluating the basis {id,,...,0%*"1} of Gk in the points g1, ..., g,. In terms of f-polynomials,

the #-Moore matrix is obtained by evaluating in ¢g the monomial basis {z, 2l ... ,xak_l} of Ly ¢
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Definition 4.11. Let v € Fym and 6 be a generator of Gal(Fym /F;). The 6-Moore matriz of
order k in g is the matrix defined by

Mk,g(v) = (Qi’l(vj))i,j € IF’;%”

Now, if one picks the g-Frobenius automorphism 6, which maps every « to its g-th power a4,

the 8-Moore matrix will be of the form

that is how it is usually described in the literature. This particular matrix was deeply used in the
theory of finite fields and normal bases. Already at the beginning of the 20th century, Dickson
used the structure of Moore matrices for finding the modular invariants of the general linear
group over a finite field [32] (Moore was actually Dickson’s doctoral advisor, Ed.). For all these
reasons, the -Moore matrix is considered the g-analogue of a (weighted) Vandermonde matrix.

An important criterion for an [n, k];m code C to be a #-Gabidulin code was given in [51], and
it is based on the intersection of the code C' with 8(C'), where 0 is a generator of Gal(Fym /F,).

Theorem 4.12. [51, Theorem 4.8] Let 0 < k < n < m be integers, C be an [n,k]gm MRD code,
and 0 be a generator of Gal(Fgm /Fy). Then, C is a 0-Gabidulin code if and only if

dim(C NOC)) =k — 1.

Theorem can be reformulated in the following way, based on the generator matrix in
standard form of C.

Theorem 4.13 (Gabidulin criterion). [81, Lemma 19] Let 0 < k < n < m be integers and let
X e anxq(nfk) such that Cx is an [n,k]gn MRD code. Then, Cx is a Gabidulin code if and only
if there exists 6 generator of Gal(Fym /Fy), such that

rk(T(X)) = 1.

Proof. We know from Theorem that an MRD code Cx is a #-Gabidulin code if and only if
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dim(C'NO(C)) =k —1. We get

dim(CNOC)) =k — 1

(2o )
<~ rk =k+1
I | 0(X)

I X B
<:>rk< 0(X)—X>_k+1
— 1k(¥p(X)) = 1.

O]

Theorem will be one of the most important results on which this chapter is based. The
criterion starts with the assumption that we already know that the code is MRD. However, in
Section we will derive a new criterion that does not have such assumption and it is definitely
easier to verify.

As a consequence of Theorem we have an interesting result, that will be useful in the

next section.

Corollary 4.14. Let X € Flgé(n_k), and X = X + B for some matriz B € F’;X(n_k). Let

moreover s be a positive integer coprime to m.
1. If the code Cx is MRD, then also C's s MRD.
2. If the code Cx is a 0-Gabidulin code, then also C'g is a 0-Gabidulin code.

Proof. 1. Let G = (I | X), be the gencrator matrix for C'x, and let G = (I | X) be the
generator matrix for C'y. Then, G = GM where

I, B
M=["" € GLy(q).
0 Ing

By Lemma2.4] C; ~ Cx is MRD.

2. By Theorem@ the code Cx is MRD, and so it is C'y by part 1 of this Corollary. Moreover

we have

Uyp(X) = Uy(X + B) = ¥y(X),

and we conclude using Theorem {4.13



4.3. Standard Form of Gabidulin Codes | 47

4.3 Standard Form of Gabidulin Codes

Similarly to the work of Roth and Seroussi for GRS codes [98], in this section we characterize the

I;é ("=%) Such that the code Cy is a Gabidulin code, and we refer to this family

matrices X € F
of matrices as 0-Cauchy matrices. In order to do that, we rely on Theorem which tells that
rk(Wy(X)) = 1. Therefore, we start with a rank-one matrix A and determine the conditions such
that A belongs to the image of the map Vy. Finally, we impose that the resulting matrices X
with Wy(X) = A, are such that the code Cx is MRD and get the desired characterization.

Moreover, we also give an analogue of Theorem [I.38] for -Gabidulin codes. This result
represents a new criterion that allows to determine whether a given code in standard form is a
Gabidulin code, which is faster than the one given in Theorem [£.13]

As in the whole work, we fix positive integers 0 < k < n < m. For every 6 generator of

Gal(Fym /F,), we consider the following sets:

G(0) := {X e Fia"™ | Cx € Gaby(k,n,m,0)},
Pi= {4 €m0 | xk(a) =1},

K := (ker (Tr]qu/]Fq))kX(n_k) .

kx(n—k)

Throughout the rest of the chapter, given a set T C F m , we denote by \1151(7') the

preimage of the set T, i.e.
v T) = {A R [ wy(a) e T}

kx(n—k)

In the same way, for a set S C Fym , Wy(S) denotes the set of images of the elements in &

through Wy, i.e.
Uo(S) ={¥(A) | A€ S}.
Lemma 4.15. For every 0 generator of Gal(Fgm /F,), the following properties hold.
1. We(FEX Ry = k.

2. Let Ac Fix™ ™ I[f Ac K and X € W, ({A}), then
U ({AY) = { X + B | B € FFx(n=k)
s ({A}) +B|BeF, :

In particular,
0 if A¢ K

LAY =
Wy ({A})] F0D Ak

3. Wy(G(0)) C Ry NK, or, equivalently, G(6) C W, (R} NK).
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4. Let A € RENK and X € U, ({A}). If X € G(0) then the whole preimage of {A} is
contained in G(0), i.e.

vy ({A}) € G(O).

Proof. 1. Since ¥y is the function that maps every entry z; ; of the matrix X to vg(x;;), we

have that A € \Ilg(IFl;an(nfk)

5 of Lemma this is true if and only if every a; ; belongs to ker <TrIqu /]Fq>-

) if and only if every entry a; ; of A belongs to Im(vy). By part

2. If A ¢ K, then, by part 1 of this Lemma, this means that \Pgl(A) = (). Otherwise, again
by part 1, \Ilg_l(A) # (). In this case every entry a;; belongs to Im(¢p), and by part 2 of
Lemmal|l.13

vy ({aig}) = {zig + A | X € Fo}
for some z; ; € Fgm. Since this holds for every entry, we get the desired result.

3. Let X € G(#). By Theorem Wy (X) has rank equal to 1. Moreover, by Lemma
all the entries of Wy(X) are in Fgm. Finally, by part 1 of this Lemma, we have Wy (X)ekK

and this concludes the proof.

4. It directly follows from part 2 of this Lemma and part 2 of Corollary [4.14]
O

As a consequence of part 4 of Lemma [4.15] given a matrix X € F’;i(n_k)

, we have that

the property of C'x being Gabidulin only depends on the image Wy(X). It is now crucial to
investigate the matrices that belong to the image of the map Wy, and, by part 3 of Lemma [£.15]
in particular R} N K.

By definition, every element in R} N K has rank one, and it is well-known that every rank-
one matrix can be written as the product of a non-zero column vector by a non-zero row vector.
Moreover, for a fixed rank-one matrix over Fym, there are exactly ¢" —1 different parametrizations
of this form.

The following result is straightforward and directly follows from the considerations above and
the definitions of R} and K.

Lemma 4.16. The set R} N K can be written in the following way
RiNK = {aT,B |a € ]F];nL,/B € Fgﬁk,aiﬁj € ker(Trg . /r,) for all i,j}
= {aTﬁ | € ]F];m,ﬁ € ]Fgﬁk,ﬁj € supp,(a)* for allj}

= {aTﬂ |a € ]Flgm,/B € Fgﬁk,suppq(ﬂ) - suppq(a)x} )

Moreover, every element in RY N K has ¢™ — 1 distinct representations of this form.
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This result gives a convenient way to represent R} N K with the set

Vi = {(a,ﬁ) € F];m X IFZTZ]“ | supp, (8) C suppq(a)x} .

Notice that, since we have ¢ — 1 distinct representations for a matrix in R} N and the entries
are all non-zero, we can always choose the representation with g; = 1.

At this point, given (a, §) € Vj,, and a matrix X € \Ile_l({aTﬁ}), we have, by Theoremm
and by the definition of G(#), that Cx is MRD if and only if X € G(6), i.e. if and only if Cx is
a #-Gabidulin code.

Lemma 4.17. Let (o, f) € Vi, and let
X e, ({a'8}).

1. Ifrky(a) < k, then X ¢ G(6), i.e. Cx is not MRD.
2. If tky(B) < n—k, then X ¢ G(), i.e. Cx is not MRD.

Proof. 1. The entries of the first column of '3 are a1f,...,a P, that are F,-linearly
dependent by hypothesis. By Lemma this means that the entries of the first column
of X together with the element 1, are Fy-linearly dependent. At this point we conclude by

Lemma B.100

2. The entries of the first row of o' 8 are @151 ..., a1Bn_k, that are [Fy-linearly dependent by
hypothesis. Then we conclude again using Lemma and Lemma
O

Finally, we can state our desired result.

Theorem 4.18 (Standard form of Gabidulin codes). [79] Suppose X € Fgé(n_k)

such that Cx € Gaby(k,n,m,0). Then X € U, ({aTB}) for some a € F’;m,ﬁ € Fgﬁk such that
(a) rky() =k,

(b) tky(B) =n —k,

1S @ matrix

(c) supp,(B3) C supp,(a)*.

Moreover, if a € Frn, 8 € ]Ff;n?k satisfy properties (a), (b), (¢) and X € W, ({aB}), then
Cx € Gaby(k,n,m,0).

Proof. Let Cx be a Gabidulin code. We have that Wy(X) is of the form o' 3 for some «, 3 by
part 3 of Lemma and Lemma Part (c) follows from the fact that if C'x is a Gabidulin
code, then all the entries of Wy(X) belong to ker(Trg ,, /r,). Finally part (a) and (b) follow from
Lemma
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On the other hand, we can count the number of matrices X € ﬁle_l({aTﬂ}) for o € IF’;m, RS
F"fk satisfying properties (a), (b), (¢). For a we have H;:Ol(qm — ¢') possible choices, while
for § we have [[;", k- 1( m=k _ ¢%) choices. Moreover, we need to divide by ¢ — 1 since, by
Lemma we have ¢ — 1 choices of (« 6) that give the same matrix a' (. Since for every

a' B € RiNK we have, by part 2 of Lemma ¢"™=%) many matrices in the preimage under
the map Wy, we finally obtain

L) k— n—k—
-1 * _qk(n k) - m i ! m—k %
Ty (Rlﬂ/C)l—qm_ll_[(q ) [ @ *-4)

By Corollary [£.7] this number is equal to the number of distinct #-Gabidulin codes. Therefore,

by a counting argument, it follows that conditions (a), (b), (c) are also sufficient. O

Theorem [4.18|gives a characterization of the generator matrix in standard form of a Gabidulin
code. In [98], Roth and Seroussi showed that there is a one-to-one correspondence between
generalized Reed-Solomon (GRS) codes and generalized Cauchy (GC) matrices. In that paper,
it is shown that a code in the Hamming metric, whose generator matrix in standard form is
(I | X), is a GRS code if and only if X is a GC matrix (see Theorem [1.37)). Since Gabidulin
codes are the analogue of GRS codes for the rank metric, it becomes natural to give the definition
of a rank analogue of Cauchy matrices according to Theorem [£.18]

Let v € Fgm such that Trp,_,, /r, (7) # 0 and 6 be a generator of Gal(Fym /F,). We define the

function g as

e qu — F

l\.')

a > mz 9L (v z (% ()) | . (41)

TI"IF m /8, (V) = =

Recall that, by Lemma for a € ker(Trqu JF, ), To(a) gives one of the elements in the
preimage of o under 1y, i.e. Yg(mp(a)) = a and my(¢g(a)) = o+ A for some \ € F,. Moreover,
every element in 1, ' ({a}) is of the form my(a) + A.

Definition 4.19. Let o € ]Fgm,ﬁ € Fym such that
(A) ko) = 1,

(B) rky(B) =,
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(C) suppy(B) C suppy(a)*.

Let moreover 6 be a generator of Gal(Fgm /F,) and B € F,*". A txr 6-Cauchy matriz Cy(a, 3, B)

is a matrix of the form

mo(cnB1) me(aife) -+ mo(anf3r)

Colce. . B) = 779(0:2/31) W@(Oé:252) W@(Oizﬂr) B

mo(ayB1) mo(oufa) -+ mo(auf)

Remark 4.20. Definition directly arises from the characterization of the generator matrix
in standard form of a Gabidulin code. However, one can see that 8-Cauchy matrices introduced

in this work are the rank analogue of GC matrix. Indeed, conditions (A), (B) and (C) represent
the g-analogues of conditions (a), (b) and (c) of Definition [1.36]

With this definition, we can reformulate Theorem |4.18|in the following way, that puts em-

phasis on the correspondence between #-Gabidulin codes and #-Cauchy matrices.

Theorem 4.21. [79] Let X € ]Flgffl(n_k) and let 6 be a generator of Gal(Fym /Fy). The code Cx

is a 0-Gabidulin code if and only if the matriz X s a 0-Cauchy matriz.

From Theorem we have an immediate consequence, that relates f-Cauchy matrices with

0-Moore matrices.

Corollary 4.22. Let 0 < k < n < m be positive integers and 6 be a generator of Gal(Fym /Fy).
Let g = (g1,---,9n) € Fym be a vector such that rky(g) = n. Then the matriz

Miyo(g1s-- - 98) " Mro(grs1, - 9n)

is a k x (n — k) 0-Cauchy matriz.
Moreover, if R is a t X r 0-Cauchy matriz, then there exists g = (g1, .., gitr) € Fz}"f with
tkq(g) =t +r such that

R= Mt,O(QL .- ,gt)_lMt,e(gtH, . 7gt+r)-

Now, we want to determine the basis of the linearized polynomial space Ly, g that corresponds

to the generator matrix in standard form. In order to do that, we introduce the following notion.

Definition 4.23. Let h = (hy,...,hy) € Fgm be a vector such that rk,(h) = ¢, and let 6 be a
generator of Gal(Fym /IF,). We define the associated polynomial py g to h as

ph,g(m) = det(Mg_i_Lg(hl, .oy hy, .T))
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Obviously pp () is a linearized #-polynomial and in particular it belongs to Ly419. Observe
that, by the properties of §-Moore matrices, it can be deduced that the set of roots of py ()
in Fym is equal to the F -subspace suppq(h). Moreover, if h,h' € Fgm are two vectors such that
rky(h) = rky(h') = £ and supp,(h) = supp,(h'), then

Pho(z) = det(E)pn g(z),

where E € F.*¢ is the change-of-basis matrix from {h/, ..., hj} to {h1,..., hs}. (see [68, Chapter
3, Section 4| for more details).

Remark 4.24. Let C = Gy 9(g) be a §-Gabidulin code. Consider the vectors

(i)

g = (glv'”7gi—17gi+17"‘7gk)G}Flgﬂ_il fOri:17...,k7

and define the #-polynomials
fi(z) := pg(i)ﬁ(gi)ilpg(i)’@(x) fori=1,... k.
It follows from the definition that for every i,j € {1,...,k}, we have f;j(x) € Ly and

1 ifi=j

filgj) = dij =
SR N T

Therefore the generator matrix in standard form for the 6-Gabidulin code C' is obtained evalu-

ating the basis {fi(x),..., fu(x)} of L in the points gi,...,gn.

4.3.1 A New Criterion for Gabidulin Codes

The next result represents the analogue of Theorem [I.3§|for the rank metric, and its proof follows
directly from Theorem [4.18

Theorem 4.25 (New Gabidulin Criterion I). [79] Let X = (x;;)i; € anxz(nfk) and 0 be a
generator of Gal(Fgm /Fy). Then, Cx € Gaby(k,n,m,0) if and only if

(i) the first row of Vo(X) has g-rank n — k,
(ii) the first column of Wy(X) has q-rank k,
(117) tk(Vy(X)) = 1.
This theorem can be reformulated also in the following way.

Theorem 4.26 (New Gabidulin Criterion II). [79] Let X = (z;;)i; € Fgé(n_k) and 6 be a
generator of Gal(Fym /F,). Then, Cx € Gaby(k,n,m,0) if and only if
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(7,'7) I‘kq<1,$171, ce ,Hfl,n,k) =n—k+1,
(ZZ’) rkq(l,xl’l, ce ,$k71) =k+1,
(i) Th(Up(X)) = 1.

Proof. By Lemma we have that conditions (i’) and (ii’) are equivalent to conditions (i) and
(ii). This means that the statement is equivalent to Theorem [£.25] O

In addition to representing a natural analogue of Theorem [I.38]for the rank metric framework,
Theorem also gives a new criterion to recognize whether a given code in standard form is
a Gabidulin code. Observe that, contrary to Theorem which gives a criterion subject to a
previous verification that the code is MRD, this result is independent on this assumption, and
it could be verified more easily. Indeed, according to Proposition (3.8 checking whether a code
is MRD requires the computation of [Z]q = (’)(qk(”_k)) matrix products and ranks, while this
new criterion only requires to check the linear independence of two sets of elements and the
computation of the rank of one matrix.

More generally, suppose we have an [n, k],m code C given by one of its generator matrices
G e Flgﬁ", and a generator 6 of Gal(Fym /F;). We can check whether C' is a #-Gabidulin code
with the following algorithm. First we compute the reduced row echelon form of G. If it is not
of the form (I | X), then by Lemma C is not MRD and hence it is not a §-Gabidulin
code for any 6. Hence, suppose we get a matrix of the form (I; | X). We can use Theorem
computing the matrix Wy(X) and its rank, and then computing the g-ranks of the first row and
of the first column. It is easy to see that the computational cost of this algorithm is given by the
cost of computing the reduced row echelon form of G, that can be done via Gaussian elimination.
Therefore, we have just provided a procedure that verifies if a given code is a Gabidulin code
with O(k?nm) operations over Fym, where the factor m arises because we have to check it for all
the ¢(m) generators of Gal(F,n /F,;). This cost can also be improved if one uses faster algorithms

for computing the reduced row echelon form of a matrix.

Example 4.27. Let ¢ = 3, k = 3 and n = m = 6. Consider the finite field F3s = F3(a), where
a is a primitive element that satisfies the relation a® + 2a* + a® + 2a + 2 = 0. Consider the

F36-linear code C' C IFSG with generator matrix

a2 a54 a591 a277 a160 a634

G = a67 a701 a443 a2 486 4209
a320 4199 4650 361 701 562
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We put G in reduced row echelon form, and obtain the matrix (I3 | X') with

Q180 4373 714
X = | g4 588 561
@370 4702 442

a72 a226 a406

\Ifg(X) — CL98 a252 a432
a144 a298 a478

where 6 is the 3-Frobenius automorphism. We can observe that this matrix has rank one.
Moreover, the elements of the first row of W5(X) are linearly independent over Fg and the same
holds for the elements of the first column. Thus, by Theorem C is a #-Gabidulin code.

4.3.2 Recovering the Parameters of the Code from the #-Cauchy Matrix

In order to complete the picture of the correspondence between Gabidulin codes and #-Cauchy
matrices, we need to find the relations between the points g1, ..., g, in which the set L4 (or,
equivalently, G ¢) is evaluated, and the vectors a € Fgm, B € Fgﬁk and matrix B € Iﬁ‘gx(n_k)
that define the corresponding 6-Cauchy matrix. Observe that, by Lemma and Theorem
we can always suppose 1 = g1 = 1. In the rest of this subsection we will always use this
assumption.

As a preliminary result, we prove that knowing the entries of a #-Cauchy matrix is equivalent
to knowing its defining parameters «, 8 and B. If one knows the latter, then it is trivial that the
entries of the -Cauchy matrix can be easily computed. For the other way around we have the

following result.

Proposition 4.28. Let X € ]Fgﬁf be a 0-Cauchy matriz. Then it is possible to recover the
parameters a € FZm, B € Fym and B € Fg” from the entries of X.

Proof. Tt follows from the definition of 7y and from Lemma that ¥g(x;1) = a; (since f; = 1),
and g(x; ;) = a;3; for j =2,...,r. From that, we can recover @ and §. Finally, the matrix B

can be easily obtained, since

oo B1) me(aife) -+ mo(aunfr)
mo(ef1) mo(azfB2) -+ ma(c2fy)

B=X—
mo(aiB1) mo(oufa) -+ mo(auf)
O

Suppose we have a 6-Gabidulin code C' = Gy g(g). Then we can efficiently obtain the corre-

sponding #-Cauchy matrix by computing the reduced row echelon form of the §-Moore matrix
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M, 6(g). The cost of this reduction is O(k?n) field operations over the finite field F gm- 1f we want

a more explicit way to do it (but less efficient), then we can compute the basis { fi(z),. .., fx(x)}
of Ly, ¢ as described in Remark and evaluate it in the points g1,...,g,. In order to recover
the parameters o € F’;m, B e FZH’“ and B € ng(nfk), one can use Proposition [4.28|

On the other hand, we have that the two sets of parameters that we want to put in relation

are connected by Corollary [£.22] as follows:

Mio(g1,-.-,91)Colc, B, B) = My g(gr+1,-- -, 9n)-

From this matrix equation we can deduce how to get the g;’s from «, 8 and B. Since 51 =1,

from the first column of the matrix product we get

k
> gi(mo(ay) +bj1) = g (4.2)
j=1

and, in general, for £ =0,...,k — 1,

k

> 6%(g5) (mo(ay) + 1) = 6 (grs1)- (4.3)
j=1

If we apply 6 to equation (4.3)) for £ — 1 and we subtract (4.3) to it, we get the set of equations

k
0=">0%g;)(0(ms(cj) + bj1) — (wo(ey) + bj1))

j=1
k
= 0"(g))ey, (4.4)
j=1
for every £ =1,...,k — 1, where the last identity follows from part 2 of Lemma [1.13
We can repeat this process with any other column of the matrix product, and we get, for
1=2,....,n—k,

k
> 95(mo(ciBi) + bj) = grri (4.5)
j=1
and
k
0="2 6%gj)e;Bs.
j=1

However, this set of equations is the same as (4.4]), therefore we do not consider it. Now, we can

show that equations (4.2)), (4.4) and (4.5) are exactly what we need for our purpose.
By Proposition 4.28] we can recover the vectors o and 5 and the matrix B from X. Moreover,
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applying 6~¢ to every equation in (4.4, we get a linear system

0~ (a2) 0N az) - O M(aw) 0" (1)
0*k+1(a2) 97k+1(a3) L (Oék) 9k 07k+1(a1)

with g¢o,...,gr unknowns. The matrix defining the linear system isa(k—1)x (k—-1)
matrix with coefficients in Fym. In particular, this matrix is equal to the #~!-Moore matrix
My_19-1(60" (a2),...,07 (ay)), and since aq,...,ay are Fy-lincarly independent it has full
rank. The unique solution of this linear system allows to compute gs, ..., gi, and for computing

Gkt 1, gn ome can use (L2) and (L3).

4.4 Gabidulin Codes in Hankel and Toeplitz Form

In this section we use the characterization of the generator matrix in standard form for a
Gabidulin code given in Section [4.3] for the construction of particular subclasses of these codes.
Indeed, we will prove that there exist Gabidulin codes C'x such that X is a Hankel matrix or a
Toeplitz matrix.

For our purpose, we first need a technical result.

Lemma 4.29. Let v € Fgm be a primitive element, i.e. such that Fym = (7). Then there exists
l € N such that

Tl"]qu /Fq (WZ) = Tl"Jqu /Fq (v =...= Tl"Jqu /T, (v

m—1

Proof. Since ~y is a primitive element, then Fym = F4(7) and 1, e Y is an F,-basis of

Fym. Consider the Fg-linear map L € Homp, (Fgm,F,) defined as

; 0 for0<i<m-—2
L(y') =

1 fori=m-—1.

L is a non zero element in Homp, (Fgm,F,;), and by Theorem there exists 8 € Fym such that
L = Tg. At this point, since 7 is a primitive element, there exists £ € N such that 3 = 74 In

this way, we have that for all i =0,...,m — 2

)

Try/r, (V) = Te(7') = L(7') = 0
and this concludes the proof. O

Definition 4.30. An 7 x s matrix A = (A4, ;) over a field F is called Toeplitz matriz if there
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exists a vector a = (aj_r,a2_r,...,as_1) € F*7~1 such that
Aij = aj—i.

An r x s matrix A = (4;;) over a field F is called Hankel matriz if there exists a vector

a=(ag,a1,...,a,45 2) € F"~1 such that
Aij = ivj—2.

A special kind of square Toeplitz matrices is given by circulant matrices.

Definition 4.31. An r x r matrix A = (A; ;) over a field F is called circulant matriz if there

exists a vector a = (ag, ..., a,—1) such that

Ai,j = ajfi( mod r)-

Theorem 4.32. For every 0 < k < n < m and every 0 generator of Gal(Fym /F,), there exists
a 0-Gabidulin code C'x such that X is a Hankel matriz.

Proof. Let v € Fgm be a primitive element. By Lemma [£.29] there exist £ € N such that

Trg v, (V) = Trpsp, (V) = .. = Trp_m, (77 72) = 0. (4.7)

Let a € qu“m, BeFm ¥ be defined as

a= (T

/B = (1777 o 77n_k_1)7

)

and consider the matrix a" 3. We now check that «, 3 satisfy properties (a), (b), (c) of Theorem
Indeed, ~ is a primitive element, and therefore 1,7,...,4™ ! are linearly independent, as

l+m—1

well as v, ...,y . In particular, properties (a) and (b) are satisfied. Moreover, for every

i=0, . k—1,§=0,....n—Fk—1,
Tyevi () = Trp  m, () =0,

where the last inequality holds by (4.7). Therefore also property (c) is verified.
Now we have that every matrix X € W, !({a'3}) is a §-Cauchy matrix and hence it is of

the form
mo(y) ey mp(y )
041 042 l+n—k
Uy oY o Uy
oo | O et el
mo(YTRTY) me(vE) - me(H )
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(

for an arbitrary B € IF"; x(n=k), Choosing B as a Hankel matrix completes the proof. O

Theorem 4.33. For every 0 < k < n < m and every 0 generator of Gal(Fym /F,), there exists
a 0-Gabidulin code Cx such that X is a Toeplitz matriz.

Proof. Following the same proof of Theorem with
o = (,yf-i—n—lc—l7 ,yé—l—n—k, o ,7Z+n—2)’
B= 1y A%y

the matrix obtained is of the form

m)(,yéﬂszfl) ﬁ9(7€+n7k72) 7T0(’Y£)
l+n—k l+n—k—1 l+1
To\Y AN oYy
PO G B AR S
o (,Y€+n72) T (,Y£+n73) T (,YZJrk—l)

for an arbitrary B € IFI; x(=k) Ag above, choosing B in Toeplitz form concludes the proof. [

These two theorems allow to define two subfamilies of Gabidulin codes, the Hankel Gabidulin
codes and the Toeplitz Gabidulin codes. In the following lemma we can see that this structure on

the generator matrix in standard form is hard to improve if we still require the code to be MRD.

Lemma 4.34. Suppose that n is even and k = 5. Let X € Fgfék be a circulant matriz, and let
d be the minimum rank distance of the code Cx. Then d < 2.
In particular, for n > 4, there does not exist any [n, 5]gn MRD code Cx with X circulant

matriz.

Proof. Since the matrix X is circulant, then the sum of the elements on each of its columns is

constant. Let « be such a sum. Then, the non-zero codeword of the code Cx

(1,...,1)< L x ) — (1, 1. 7)
has g-rank at most 2. In particular, if n > 4 we have
n
n—k+1=§+1>22d

and therefore, the code Cx can not be MRD. [

5, it is very difficult to require

This result possibly suggests that, at least in the case k =
more structure on the non-systematic part of the generator matrix in standard form of an MRD
code. However, it would be very interesting to find new families of Gabidulin, or more generally

MRD codes with structured generator matrices.
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We conclude this chapter with a small example.

Example 4.35. Consider the case ¢ = 2, k =3, n = m = 6 and s = 1. We construct a
Hankel Gabidulin code of dimension 3 and length 6 over the finite field Fos = Fa(a), where a is
a primitive element that satisfies a® + a* +a® + a +1 = 0. One can find, by Lemma five
consecutive powers of a that belong to ker(TTF26/11<‘2)7 that are o’ for i = 14,15, ...,18. Then, we

set the vectors

a=(a',a'® '), B=(1,a,d?).

Moreover, we choose the matrix B to be the zero matrix, and the map

Wg:FQeS — Foe

where v = a3, and @ is the 2-Frobenius automorphism. We then get the following 6-Cauchy

matrix
71'9-(@14) 71'9‘(&15) 7.{.0_(@16) a57 a7 a13
X :=Cy(, 8,0) = | m5(a®®) 75(a'®) 7p(al™) | = | a” o' @37
7.‘_9_(&16) 7T9‘(6L17) 7T9‘(a18) CL13 CL37 a36

By Theorem the code Cx is a #-Gabidulin code. Moreover we can recover the evaluation

points g1, ..., ge of the code. We can suppose g; = 1, and recover go = a*® and g3 = a'® using

the linear system ([4.6). Finally, using equations (4.2) and (4.5) we get g4 = a5, g5 = a'* and
g6 = a’8. Therefore, our Hankel Gabidulin code is

45 15 46 14 28
CX:g?,,é(l’a ya T, a T, a4 )

4.5 Gabidulin Codes over Fields of any Characteristic

In this section we want to briefly describe what happens if we switch from finite fields to fields
of any characteristic. In particular, what follows aims to explain the reasons of our notations
and definitions in terms of generators of the Galois group, which are not common in literature.

Recently, a new theory of rank-metric codes over fields of any characteristic was developed
by Augot, Loidreau and Robert in [4, B 5], which was also shown to be useful in low-rank matrix
completion problem [78]. We describe here the general idea. Let I be a field, and let L be an
extension field of degree m, such that L/F is a Galois extension and Gal(IL/FF) is a cyclic group.

One can consider vector rank-metric codes as k-dimensional L-subspaces of L", endowed
with the rank distance. Such distance is defined by the F-rank of a vector v € L", that is
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rkp(v) := dimp suppy(v), where

SUPP]F(U) = (Uh ey Un)F-

The minimum distance d(C) of a code C is analogously defined. Codes of dimension k£ and
minimum distance d in L™ are denoted [n, k, d]1, codes or simply [n, k], codes. Also in this more

general setting, the Singleton-like bound holds. For a non-zero code C' C ", we have
d(C) <n—dimy(C) + 1. (4.8)

Whenever n < m, it is possible to construct codes meeting the bound in with equality, which
are also called MRD codes. The construction is the same as the one for Gabidulin codes. We
take a generator 6 of G := Gal(L/F), and a vector g = (g1, ..., gn) with rkp(g) = n. Moreover,
we define the L-subspace Gy g of the group algebra L[] = L[G] as

G = (id, 0., 0" = { foid + f10+ ...+ fa0" " | fi € L},

The code Gro(g) := {(f(91):---.f(gn)) | f € Grpo} is called 0-Gabidulin-like code. Theorem
holds also in this framework, that is, Gabidulin-like codes are MRD. The statement follows from
Theorem [L.201

We want to point out that almost all the results contained in this chapter are true for this
more general setting. It is straightforward to prove that Proposition [4.5, Theorem and
Proposition [4.8|still hold. When we say “almost”, it is because obviously cardinality results such
as Corollaries [£.7] and do not make sense in this context. However, it is still true that the set

of [n, k], 6-Gabidulin-like codes is in 1-to-1 correspondence with the set of

{g € L" | rkp(g) = n}/~, (4.9)
where ~ is the equivalence relation defined as follows:
v~u<= 3\ e€L" such that v = Au.

Also Theorems and and Corollary are true in this setting, if we replace Fym with
L and IF, with . This is because the proofs of those results do not depend on the field, and they
are based on Theorem Indeed, the canonical generator matrix of a #-Gabidulin-like code
is still a #-Moore matrix.

The only open problem we leave is if #-Gabidulin-like codes have the same parametrization
for the generator matrix in standard form as the one given in Theorem The proof of that
result is based on a cardinality argument, which is not possible to use in this case. However, we

believe that also this result holds. Indeed, that parametrization strongly relies on the duality
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theory of the trace map given by the additive version of Hilbert’s Theorem 90, which is a result
that holds for every cyclic Galois extension. Therefore, our belief is that it should be possible to
define a bijection between the set defined in (4.9) and the set ‘Ile_l(V), where

V= {aTB laelk ge L”‘k,rky(a) = k,rkp(8) = n — k,suppp(8) C suppF(oz)X}

and Wy is the map that acts on the set of k X (n — k) matrices as 6 — id entrywise.

Once proved the analogue of Theorem (if it is true), it would be interesting to see if one
can construct #-Gabidulin-like codes in Hankel or Toeplitz form. The construction given for the
finite field case is based on the existence of a primitive element, which we do not have in case of
infinite fields.

Finally, we want to remark that also almost all the definitions and results in Chapter [7] can
be generalized to this framework. The only results which are not true in that chapter are the
cardinality results in which ¢ is involved. For instance, we can not give an analogue to Theorem
[7.28 nor to part 2 of Theorem but the same result holds for part 1 of the same Theorem.
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Chapter 5

Genericity Results in the Rank Metric

The question, if there are other general constructions of MRD codes that are not equivalent to
Gabidulin codes, has been of large interest recently. Some constructions of non-Gabidulin MRD
codes can be found e.g. in [25] 29] 106, 86, [74, [114], where many of the derived codes, when
seen as block codes in Fiin, are not linear over Fgm but only linear over some subfield of it. For
some small parameter sets, constructions of [n, k]gm» non-Gabidulin MRD codes were presented
in [51), 28, 26, 27], and for ¢ # 2, a general family of those codes appears in [106, [74]. For m
very large and any ¢, a new family was given in [90]. These last two families will be studied
in Chapter On the other hand, for k € {1,2,n — 2,n — 1} all the [n, kJon MRD codes are
Gabidulin codes (see Theorem from [88]). In general, it remains an open question for which
parameters non-Gabidulin MRD codes exist, and if so, how many such codes there are.

In the first section of this chapter, we show that the properties of being MRD (maximum
rank distance) and non-Gabidulin are generic among the [n,k];m» codes. These results imply
that, over a large field extension degree, a randomly chosen generator matrix generates an MRD
and a non-Gabidulin code with high probability. Moreover, an upper, respectively lower, bound
on the respective probabilities in dependence on the extension degree are given. Finally, we show
that for any length n and dimension k there exists an [n, k];m non-Gabidulin MRD code, if the
extension degree m is large enough.

In the second section, we analyze the properties of being MRD among the [n x m, k], codes.
Contrary to what happens for vector codes, it was shown in [I8] 2], that in this case the results

are different, and it is not true that a random code is MRD with high probability.

5.1 Vector Codes

The results contained in this section were published by Neri, Horlemann-Trautmann, Randri-
anarisoa and Rosenthal in [8I]. However the estimates in Subsection have been slightly

improved in the present dissertation.
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5.1.1 The Zariski Topology over Finite Fields

Consider the polynomial ring Fy[z1, ..., z,] over the base field F, and denote by F 4 the algebraic
closure of Fy, necessarily an infinite field. For a subset S C Fy[xz1,...,z,] one defines the algebraic
set

V(S):={xzeF,| f(z) =0,Vf € S}.

It is well-known that the algebraic sets inside I_FZ form the closed sets of a topology, called
the Zariski topology [49, Ch. I, Sec. 1]. The complements of the Zariski-closed sets are the

Zariski-open sets.

Definition 5.1. A subset G C I_FZ is called a generic set if G contains a non-empty Zariski-open

set.

If the base field is the field of real numbers R, (or complex numbers C) then a generic set
inside R" (respectively inside C") is necessarily dense and its complement is contained in an
algebraic set of dimension at most r — 1.

Over a finite field F; one has to be a little bit more careful. Indeed for every subset 1" C [y

one finds a set of polynomials S C Fy[x1,...,x,] such that
{relF, | flx)=0,YfeS}=T.

This follows simply from the fact that a single point inside Fy forms a Zariski-closed set and any
subset T' C [y, is a finite union of points. However if one has an algebraic set V(5), as defined

at the beginning of this subsection, then the number of Fyn-rational points defined through
V(S;Fgm) :={z € Fym | f(z) =0,Vf € S}

becomes in proportion to the cardinality of the whole vector space Fy. smaller, as the extension
degree m increases. This is a consequence of the Schwartz-Zippel Lemma (or Schwartz-Zippel-
DeMillo-Lipton [102} 120} BI] which we will formulate, for our purposes, over a finite field. The
lemma itself will be crucial for our probability estimations in Subsection We use the

following version of the Schwartz-Zippel Lemma.

Lemma 5.2 (Schwartz-Zippel). [67, Lemma 1.1] Let f € Fylz1,z2,...,2,] be a non-zero poly-
nomial of total degree d > 0. Let Fgm be an extension field and let F' C Fym be a finite set. Let

a1, Qo,. .., qp be selected at random independently and uniformly from F. Then

Pr (f(al,ag,...,ar) :0) < .
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5.1.2 Topological Results

The idea of this section is to show that the properties of being MRD and non-Gabidulin are
generic properties.
Recall that, by Lemma every [n, klgm MRD code in Fym has a unique representation by

its generator matrix G € F%" in standard/systematic form
G=(I;| X).

Thus, we have a one-to-one correspondence between the set of [n, k];» MRD codes and a subset of
the set of matrices Fssl(nfk). Therefore we want to investigate how many matrices X € Fssl(nfk)
give rise to an MRD or a Gabidulin code, when plugged into the above form of a systematic
generator matrix.

However, in order to make sense of the definition of genericity, we need to do this investigation
over the algebraic closure of Fym. In particular, we will show that the set of matrices fulfilling the
MRD criterion of Proposition and the subset of these matrices not fulfilling the Gabidulin
criterion of Theorem are generic sets over the algebraic closure.

We first show that the set of generator matrices fulfilling the MRD criterion of Proposition
[3-8 is generic.
Theorem 5.3. Let 1 <k <n-—1. The set

Swrp = {X € Fpi "™ | det((I | X)ET) #0, ¥ E € Ty(k,n)}

is a generic subset of Fsri(n_k).

Proof. We need to show that Syrp contains a non-empty Zariski-open set. In fact, we will show
that Smrp is a non-empty Zariski-open set. The non-emptiness follows from the existence of
Gabidulin codes for every set of parameters. Hence it remains to show that it is Zariski-open.
In the following, for any set S, we denote its complement by S¢. If we denote the entries
of X € ]F];r(,?_k) by 1,..., T(n—k), then, for a given E € T;(k,n), we have det((Ij | X)ET) ¢

Fglx1, ..., Tpn—r)]. Hence we can write

Surp =[] {X e Foi" ™ | det((Ix | X)ET) # 0}

EcTy(kyn)
= [ V(det((Ix | X)ET))C,
EcTq(kyn)
i.e., it is a finite intersection of Zariski-open sets. Therefore, Sygrp is a Zariski-open set. ]

Remark 5.4. In Theorem we chose the MRD criterion of Proposition to show that the

=kXx(n—k)

set of matrices X € Fym satisfying that criterion is generic. One can do the same by using

the MRD criterion of Horlemann-Trautmann and Marshall from [51, Corollary 3.3.
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We now turn to Gabidulin codes. The following theorem shows that the set of generator
matrices not fulfilling the Gabidulin criterion of Theorem is generic over the algebraic

closure.

Theorem 5.5. Let 1 <k <n—1 and 0 be a generator of Gal(Fym /F,). Moreover, let Smrp €
I_Flgé(nfk) be as defined in Theorem . The set

7]€><(7’L—]€) ‘

Sgabe = {X € Fym tk(Wp(X)) = 1} N Smrp

is a Zariski-closed subset of the Zariski-open set SMRD-

Proof. Let X € Sqgabg. Since X € Swvrp, it follows from Lemma that X;; ¢ F, for i =
1,...,kand j = 1,...,n—k. Then the condition rk(¥y(X)) = 1 is equivalent to rk(¥y(X)) < 2,
which in turn is equivalent to the condition that all 2 x 2-minors of Wy(X) are zero. If we denote
the entries of X € I_F];Snnfk) as the variables x1, ..., Tj(,—r), then these 2 x 2-minors of Wy (X) are
elements of Fy[z1,...,Tp—k)]. This is due to the fact that 0(x) = x?" for some integer s < m

and therefore 1g(z;) is a polynomial of degree ¢°. Let us call the set of all these minors S’. Then

SGabp = X € F’;ré(n_k) | f(@1,. . Th(nr)) =0,V f € 5'} N SMRD
V(S/) N SMRD-

kX (n—k)

Hence it is a Zariski-closed subset of Syrp C Fom O

Theorem implies that the complement in Syrp of Sgab,, i.e. the set of k x (n — k)
matrices over qu that fulfill the MRD criterion but do not fulfill the Gabidulin criterion, is a
Zariski-open subset of Syirp. Thus, if it is non-empty, then the complement of Sgap, ¢ is a generic
set. The non-emptiness of this set will be shown in the following subsection, in Theorem 5.1

In other words, over the algebraic closure, a randomly chosen generator matrix fulfills the
MRD criterion and does not fulfill the Gabidulin criterion with probability 1. In the next

subsection, we will clarify what this exactly means in terms of probability.

5.1.3 Probability Estimations

In the previous subsection we have used the Zariski topology to show that a randomly chosen
linear code over I_qu fulfills most likely the MRD criterion but not the Gabidulin criterion.
Intuitively this tells us that over a finite, but large, extension field of F, a randomly chosen
linear code is most likely an MRD code but not a Gabidulin code. In this section we derive
some bounds on the probability that this statement is true, in dependence of the field extension
degree m.

Here we give a lower bound on the probability that a random [n, k];m code in Fgm is MRD.
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For E € T4(k,n) we define the polynomial

fE(xla s >$k(n—k)) = det((lk ‘ X)ET) € qu [$1, s 7xk(n—k3)]7

and we furthermore define

@y, tpnery) = lem { fe(z1, . Tpnon)) | E € Ty(k,n)},

where, as before, the entries of X are the variables x1,..., ). We can easily observe the

following.

Proposition 5.6. The set of [n, klgm non-MRD codes is in one-to-one correspondence with the

algebraic set

VIS B Em) = {01 vyi) € Ft ™ |01, vhni) = 0}

Proof. 1t follows from Proposition that the set of [n, k]gm non-MRD codes is in one-to-one

correspondence with the algebraic set

V= U {(vla co s Vk(n—k)) € F’;fnnfk) | fE(V1, - Vi) = 0}

(Ulw"avk(nfk)) GF];r(nnik) ‘ H fE(Ula...,Uk(n,k)) =0
EcTy(kyn)

= {('Ul, e ,'Uk(n,k)) S F];'r(nn_k) ‘ f*('l}l, e 7vk(n7k)) = }
= V({f*};qu)7

where the second and the third equalities follow from the well-known fact that

V{1 Fem) UV} Fgm) = V({fg};Fgm) = V({lem(f, 9)}; Fgm)

for any f, g € Fol[z1,. .., Tpm_)]- O

Note that in the definition of an algebraic set, it suffices to use the square-free part of the
defining polynomial(s). In the above definition of V' however, f*(z1,..., %)) is already

square-free, as we show in the following.

Lemma 5.7. For every E € Ty(k,n) the polynomial fg(z1,...,Tym—k)) is square-free. In par-

ticular, the polynomial f*(x1,. .., Tyn—r)) is square-free.

Proof. Every variable x; is contained in at most one row of the matrix (I, | X)ET. Hence, in
the polynomial fg(z1,...,Tym—k)) the degree with respect to every variable is at most 1. Thus,

fe(z,... ,xk(n_k)) cannot have multiple factors. O
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We now determine an upper bound on the degree of the defining polynomial f*.

Lemma 5.8. Let E € Ty(k,n) and let Uy be the subspace of Fy defined by
Uy :=rowsp(Ix | 0) = {(ul,...,un) eEFy w1 = w2 =... =uy, = O}.

Then
deg fp = k — dim (rowsp(E) NUp) .

Proof. Let r := k — dim (rowsp(FE) NUpy) with 0 < r < k. We can write

Jop gl
Ey )’
(n—k)xk

where E; € F’;Xk, E, € Fy . Since dim (rowsp(E) NUy) = k —r, we have rk(Es) = r. Thus,
there exists a matrix R € GLg(q) such that the first » columns of EsR are linearly independent

and the last k — r columns are zero. Then
FE(@1, . Tpapy) = det((Iy | X)ET) = det(R) ™' det(E1 R + X EoR).

The last k — r columns of the matrix X Fs R are zero, i.e., the last K —r columns of EF1R+ X FEsR
do not contain any of the variables z;’s. On the other hand, the entries of the first » columns

are polynomials in Fy[x1, ..., Tym—p)] of degree 1, since
k k n—k
E\R+ XEyR = <Z(E1)MRE,J' > Xi,e'(Ez)z',zRf,j) :
=1 (=1/0=1 ij

Hence we have deg fg < r.

Now consider the matrix FyR. We can write

EQR:(EQ\O)

where Fy is an (n — k) x 7 matrix of rank r. Hence

XEQR:<XE2‘O>.

First we prove that the entries of the matrix X Es are algebraically independent over F,. Fix
1 < i < k and denote by (X E5); the i-th row of the matrix X E5. Then, consider the polynomials
(XEQ)M, for j =1,...,r, that only involve the variables x(;_1)(n—k)+1; - - - » Ti(n—k)- The Jacobian
of these polynomials is EQT , whose rows are linearly independent over IF,. Therefore the elements

in every row are algebraically independent over IFqH Moreover, different rows involve different

'The Jacobian criterion for algebraic independence of polynomials over C can be found in [66, Ch. I, Sec. 5].
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variables, hence we can conclude that the entries of the matrix X Es are algebraically independent
over F,.

At this point consider the set of all 7 x  minors of X Ey. These minors are all different and
hence linearly independent over I, otherwise a non-trivial linear combination of them that gives
0 would produce a non-trivial polynomial relation between the entries of X F5. Now observe that

the degree r term of fg is a linear combination of these minors. If we write
ElR = ( * ‘ El ) 5

where E; € }Fg X(kfr), then the coefficients of this linear combination are given by the (k —r) x

(k — ) minors of Ey, multiplied by det(R)~!. Since E' R has rank k and the last & — r columns
of E5R are 0, it follows that the columns of E; are linearly independent, and hence at least one
of the coefficients of the linear combination is non-zero. This proves that the degree r term of

fE is non-zero, and hence deg fr = r. O

We can now give the main result of this subsection, an upper bound on the probability that

a random generator matrix generates an MRD code:

kx(n—k)

Theorem 5.9. Let X € F be randomly chosen. Then

k
k —k
Pr( Cx is an MRD code ) >1- E 7“|:k ] [n } qr2q_m.

Proof. For every r =0,1,...,k we define the set
Tor ={FE € Ty(k,n)| dim (Uy Nrowsp(E)) =k —r},

where

Uy :=rowsp(I; | 0) = {(u1,...,un) € F} |tpt1 = uppo = ... = up =0} .

k n—~k| 2
SRR

Moreover, by Lemma if £ € Ty, then deg fg = r. Hence, by the definition of f*, we have

By Lemma [1.18| we have

k k
degf*< Y degfe=>_ > deng:Z’“[ku [”;ﬂ q".
q q

EcTq(kn) r=0 E€ Ty, r r=0

With Lemma [5.2] the statement follows.

In positive characteristic, it remains true that the linear independence of the rows of the Jacobian matrix of a set
of polynomials implies the algebraic independence of them.
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Remember that we know how to construct MRD codes, namely as Gabidulin codes, for any
set of parameters. Hence the probability that a randomly chosen generator matrix generates an
MRD code is always greater than zero. However, the lower bound of Theorem is not always
positive. In particular, for

m < k(n — k) +log, k

we get

=1 q_m (ér[k; E TL[”;’“Lf)
<1 g (k; [/@ " r]q["?’sz)

where (k) follows from the ¢-Vandermonde identity. This implies that the bound is not tight
(and not sensible) in these cases.

A similar result on the density of [n, k];= MRD codes was found later by Byrne and Ravagnani
in [I8]. The proof involves different techniques, and was part of a general method developed for

proving density results in coding theory. Here, we just state their asymptotical results.

Theorem 5.10. [18, Corollary 5.5] Let k be an integer with 1 < k < n. Let F be the family of
[n, klgm codes, and F' be the family of [n,k]gm non-MRD codes. Then
7]

— =0(q ™) for m — +o0.
7 o)

5.1.4 Existence of non-Gabidulin MRD Codes

We can now use the probability estimates we got in Theorem to give implicit and explicit
results about the existence of [n, k];= MRD codes that are not Gabidulin codes for almost every
set of parameters. We first write a probabilistic result concerning Gabidulin codes which directly
follows from Corollary This result improves the probabilistic estimate of [81, Theorem 31|

by a factor of 2¢(k—D(n—k=1)
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kx(n—k)

Theorem 5.11. Let X € Fym be randomly chosen. Then

n—1
Pr (CX s a Gabidulin code ) < (b(;n)q_m("_k_l)(k_l) H(l — g™,
i=1

where ¢ denotes the Fuler-¢ function.

Proof. By Corollary there are at most @ H?:_ll(qm — ¢*) Gabidulin codes, and by Lemma
all of them have a generator matrix in standard form. Since there are exactly gk (k)

many codes in standard form, the proof is complete. O

Theorem 5.12. 1. For any prime power q, and for any 1 < k < n—1, there exists an integer
M(q, k,n) such that, for every m > M(q,k,n), there exists an [n,klgm MRD code that is

not a Gabidulin code.

2. An integer M(q, k,n) with this property can be found as the minimum integer solution of

the inequality

- i k n—=k 2 —m > L_l —m(n—k—1)(k-1) (5 1)
r 2 ) qq q q '

r=
taken over all m € N.

Proof. For fixed ¢, k and n consider the function

k n—=k 2 o om—1 e (ke
R
gL 7 g

m—1

— aq—m + Tq—cm’

where
a:= zk:r[kkr]q[";k]qq”, ci=(n—k—1)(k—1).

Since k # 1 and k # n — 1, we have ¢ > 0. In this case F/(m) is the sum of two non-increasing
functions and hence it is non-increasing. Therefore, the function 1 — F(m) is non-decreasing.
Moreover, it is easy to see that

lim 1—F(m)=1.

m—+00
This means that the set of the solutions of Inequality (5.1)) is non-empty. Then it has a minimum
solution M (g, k,n). Since the function 1 — F'(m) is non-decreasing, every m > M (q, k,n) is also
a solution of (5.1]). Hence, by Theorems and we have the following chain of inequalities
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for every m > M(q, k,n),

Pr (CX is an MRD Code) >1l—aqg ™> qg "

> Pr (C’X is a Gabidulin Code),

which concludes the proof. O

The theorem above proves the existence of infinitely many integers m such that there exists
an [n, k]gqm MRD code which is not Gabidulin. These integers are given implicitly as the solutions
of Inequality 5.1} In the following we derive such integers explicitly, in order to give an idea of
the magnitude of the extension degree needed to have non-Gabidulin MRD codes.

We first need some auxiliary results: For b € N we consider the sequence {Q(b)},cy defined

Qb) ::f[ (1_ ;)

i=1

as

Lemma 5.13. {Q(b)},cy 45 a decreasing positive sequence, such that

lim Q(b) = C ~ 0.2887.

b—+o0
In particular, for every b € N, Q(b) > i.

Proof. The sequence {Q(b)},cy is trivially positive and decreasing. Its decimal expansion, which

gives rise to the above approximation, can be found in [I13] with ID number A048651. ]

Lemma 5.14. Let a,b be two positive integers with 0 < b < a. Then

m < L b,
b q

Proof. We have

a b—1 qa—i -1 b—1 qa—i 1

5 < S
b—i _ — .

[bL Ho=—r=1L Q)

O
We can now state the explicit version of the existence of [n, k]gm» non-Gabidulin MRD codes:

Theorem 5.15. Let q be a prime power, and let k,n be two integers such that 1 < k <n—1. If
m > k(n — k) + min{[log,(4k + 1)], [log,(4(n — k) + 1)],

then there exists an [n,klgm MRD code that is not Gabidulin.



5.1. Vector Codes | 73

Proof. We will prove the statement for the case n > 2k and m > k(n — k) + [log,(4k + 1)].

The other case, n < 2k and m > k(n — k) + [log,(4(n — k) + 1)], then follows by duality, using
Theorem and Proposotion [4.5]

As in the proof of Theorem [5.12] consider the function

F(m) =

—-T T

1=

k —k ~1
TL{: } [n } qrzqm+(7n2)qm(nk1)(k1)
q q

r=

We need to show that F(m) < 1 for m > k(n — k) + [log,(4k + 1)]. We divide the proof into
two cases.

Case n > 5. We have

, (5.2)
where the last inequality follows from Lemma and Lemma [5.13] Moreover,
(m; 1)q—m(n—k—1)(k—1) _ k(=) =n1) +log, (m—1)~log, (2) (5.3)

Furthermore, we observe that

k244

1 3
E4+=—kn<0 < n> 2 e > k+14 —0
n+ —1—2 n < nZ o nzK+ +2(k—1)’

which is fulfilled by the conditions k¥ < n/2 and n > 5. Therefore,

(—m(k(n —k)—n+1)+ logq(m —-1)— logq(2)) — (k(n —k) —m)

-1
:m(n+k2—kn)+logq <mz> + k% —kn
2 1 2 1
Sm(n—l—/@ —kn+§)+k —k:n—§
<0.

Combining this with Inequality (5.2]) and Equality (5.3)) we get

F(m) < 4qu(n7k)7m + q*m(k(”*k)*nJrl)Hogq(mfl)*logq@) < (4k + 1)qk(nfk)fm'

Hence, we can conclude that for m > k(n — k) + [log,(4k + 1)], it holds that F(m) < 1, i..,
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there exists a non-Gabidulin MRD code.
Case n = 4. This implies that k = 2 and m > 4 + [log,(9)]. For these fixed values of k and

n, we consider F'(m) = G(q,m) as a function of ¢ and m. We get

_2q4+q3+2q2+q+m—1

G(g,m) o g

which is a decreasing function in both ¢ and m. Hence, if we fix g, we have that
G(q,4+ [log,(9)]) = G(g,m),

for every m > 4 + [log,(9)]. So we need to show that G(g,4 + [log,(9)]) < 1 for every prime
power g. We have

2¢* + @ +2¢> +q 3+ [logy(9)]
G(q,4+ ﬂogq(9ﬂ) = q4+[1ogq(9)] 2q4+flogq(91

)
S22+ 42+ g N 3+ [2log,(3)]
- 9¢* 18¢4

=: K(q).

We observe that K(q) is a decreasing function in g. Therefore,

Gla, 4+ log, (9)]) < K () < K(2) = 30 < 1

which concludes the proof.
O

Remark 5.16. In the previous theorem, the condition 1 < k < n — 1 is not a real restriction,
since one can easily see that all MRD codes of dimension &k = 1 or £ = n—1 are Gabidulin codes,
see e.g. [51, Thm. 5.1].

5.2 Matrix Codes

We have seen in the previous section (Theorems and that for [n,k]sm codes, the pro-
portion of MRD codes among all the [n, k];m codes goes to 1, as m goes to infinity. However, it
is surprising that the situation for [n x m, k], codes is quite different. This behaviour was shown
independently in [2] and in [18].

Let 2 < d < n < m be integers, and set k := m(n — d+ 1). Denote by Z,,, the set of
[n x m, k], codes, and by ZAq,m the set of [n x m,k,d], codes, which are therefore MRD, and

define the number

sm(q) == | {A € F™™ | A has no eigenvalues in F,} |.
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With this notation, we can state the crucial results showing that [n x m, k], MRD codes are not

dense. The following theorem was proved by Byrne and Ravagnani in [I§].

Theorem 5.17. [18, Corollaries 6.2 and 6.4] Let 2 < d < n < m be integers and k := m(n —
d+1).

1. For every € > 0 there exists q¢ € N such that

N>
(S

| s ’

< —+4¢€, foreveryq?> q..

l\)
)

2. For every € > 0 there exists m¢e € N such that

’qu’< <q _3Q+3

Zym] (=12 )+e, for every m > me.
q7m

The asymptotical behaviour in ¢ has been investigated further by Antrobus and Gluesing-
Luerssen. The following theorem gives a more precise upper bound on the proportion of [n, k]gm
MRD codes, and it is based on [2, Theorem 7.5|.

Theorem 5.18. Let 2 < d < n < m be integers and k :=m(n —d+1). Then

_Q
IN

—1

_ _ mn
Sm(q)(n d+1)(d 1)[ L ] ,
q

which in turn converges to
(n—d+1)(d—1)

INNgE
|

when q goes to infinity.

Furthermore, when n = 2, the upper bound is asymptotically met, as shown in [2], Proposition
7.4].

Theorem 5.19. Let 2 =d =n < m be integers and k = m. Then

|2y m] [2771 -1
— = sm(q) .
| Zq,m] " ml,

Moreover,

22

m\t—l

q_>+°° |qu‘
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Chapter 6

Codes and Tensors: Tensor Rank

Extremal Codes

In this chapter, we deepen the relation between rank-metric codes and tensors, focusing more
on the tensor rank. We have already seen in Chapter [3| rank-metric codes in the framework of
3-tensors, and how generator tensor and parity check tensor of an F,-linear space of matrices
describe the properties of such space. An important and well-studied parameter of a tensor
is given by its tensor rank, which is also central to algebraic complexity theory [14] 15 [60].
The tensor rank considered here is the minimum number of simple tensors that appear in the
expression of a tensor as a sum of simple tensors. It extends the notion of matrix rank and
gives a measure of the complexity of tensor multiplication. Precise computation of tensor rank
is elusive for an arbitrary tensor; indeed computing the rank of a 3-tensor over a finite field is
NP-complete [50]. We propose that the tensor rank is a significant parameter in the theory of
rank-metric codes. This extends the notion of the tensor rank of a rank-metric code corresponding
to a finite semifield [63]. As seen in Chapter (3| a rank-metric code in Fj*™ is a slice space of
an associated generator tensor, just as a code in Fy is the row-space of a generator matrix. The
smaller the tensor rank of the generator tensor, the more efficient the encoding. Therefore, it is
of interest to obtain codes whose generator tensors have minimum tensor rank.

Lower bounds on tensor rank have been known for some time [60]. As seen in Definition
the notion of tensor rank can be extended to an [n x m, k,d], code C, and this quantity satisfies

the relation
trk(C) > k+d— 1. (6.1)

Coding theorists will immediately notice the similarity of this inequality to the Singleton bound.
We will refer to a code meeting this bound as a minimum tensor rank (MTR) code. It is known
that any (nondegenerate) tensor of rank R gives rise to a linear block code of length R, and

in particular that any lower bound on the length of a linear block code provides an immediate
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lower bound on the tensor rank [I4] I5]. Therefore, it can be deduced that any MTR code gives
a construction of an MDS block code. A central problem posed in this chapter is to address the
inverse problem: given an MDS block code of length R, find a construction of an MTR code with
tensor rank R. We solve this problem for a range of parameter sets. Moreover, we introduce the
generalized ranks of a rank-metric code, which turn out to be an invariant of code equivalence.
In particular, such values can be used to distinguish between inequivalent codes and, remarkably,
even between MRD codes that otherwise share many invariants. Furthermore, generalized tensor
ranks lead to a refinement of the tensor rank bound, from which the existing tensor rank bound
(6.1) can be deduced. The coding theoretic arguments used in these proofs are very simple and
compact.

The results presented in this chapter are taken from the paper [16] by Byrne, Neri, Ravagnani
and Sheekey.

6.1 A Connection with Linear Block Codes

In [14], the authors draw a connection between tensor rank and linear block codes (See [15]
Chapter 18] for a detailed exposition). This connection provides a lower bound on the tensor
rank in terms of the length of a block code, hence one can apply coding theoretic bounds to get

an estimate for trk(X). First, we define the following number from coding theory.

Definition 6.1. For positive integers k, d we define
Ny(k,d) := min{N € N | there exists an [V, k, d], block code }.
We will associate a linear block code with a rank-metric code as follows. Let C be an [nxm, k]4

code with tensor rank R. By Proposition [1.26] we can define the following.

Definition 6.2. Let C be an [n x m, k|, code with & > 1 and tensor rank R. A set A =
{A1,..., A} CF*™ of rank 1 matrices such that C C (A) is called an R-basis for C.

Let A={A,..., AR} C [F7 ™™ be a linearly independent set of matrices of rank 1. We define
an [Fg-linear isomorphism (c.f. [I5, Theorem 18.4]):
Ya:(A) — FE
R

R
Wil X g,

i=1 i=1
where e; denotes the i-th vector of the standard basis.

Definition 6.3. Let C be an [n x m, k], code with tensor rank R and let A be an R-basis for C.
We define the linear block code C'y to be the image of C under 1 4:

CA = wA(C)7
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endowed with the Hamming distance.

R

Given a generator tensor X = > ", u, ® v, @ wy of an [n x m, k], code C, any element M of

C can be expressed as

R
M=mi(a,X) = Za Uy (v @ wy)
r=1

for some a € IF];. For A, = v, ® w,, the image of the element M under ¢4 is (a-u, | 1 <r < R).
In other words, we have that C4 is simply the [R, k], block code with k x R generator matrix
(ur | 1 <r <R).

Theorem 6.4 ([14]). Let C be an [n x m, k,d], code with tensor rank R. Let A ={A,..., AR}
be an R-basis for C. Then the following hold.

1. For every M € C, tk(M) < wtg(va(M)).
2. Cy is an [R, k,> d]q block code.
3. trk(C) > Ny(k, d).

Proof. Let M € C, and let s = rk(M). Then any expression of M as sum of rank one matrices
requires at least s such matrices in the sum. In particular, M = Zﬁ: 1 Mid; for some \; € F,
with at least s of the values A\; non-zero. Then clearly s < wty(¢¥4(M)) < R, proving the first

statement. The next two statements follow immediately. O

Definition 6.5. Let C be an [n x m,k,d|, code. We say that C is tensor rank extremal if
trk(C) = Ny(k,d). Moreover, we say that C is minimum tensor rank, or MTR in short, if it
meets the bound of Theorem that is, if

trk(C) =k +d(C) — 1.

Indeed, any lower bound on Ngy(k,d) provides a lower bound on the tensor rank, so the
connection to linear block codes can be exploited. In particular, if C meets the tensor-rank
bound, that is, if R = k + d — 1, then the code C4 is an [R, k, R — k + 1], block code and thus
it is MDS.

For any pair of full-rank matrices V € F**% and W e F*E_ define the Fg-linear map

pvw :FE — Fpxm
r s Vdiag(z)W'.

Let v,, w, denote the r-th columns of V' and W, respectively, and let A = {A, | 1 < r < R},

with A4, = v, ® w, for each r. Then

ovw (Ya(M)) = M, (6.2)
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for each M in the span of A. This is easy to see, indeed, if M = Zle Ar Ay for some A\, € Fy,

then we have

R
ovw (Va(M)) = dvw (ZN&)
r=1

= ovw(N)

= Vdiag W)W’
R

= Z AU @ Wy
r=1
R

= > M4, =M.
r=1

This yields the following result.

Lemma 6.6. Let C be a nondegenerate [n x m, k], code. Suppose that C = V(D)W T for some
set D ={D,...,Dy} of diagonal matrices in FfXR and matrices V € FZLXR and W € IF;”XR of
ranks n, m respectively. Let v,, w, denote the r-th columns of V. and W, respectively, and define

A={A,|1<r <R} such that A, = v, @ w, for each r. Then ¢y.w(¥A(C)) =C.

In the next section, we shall be concerned with tensor rank extremal codes (those meeting the
bound of Theorem and in particular with constructions of codes meeting Kruskal’s tensor
rank bound of Theorem One approach will be to view a rank-metric code C in ngm as
the image of an [Fy-linear block code under ¢y 7. Then

Sy (C) = {C €FY |V diag(c)W' € C},

is an [R, k], block code C' and in fact we have C' = ¢ 4(C) where A = {A, | 1 < r < R} such
that A, = v, ® w, for each r.
We therefore have, using (6.2)) and/or Lemma the following rewriting of Theorem

Corollary 6.7. Let C be an [n x m, k,d], code with tensor rank R. Let D = {D1,..., Dy} be a
k-set of R x R diagonal matrices such that C = V(D)W for matrices V € FZ}XR, W e IFZIXR of

ranks n, m, respectively. The following hold.
1. For every M € C, rk(M) < WtH((;S‘_/%/V(M))
2. ¢‘_/%4/(C) is an [R, k,> d]q block code.

3. If C is tensor rank extremal, then the code ¢‘_/1W(C) is an [R, k,d], code of length Ny(k,d).
In particular, if C is MTR then the code gi);}W(C) is an MDS code.

We have also obtained a new proof of the tensor-rank bound.
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Corollary 6.8 (Tensor-rank bound). Let C C Fy*™ be a rank-metric code. Then

trk(C) > dim(C) + d(C) — 1. (6.3)

6.2 Tensor Rank Extremal Codes

In this section we consider existence questions on tensor rank extremal and MTR codes. Let k,
d be positive integers. We wish to determine for which n, m € N there exists an [n x m, k, d]4
code C of tensor rank R = Ny(k,d) and in particular, those for which R =k +d — 1.

Our approach to this problem relies on Corollary [6.7 which gives a way to obtain block codes
of minimal length from tensor rank extremal codes and hence MDS codes from MTR codes. A

natural problem is to determine in which cases we can do the converse.

Problem 1. Let n,m be positive integers and let R,k,d be positive integers satisfying R =
Ny(k,d). Find an [R, k,d]q block code C' and a pair of matrices V € ]FZLXR, W e IF;”XR such that
the code ¢y (C) is an [n x m,k,d], code with tensor rank R (i.e., is a tensor rank extremal
code).

An interesting special case is given by the following.

Problem 2. Let n,m be positive integers and let R,k,d be positive integers satisfying R =
k+d—1. Find an [R,k]; MDS code C' and a pair of matrices V € FZXR, W e F;”XR such that
the code ¢y (C) is an [n x m, k,d], code with tensor rank R (i.e. is an MTR code).

The answer to these problems clearly depends on n and m. Indeed, one immediately observes
that both n and m can not be smaller than d. Moreover, we can use the Singleton-like bound of
Theorem to deduce that n, m have to satisfy

k <min{n(m —d+1),m(n—d+1)}.

Definition 6.9. Let C be an [R, k, d], block code of length R = N,(k,d). Let V € FZ}XR and
let W e IE‘Z”XR. We say that (C,V, W) is an extremal triple if it is a solution to Problem |1} i.e.

if oy w(C) is a tensor rank extremal code.

With this notation, given positive integers k,d, we wish to determine for which n,m € N
there exist matrices V' € FZLXR, W e F;”XR and an [R = Ny(k,d), k, d], block code C such that
(C,V,W) is an extremal triple. It is clear from the definition that this happens if and only if

rk(V diag(c)W ') > d, (6.4)

for every ¢ € C'\ {0}.
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We fix some further notation. For an arbitrary matrix Y € IE‘gXR and element ¢ € Ff,

we write Cy = rowsp(Y) and Cy, = rowsp(Y diag(c)). The following result will be useful in
addressing this problem.

Lemma 6.10. Let V € F}*B W e F7"® and let ¢ € F}. Then
rk(V diag(c)W?) = tk(V) — dim(Cy N Cfy,) = k(W) — dim(Cw N Cir).

Proof. Suppose first that V and W both have full rank. For any ¢ € C, the rank of V diag(c)W "

is the rank of the associated bilinear form on

p:F"xFn — T,
(z,y) — 2V diag(c)Wy'.

Such a rank is equal to

n — dimkery (p) = m — dimkerg(p),

where kery (¢) and kerg(¢) denote the left kernel and the right kernel of ¢, respectively. Now,

V has full rank, and so Fy and Cy are isomorphic. Therefore,

kerp(¢) = {r € F |2V diag(c)W 'y =0, Vy € Fo'}
>~ [y € Cy | vdiag(c)W ' =0}
=Cy N C%'/C

Similarly, kerp(p) = Cyw N C‘J;C . Now consider the case tkV = s <n and tk W =t < m. There
exist full rank matrices A € F;XR and B € IFZXR such that AV and BW are full rank matrices
with the same row-spaces as V' and W, respectively. Then, apply the above argument with AV
in place of V' and with BW in place of W to complete the proof. O

It is clear that, if for given parameters k, d we have a tensor rank extremal code in Fj ™, then
we can construct a tensor rank extremal code in a larger ambient space for the same parameters

k,d. In terms of extremal triples, we can express this observation as follows.

Lemma 6.11. Let C be an [R = Ny(k,d), k,d]; block code. Let V € Fi*E and W e F<#
such that (C,V,W) is an extremal triple. Then for all integers n' > n, m’ > m and for all the
matrices V' € IE‘Z/XR, W' e FZ”/XR such that rowsp(V') C rowsp(V’) and rowsp(W') C rowsp(W'),
(C, V!, W) is an extremal triple.

Proof. Let (C,V,W) be an extremal triple. Let V' € FZLIXR, W'eF Z””/XR such that rowsp(V) C
rowsp(V”’) and rowsp(W') C rowsp(W’). Then, there exist A € Fglxnl, B e Fg‘lxm/ such that

v () ()
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for some V € Ft(]n,_n)XR and W € Fgm,_m)XR Therefore, for every v € C'\ {0}

VD,WT VD,WT

rk(V' D,W'T) = 1tk(AV'D,W'TBT) =1k | LU
VvD,WT VvDWT

> >rk(VD,W") >d.

O]

In particular, this means that in our analysis of Problem [l| we may assume, without loss of
generality, that V' and W are full rank matrices.

First we observe that in the case that at least one integer among n and m is greater or
equal than R, then it is easy to construct an extremal triple. Suppose that n > R. Let C be an
[R = Ny(k,d), k,d], block code and let V, W be any full-rank matrices. By Sylvester’s inequality,
we get that, for every ¢ € C'\ {0},

rk(V diag(c)W ") > rk(V) + rk(W diag(c)) — R = rk(W diag(c)).

For the case m > R, all columns of W are linearly independent and so rk(W diag(c)) = wtg(c) >
d. For the case R < m, rk(W diag(c)) > rk(W) — (R — wtg(c)) = wtu(c) > d. In either case
the inequality of (6.4) is satisfied and clearly holds similarly with the assumption m > R. It

therefore only remains to consider the case m,n < R.

Proposition 6.12. Let C be an [R = Ny(k,d), k,d]q block code. Let n,m € N such that d <
nm<RandV € FZXR, W e IF;”XR. Then, the following are equivalent.

1. (C,V,W) is an extremal triple.

2. For every c € C'\ {0}, dim(Cy; N Cw) < k(W) —d.

3. For every c € C'\ {0}, dim(Cy N Cyy, ) < tk(V) — d.

4. For every c € C'\ {0}, dim(Cy; + Cw) > R —1k(V) +d.
5. For every c € C\ {0}, dim(Cy + Cy, ) > R — k(W) + d.
6. For every c € C'\ {0}, dim(Cy, + Cj;) > R — tk(W) +d.
7. For every c € C \ {0}, dim(C + Cw,) > R —1k(V) + d.
8. For every c € C'\ {0}, dim(Cy, N Cy) < dim(Cy,) — d.
9. For every c € C'\ {0}, dim(Ci: N Cw,) < dim(Cw,) — d.

Proof. As we observed before, ¢y (C) has tensor rank at most R and dimension k& and so is
tensor rank extremal if and only if it has minimum rank distance d. Therefore, from Lemmal[6.10]

the equivalence of the first three statements is immediate. The equivalences between and
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and between and are a direct consequence of the dimension formula for the sum of two
subspaces, which is dim(X +Y) + dim(X NY) = dim(X) + dim(Y).

The equivalences between and @ and between and follow from the fact that
(XNY)t = X+ + YL and that dim(X+) = R — dim(X), for every X, Y subspaces of Ff;, while
the equivalences between @ and and between and @D follow again from the dimension

formula for the sum of two subspaces. O

Proposition 6.13. Let k,d,n,m, R be positive integers satisfying d < n,m < R and R =
Ny(k,d). Let C be an [R,k,d]q block code and let V € ]FZXR, W e IF;”XR such that Cy and Cy
are MDS codes of dimension n and m, respectively. If n +m > R+ d, then (C,V,W) is an

extremal triple.

Proof. Let ¢ € C '\ {0}, with wty(v) = w > d. Since Cy and Cy are MDS codes, we have
rk(V diag(v)) = min{n,w} and rk(diag(v)W ") = min{m, w}. By the Frobenius rank inequality,

we have
rk(V diag(c)W ") > rk(V diag(c)) + rk(diag(c)W ") — rk(diag(c)) = min{n, w} +min{m, w} — w.

It is easy to check that in all cases, under the assumption that m +n > R + d, the right hand
side of this inequality is at least d. O

We conclude this part with a particular construction of an extremal triple involving doubly-
extended generalized Reed-Solomon codes or Cauchy codes [33, [104], which hence is a partial
solution to Problem [2| Before doing this, we briefly recall some notation. For each s € N, let
Fq[z,y]s—1 denote the F,-space of homogeneous polynomials with degree equal to s — 1 together

with the zero polynomial. Let P}(F,) = F, U {co} denote the projective line over F,. For any

s—1
fla,y) = faly 7 € Fylo,ylsa
j=0
we define the map

f:PYF,) — T,

@ H*f@%—{ﬂQU if Q € Fy,

£(1,0) if Q = 0.
Let N € N. For any a = (aq,...,an) € (P1(F,))" define the evaluation map

evy  Fylz,ylso1 — IF,]]V

f(xvy) — (f(al)v'” 7f(aN))'

Definition 6.14 (see [33]). Let 1 <k < N—1landlet 8= (51,...,0n) € Fév and let aq,...,an
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be pairwise distinct elements of P*(F,). The Cauchy code C(c, () is defined to be the set

Ci(e, B) :={(Brf ()., Bnf(an)) | [ € Fola, ylr-1}-

Observe that in our definition we allow the coefficients of 8 to be zero, while the standard
definition requires each § € (F(’;)N . In particular, the Cauchy code as defined here is MDS if
B e (Fy)N.

Let * denote the Schur product (or Hadamard product) of two vectors, which is the vector
obtained after component-wise multiplication of two vectors of the same length. Then we have

the expression

Cr(e, ) = {8 xevalf) | f € Fylz,ylr}

The following result gives a construction of MTR codes of dimension k£ and minimum rank
distance d, provided that d < k. We will see later that in the case d > k we can always find
a construction of MTR codes for every m,n > d. Therefore, the case analyzed here is the

non-trivial one.

Theorem 6.15. Let 0 < d < k < R be positive integers satisfying R = k +d — 1 and let
a = (a1,...,agr) € (PL(F,))T be a vector such that the o;’s are pairwise distinct. Let f(x,y) €
Fylz,y] be an irreducible homogeneous polynomial of degree k. Let C = Ci(a, 1), let V € IF";XR
be a parity check matriz of Cr_g(a, evy(f)) and let W € ngR be a generator matriz of Cy(a, 1).
Then (C,V,W) is an extremal triple.

Proof. In order to prove that (C,V,W) is an extremal triple, we use the characterization given
in Proposition showing that for every ¢ € C'\ {0} we have dim(Ciz N Cyw,) < dim(Cw,) —d.
Let ¢ € C'\ {0}. Since C'is an MDS code with minimum distance d, then wtz(c) > d. Moreover,
the code Cy, is obtained from Cyy by multiplying the i-th coordinate of every codeword by c;,
that is, Cy, = Cy(a, ¢). Since Cyy is an MDS code of dimension d, we have dim(Cy,) = d. We
therefore need to show that

Cy N Cw, = {0}.

Now ¢ = ev,(g) for some non-zero g(z,y) € Fylz,ylr—1, and so Cw, = Cy(a,evq(g)). Let
b € Ci> N Cyy,. There exist u € Fylz,ylp—r—1, A € Fylx,yla—1 such that b = evy(f) * eve(p) =

eva(g) * evy(N), Le.
bi = flay)u(ey) = gla)M(ey), fori=1,... R.

From the fact that deg fu < R and deggh < R, we obtain fu = gA. Therefore, since f is
irreducible, f divides g or A. But degg < k and deg A < d. This implies A =0 and b = 0. O

Example 6.16. Let ¢ =8, R=7,k=5andlet d = R—k+1 = 3. Let w be a generator of IF§
and let o = (1,w,...,w%). The polynomial f(z) = 2%+ 2% + 1 is irreducible in Fg[z]. Let C be
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the [7,5, 3]s Reed-Solomon code C5(c,1). Let

1 00 0 0 w w

01 000 w 1 00 w? w 1 w
V=10010 0 b |, W=|010 wb b 1 w?

00010 w w! 00 1 w w1

(0000 1 wt w? |

V is a parity check matrix of Cy(c, eva (f)) = Ca(a, (1, w, w?, w*, w*,w? w)), and W is a generator
matrix of C3(a, 1). It can be checked that for each ¢ € C, we have Ca(av, evy (f))NC3(cv, ¢) = {0}.
(C,V,W) is an extremal triple and the rank-metric code C = ¢y, (C) is an MTR [5 x 3,5, 3]s
code of tensor rank 7 and is in fact MRD.

Remark 6.17. The storage complexity cost of the generator tensor for this class of MTR codes
is at most 3kd — 2k — d. This bound is exceeded by the bound on the cost of encoding using a
generator matrix as described in Subsection (which is k%(d—1)) for all k > d. The generator
tensor encoding cost requires at most k(d — 1) multiplications and (k —1)(d — 1) additions, while
the encoding cost given by a generator matrix requires up to k?(d — 1) multiplications and
(k—1)k(d — 1) additions.

Remark 6.18. The next figure gives a graphical description of the parameters for which Problem
is solved. That is, it represents the parameters for which we do have constructions of MTR
codes, the parameters for which we know no MTR codes exist, and the parameters for which the
problem is still open. We suppose that d < k are fixed integers, and the axis show increasing
n and m (the number of rows and the number of columns of the ambient matrix space). The
black hyperbolae represent the Singleton-like bounds, and therefore below them there does not
exist any MTR codes. The blue shading represents the construction of MTR codes described
in Theorem and its transpose. Moreover, by Lemma the right-upper quarter-planes
having those points as corner points have also a construction of MTR codes. The red line
represents the solutions provided by Proposition and again by Lemma for each point
on it, the right-upper quarter-plane starting from it has solution. As we can see, the area in
between the Singleton-like bounds, the red line and the two upper-right quarter-planes starting
from the blue dots is not solved yet. For this reason, in the following we will investigate codes
which are not necessarily MTR, but have “small” tensor rank relative to their dimension and

minimum distance.
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Existence of MTR Codes

6.2.1 Tensor Rank of Gabidulin Codes

In this subsection, we study the tensor rank of Gabidulin codes. We will give a precise compu-
tation of their tensor rank when the dimension of the code over the extension field is 1, and a
non-trivial upper bound when this dimension is strictly greater than 1. In order to do this, we
recall some well-known results on tensors over finite fields. In the literature, the computation
of tensor rank of tensors over finite field was mainly studied for complexity purposes. Indeed,
the tensor rank of some special tensors reveals the lowest complexity of some operations, such
as multiplication between polynomials or between matrices. The interested reader is referred to
[15] for a more complete exposition.

First, we need the following result, which ensures that the tensor rank of a vector code is
well defined.

Proposition 6.19. Let C' be an [n,klgm code, and let T = {v1,....,vm}, I" = {V],-.., v} be
two bases of Fgm [Fq. Then trk(I'(C)) = trk(I'(C)).

Proof. By Proposition [2.26, we have that I'(C) and I'(C) are equivalent codes in Fy*™, so the
result follows by Proposition O

Therefore, by Proposition |6.19] the notion of tensor rank of a vector code is well-defined, and

we will denote by trk(C') the tensor rank of any of its matrix representations.
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Let f € Fy[z] be a fixed polynomial of degree k. The map

Fylr]<m X Fylz]<n —> Fylz]<k
(g,h) +—— gh mod f,

is clearly bilinear, and so can be represented by a tensor, which we denote by T}, ,, 1 € IE‘Z”‘X”X'“.

We have the following result on the tensor rank of T}, ,, .-

Proposition 6.20 ([15, Propositions 14.47, 14.48]). T, »k over Fq has tensor rank at least m+
n — 1, and has tensor rank exactly m +n — 1 if and only if ¢ > m +n — 2.

Lemma 6.21. Let f € Fy[x] be an irreducible polynomial of degree m, and let o € Fym be a root
of f. Let C = ((1,04,...,0/”*1))1%,,1 and let T = {l,a,...,amfl}. The tensor Ty, mm is the

generator tensor of the m-dimensional code I'(C).

Proof. Let My denote the companion matrix of the polynomial f. Then the map h + gh mod f
has an associated matrix g(My) with respect to the basis {1,z,...,2™ 1}. Thus,

$8P1 (Ton,mam) = {9(My) | g € Folzlam} = (I, My, .. '7M}nil> =T(C). [

As an immediate corollary, we have a similar statement for the one-dimensional Gabidulin

codes in Fgm )

Corollary 6.22. Let n < m be positive integers, and f be an irreducible polynomial of degree

m. Then, the tensor Ty nm is the generator tensor of a one-dimensional Gabidulin code in Fym.

Proof. Denote by X the matrix associated to the map from F,[z]<,, to Fy[z]<, defined by

m—1 n—1
g a; Tt — g a; ",
=0 =0

with respect to the basis {1,z,...,2™ '} and {1,z,...,2" " 1}. Let moreover a € Fym be a root
of f. Then it is clear by definition that sspy(Timnm) = s5p1(Tmmm)X = I'(C)X, where C

m=1) and

is the one-dimensional Gabidulin code in (Fgm)™ generated by the vector (1,c,...,«
I':= {1, Q... ,am_l}. Now, for every v € C and every i = 0,...,m—1, I'(a'v) € C. Therefore,
for every 8 € Fym,v € C, we have I'(Bv)X € I'(C') X, which means that I'(C)X is equivalent to

an [Fym-linear code in Fgm of dimension 1. All such codes are Gabidulin codes. O]

Using the results above, we give an upper bound on the tensor rank of some special Gabidulin

codes.

Proposition 6.23. Let n < m and let ¢ > m +n — 2. For every K < m, there exists a K-
dimensional 0-Gabidulin code in Fym of tensor rank at most min{mn, K(m +n — 1)}, where 6

denotes the q-Frobenius automorphism.
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Proof. 1t is clear that every code in Fiim has tensor rank at most mn. Choose as a K-dimensional

6-Gabidulin code the code C' C Fym defined as an evaluation code on g = (1,79,...,7" Y

)

where v is a primitive element of Fym over F,. Therefore, the code C' is the Fy-span of K

one-dimensional Gabidulin codes of the form C; = ((1,0%(v), 8 (7?),...,0'(v*"1))). For each

1 =1,..., K, consider the basis

L= {L#),00%,....00(" )
Then, I';(C;) = sspy(Tim,n,m), which has tensor rank exactly m +n — 1 by Proposition O

Remark 6.24. The rank of the tensor T}, ;,m for ¢ < 2m — 1 has been studied in connection
with the algebraic complexity of multiplication in Fgm. This problem remains open in general.

We refer to [64] for the case m = 3, and [7] for bounds in the case ¢ = 2.

6.2.2 Codes with Small Tensor Rank

In this subsection we give some constructions of codes with tensor rank bounded by above. In
order to do that, we rely on the results given in the previous subsection about the tensor rank

of Gabidulin codes. Before proceeding with these constructions, we give an auxiliary lemma.

Lemma 6.25. Let C be an [n x m,k,d|, code with tensor rank R. Then there exists a subcode
D C C such that dim(D) =k — 1, d(D) > d and trk(D) < R — 1.

Proof. Let C be a rank-metric code with tensor rank R, and let A = {A;,..., Ar} be an R-basis
for C. Consider the code C 4 as defined in Definition Without loss of generality, we may
assume that C4 is systematic in the first k£ coordinates and so it has a generator matrix of the

form

G = (I | M).

Now, let D be the subcode of C'4 generated by all but the first row of G. The code

D:= ¢, (D)
clearly has dimension & — 1 and minimum distance > d. Moreover, since D C (e9,...,eR), we
have D C (A,,..., Ag). Therefore trk(D) < R — 1. O

Proposition 6.26. Let k,d,n,m be positive integers with d < n < m and let p = min{s € N |
s(s —d+1) > k}. If p < n then there exists an [n x m,k,> d], code C such that

trk(C) < k +min{p(d — 1), (p —d +1)(p — 1)},

provided that ¢ > 2p — 2.
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Proof. Let K = p—d+ 1. There exists a Gabidulin code C C IF'S,, of dimension K, minimum
distance d, and by Proposition tensor rank at most min{p?, K(2p —1)} = min{p?, (p —d +
1)(2p—1)}. Let I be a basis for Fgp /F,. Then, the code I''(C) is a [p X p, Kp,d]q code and can
be embedded in Fy*™. Applying Lemma Kp — k times, we get an [n x m, k,> d], code C
with trk(C) < k +min{p(d —1),(p —d+1)(p—1)}. O

We now present a result that uses the same principle of the previous construction, which

yields a different upper bound.

Theorem 6.27. Let k,d,n,m be positive integers with d <n <m, and k < m(n—d+1). Then

there exists an [n x m,k,> d|, code C such that

ey < min{ma 0. [ E] ([£] va-a) )

provided g > m + [%1 +d— 3.

Proof. Let p = min{s € N | m(s —d+1) > k} = [%] + d — 1. By hypothesis, u < n. Let
K = p—d+ 1. There exists a Gabidulin code C' C F’;m of dimension K, minimum distance
d and, by Proposition , tensor rank at most min{mu, K(m + p — 1)} = min{mpu, (u — d +
1)(m+ p—1)}. Let I be a basis for Fgm /F,. Then the code I'(C) is a [p x m, Km,d], code,
which can be embedded in ngm. Again, we iteratively apply Lemma Km — k times to get
an [n x m, k,> d]; code C such that

trk(C) < min{mu,(p —d+1)(m+p—1)} —(p—d+1)m+k
— b min{m(d — 1), (u— d+ 1)(s - 1)}

-cemm{oin, 2] [£] -9} :

Remark 6.28. In Proposition [6.26, the essential idea was to take a Gabidulin code whose
elements are representable as square matrices, embed it in Fj*™ and iteratively obtain subcodes
with decreasing tensor rank. In Theorem [6.27] we applied the same principle, but this time chose
a Gabidulin code whose elements are representable as rectangular matrices. In the first case the
initial code is a subspace of F5™”, while in the second the code is a subspace of F4*". We can
compare the two bounds in the following way. Clearly p < m so the first part of the bound of
Proposition [6.26] is better than the first part of the bound in Theorem[6.27] For the second parts
of these bounds, we get the opposite relation. This can be easily verified since [ﬁw =pu—d+1

m

and p < p.

Remark 6.29. In fact, we stated this result in the most general case, even though we are more
interested in those parameters k, d,n, m that are not covered by the constructions of MTR codes

given at the beginning of this section. As a consequence of this result, we get the existence
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of MTR codes for the same parameters as those arising in Theorem [6.15] even though the

constructions are quite different.

Corollary 6.30. Let d, k,n,m be positive integers with d < n < m and k < m. Then there
exists an [n x m,k,d|; MTR code C, provided that ¢ > m +d — 2

Proof. If k < m, then by Theorem we get an [nxm, k, d];-code C such that trk(C) < k+d—1

and we deduce the result by the tensor rank bound. O

Remark 6.31. Observe that in Corollary we require ¢ > m-+d—2, whereas the construction
provided by Theorem depends on the existence of a Cauchy code of length k£ + d — 1, which
we always have for ¢ > k 4+ d — 2.

6.3 Generalized Tensor Ranks of a Code

In the sequel, we denote by U the set of subspaces of Fy*™ that are generated by matrices of

rank one.

Definition 6.32. Let C be an [n x m, k], code with £ > 1, and let 1 <r < k be an integer. The

r-th generalized tensor rank of C' is
d,(C) = min{dim(U) | U e U, dim(CNU) > r}.

It is easy to check that the set of generalized tensor ranks form a code invariant.
Proposition 6.33. FEquivalent codes have the same generalized tensor ranks.

The next result summarizes the main properties of the generalized ranks and explains the

terminology. It also gives a new proof of the tensor rank bound (Corollary .
Theorem 6.34. Let C C Fj*™ be a k-dimensional code with k > 1. The following hold.
1. di(C) =d(C).
2. di(C) = trk(C).
3. For all 1 <r < min{k, mn — 1} we have d,(C) < dy4+1(C).
4. For all1 <r <k we have d,(C) > d(C) +r — 1. In particular, trk(C) > d(C) + k — 1.
5. For all1 <r <k we have d,(C) < trk(C) — k + .

Proof. 1. Let M € C be a matrix with d = d(C) = rk(M). Write M = My + --- + My,
where each M; € Fy*™ has rank one. Then U = (M, ..., My) attains the minimum in
the definition of d; (C).
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2. This follows from Proposition

3. Let U € U with dim(CNU) > r+ 1 and dim(U) = d,4+1(C). Let U" C U be a hyperplane
of U with U’ € Y. Since U' + (UNC) C U, we have

dim(U'NC) dim(U' N (UNC))
(U") + dim(U N C) — dim(U" + (U NC))
dim(U") + (r + 1) — dim(U)
(

U) =1+ (r+1) — dim(U)

dim(U

v

dim

Il
=

By definition, this implies that d,(C) < dim(U’) = d,4+1(C) — 1.
4. This follows combining and
5. This follows from [2] and Bl O

An interesting application of generalized tensor ranks is the distinction of inequivalent codes,

as the following example shows.

Example 6.35. Let ¢ =2 and n = m = 4. Let C1,Cy be the [4 x 4,4]5 codes given by

1 0 0 O 01 0 O 0 010 0 0 0 1
o /lor oo jor ol joo | ]io1o
""Noo 1ol oo 11 |1o1o0| 110 1]/
0 0 0 1 1 01 0 1 1 0 1 01 01
1 0 0 O 01 0 0 0 010 0 0 0 1
e /oo fr o] oo o1
"N oo 1ol oo 1| l1to1o0||1 101/
0 0 01 1 111 01 00 1 0 0 1
It can be checked that their generalized tensor ranks are (4,6,8,9) and (4,6,7,9), respectively.

In particular, C; and Cs are not equivalent.

A natural question is whether generalized tensor ranks satisfy a duality property analogous
to that of generalized rank weights [91, Corollary 38]. More generally, one may ask if the
generalized tensor ranks of a code C determine those of the dual code Ct. The answer to this
question is negative in general. In the following example, we exhibit two codes that have the

same generalized tensor ranks, but whose duals have different generalized tensor ranks.
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Example 6.36. Let ¢ = 2 and n = m = 4. Let Ca be the [4x 4, 4], code defined in Example [6.35]
and let C3 be the [4 x 4, 4]s code defined as

1 0 00 0100 0 010 00 01
63::< 0100 ’ 01 11 ’ 1 000 ’ 01 01 >
0010 1000 1 0 01 111

00 01 1 0 01 0100 0110

Then Co and Cs have the same dimension, the same minimum distance, and the same gen-
eralized tensor ranks, namely, (4,6,7,9). However, the tensor rank of Cs- is 14, and that of C:f-
is 13.
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Chapter 7

New Invariants for Vector Codes

When looking for new MRD code constructions, it is important to understand if the new codes
are equivalent to any of the already known codes. For this reason, it is helpful to have easily
computable criteria to check if codes belong to a given family. For Gabidulin codes, such a
criterion, based on the dimension of the intersection of the code with itself under some field
automorphism, was given in [51] (see Theorem . In this chapter we generalize this result to
more than just one application of the field automorphism, and derive results about the number
of equivalence classes of certain MRD codes. The theory developed here partially answers to
an open problem given by Zullo in [12I, Chapter 6, Section 3|, on finding efficient ways for
testing code equivalence of rank-metric codes. Motivated by this aim, in this chapter we define
invariants of vector codes, which are based on these dimensions. We study deeply the theory
and the properties that they possess, and compute them for some classes of known codes. Such
theory has also implications in code-based cryptography. This is due to the fact that these
invariants serve as distinguishers for retrieving the structure of the rank-metric code used in the
McEliece-type cryptosystem. Furthermore, we show how these sequences are helpful to prove
other results in the theory of rank metric codes. Indeed, using the tools defined in this chapter,
we prove lower and upper bounds on the number of inequivalent Gabidulin codes. In particular,
the lower bound that we found, is better than the one proved by Schmidt and Zhou in [I01] for
some choice of the parameters. In the case when the length n of the code is equal to the degree
m of the extension field, we derive the exact number of inequivalent Gabidulin and Twisted
Gabidulin codes. Finally, we give a characterization theorem for Gabidulin codes which involves
the sequences described in this chapter.

The results contained in this chapter are based on the work in preparation [83] by Neri,
Puchinger and Horlemann-Trautmann, which is the extended version of the conference proceed-

ings [82] published by the same authors.
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7.1 Known MRD Constructions

Gabidulin codes are not the only known MRD codes. There are some other families of codes
which attain the Singleton-like bound of Theorem that have been discovered in the last few

years. Here we give an overview on some of these families.

Definition 7.1. Let 6 be a generator of G = Gal(Fym /F,), h be an integer such that 0 < h < m
and ) € Fym. We denote by ’Hzg the F -subspace of the group algebra Fym[0] = Fym[G] given
by

HEp = {foid+ 10+ .+ fia0 7 40" (fo)0" | fi € Fym |

In the language of #-polynomials, the set HZZ corresponds to the set

MZZ = {fox +fal 4 fooa2® " (fo)a” | fi € ]qu} '

Definition 7.2. Let g = (g1,...,9n) € Fym be a vector such that rky(g) = n. Let, moreover,
1 <k <n<m,and n € Fgn such that Ny _, /r, (n) # (=1)F™. The O-twisted Gabidulin code of

parameters 7 and h is defined as

HE(9) = {(F(g1)s- - Flon) | F € HTG )

Proposition 7.3. [106] Let g € Fym be a vector such that tky(g9) = n and n € Fgm such that
NF,m /F, (n) # (=1)F™. The 0-twisted Gabidulin code HZ’Z(g) has cardinality ¢*™ and minimum
distance d =n — k + 1, i.e. ’HZ’Z(Q) is an MRD code.

Remark 7.4. Observe that in general a f-twisted Gabidulin code is not Fym-linear, but only
F,-linear. However, we can easily note that it is [Fgm-linear if and only if ~ = 0. In such a case,
we will denote the set ’HZ:g by 7—[2797 and the corresponding code by HZ,@(Q)' Therefore, with the
hypothesis of Proposition the code H] ,(g) is an [n,k,n — k + 1]gm code, and it is given by

<g +n6%(9),6(9), -- -, 9’“_1(9)>IF i

This family of codes was given by Sheekey in [106], and it was first introduced only considering
the ¢g-Frobenius automorphism . In [I06, Remark 9] and [74], it was generalized to any generator
of Gal(Fgm /F,). Further generalizations were given in [86], where the codes obtained are only
linear over the prime field, in [90], where more than one twist is considered and in [38]. We now
give an overview on the last two constructions.

From now on we fix the following notation. Let 1 < k < n < m be integers. Choose £ € N,
which we call the number of twists. Let h € {0,...,k—1} and t € {1,...,n —k}* such that the
h;’s are distinct and the t;’s are distinct. Furthermore, let n € (Fym)¢ and 6 be a generator of
G = Gal(Fyn /F,). We denote by Pg’;’h the Fym-subspace of the group algebra Fym[0] = Fym |[G]



7.1. Known MRD Constructions | 97

given by

Pyt =< fold + ff + ..+ fr10” 1+an OF I | f € Fym
j=1

Definition 7.5. With the notation above, let moreover g € Fgin with rk, (9) = n. The generalized
0-twisted Gabidulin code P,?bt’h(g) is defined as

PIE ) = {(Fla)- ., £l | £ € PIE).

Observe that the set 73"’ " corresponds to the subset of #-polynomials given by

¢
k—1 k—1+t,
for + fixl + .+ foo2® T+ anfhjxe "| fi € Fgm

Moreover, generalized #-twisted Gabidulin codes are Fym-linear by definition. In particular,
the code 73" - h( ) can be written as

({8 +md" ) i€ 10} U{E(0) 1§ € {0 k= 1P\ {husoshed )

In general, there is a sufficient MRD condition if the g;’s are chosen from a subfield Fy» C Fym
with r2¢ | m and a suitable choice of the n; [90] (see also [89, Chapter 7] for more details). Note
that this gives codes of length n < 2~¢m. It is an open problem whether longer MRD codes exist
for arbitrary ¢t and h. In the special case £ =1, we write t :=t =t; € Nand h:=h = h; € Ng.

Here we give the last construction, due to Gabidulin in [38]. In that paper, he gave a new

family of codes, dividing the construction in two cases, which we distinguish in Definitions [7.7]

and [T.9

Definition 7.6. Let 1 < k£ < m be integers with m — k > k, let 6 be a generator of G =
Gal(Fym /Fy) and n € Fgm. We denote by the [Fym-subspace of the group algebra Fym[0] =
F,m[G] given by
_ i opipkt | _
Nk@-f<{9 L OOt i e {0,.. .k 1}}>F

Definition 7.7. With the same notation of Deﬁnltlonn 7.6, let moreover g € Fym with 1k,(g) = n.
The new 0-Gabidulin code of first kind ./\/,;70( ) is defined as

N (9) = { (Fla)s o Flan) | F € Ny}

Observe that the new #-Gabidulin codes of first kind can be seen as a special case of gener-
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alized 0-twisted Gabidulin codes in the sense of Definition [7.5] with
{=k, hi=i—1, t;=14, and n = Gi_l(n)

for i € [k].

Definition 7.8. Let 1 < k£ < m be integers with m — k < k, let 6 be a generator of G =
Gal(Fym /Fy) and n € Fgm. We denote by J\/}?’;I the Fym-subspace of the group algebra Fgm (6]
F,n[G] given by

N = (o et e 0, m k=1 U I m -k <i<k})
q

Definition 7.9. With the same notation of Deﬁnition let moreover g € Fym with rky(g) = n.
The new 0-Gabidulin code of second kind N,?gl(g) is defined as

N @) o= { (g Flan)) | £ e N}

Also the new #-Gabidulin codes of second kind can be seen as a special case of generalized
O-twisted Gabidulin codes in the sense of Definition with

(=m—k, hi=i—1, t;=i, and 17;=6""(n)

for i € [m — k.

Proposition 7.10. [38/ Let 1 < k < m be integers, 0 be a generator of Gal(Fym /Fy), g € Fym

km

with tkq(g) = n. Suppose, moreover, that NF,m /F, (n) # (—1)
1. If m—k > k, then the new 0-Gabidulin code of first kind N,?bl(g) is an [n, k|lgn MRD code.

2. If m — k <k, then the new 0-Gabidulin code of second kind N]?gl(g) is an [n, klgn MRD

code.

7.2 Invariants

Let § € Gal(Fyn/F;). In recent works, it has been noticed that the dimension of the code
C + 6(C) is an invariant of an [n, k];m code C' under code equivalences ([51], 89, 23]). In [51],
this dimension was used to derive a criterion for checking whether a given code is Gabidulin or
not (see Theorem [4.12)). In [89], it was used to show that some generalized §-twisted Gabidulin
codes are inequivalent to known constructions. Moreover, in [43], Giuzzi and Zullo considered
the dimensions of C' N @(C) and C N H(C) N H*(C), in order to give a distinguisher for twisted

Gabidulin codes. We generalize these invariants here.
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Lemma 7.11. 1. Let 0 < 81 < ... < 8 < m be positive integers, 6 be a generator of
Gal(Fgm /Fy) and let Cy,Cy be two equivalent [n,k|gm codes. Then, Sy := Cy + 0°1(Cy) +
057 (Ch) and Sg := Co+ 01 (Ca) + ... +0°(Ca) are equivalent. In particular, dim S; =
d1m52

2. Let 0 <ty < ... <t < m be positive integers, § be a generator of Gal(Fym /F,) and let
Ch, Cy be two equivalent [n, k]gm codes. Then, Ty :== C1NO(Cy)N...NO (Cy) is equivalent
to Ta := CoN O (Cy)N...NOW(Co). In particular, dim Ty = dim 7.

Proof. Since C; and Cy are equivalent, there exist 7 € Aut(Fgm), A € GL,(F,) such that
Cy = 7(C2)A. Therefore,

C14+0°(Cr) 4+ ...+ 6% (C1) =1(Co) A+ 0 (1(C2))0° (A) + ... + 6° (7(C2))6° (A)
Y (Co) A+ 7(69 (Co)) A+ ...+ 7(67 (C)) A
= 7(Ca + 0% (Ca) +... + 0% (C2)) A,

and

Ci N0 (Cy) N ... 0 (C1) = 7(Co) AN 01 (1(C2))0 (A) N ... N O (1(Ca))0t (A)

—~

*

2 (C)ANT(O1 (Co)AN ... N0 (Cy)) A
=7(CaN O (Co)N...N O (Cy))A,

~

where the equalities (x) follow from the fact that Aut(F,m) is a cyclic group, therefore abelian,
Gal(Fym /Fq) C Aut(Fgm) and 6 leaves all the elements in F, fixed. O

Lemma implies that if two [n, k]gm codes C1, C have different dimensions of S and Sy
(or of 71 and 73), then they must be inequivalent. Hence, checking the dimensions of S; and Sy
(or of 71 and 7T3) for different choices of the powers s; gives a sufficient condition for codes to
be inequivalent. It is notable that computing the dimension of C' + 6*1(C) + ... + 0°(C) of a
code C' with generator matrix G' can be done by computing the rank of the (r + 1)k x n matrix
(GT,0°1(@)T,...,0°(G)T)T, which costs at most O(max{r?k?n,n?rk}) field operations. The
dimension of CNA*1 (C)N...NO (C) can be found by computing the rank of the (r+1)(n—k)xn
matrix (H',0(H)",...,07(H)")", where H is a parity check matrix of C. This costs at most
O(max{r?(n — k)?n,n?(n — k)r}) field operations.

In the following, we restrict to the special case of consecutive s; = t; = ¢, since in this
case, we have additional interesting properties. Motivated by Lemma [7.11] we introduce the

following setting and definitions. Let Pgm(n) denote the set of all Fym-subspaces of Fym. For
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any automorphism o € Gal(Fgm /F,) and integer 0 < i < n, we consider the maps

Sf: qu(n) — Pym

C — ZZ: al(C),
7=0
T7: Pgm(n) — Pgm(n)
c — N0
=0
and the integers
57 (C) := dim(87(C)), t7(C) := dim(77(C)),
A7(C) = s7,1(C) = s7(C),

Definition 7.12. With the notation above:

g
1. 5§

(C) is called the i-th o-sum-dimension of C', and A?(C) the i-th o-sum-increment of C.

2. t7(C) is called the i-th o-intersection-dimension of C, and A7 (C) the i-th o-intersection-
decrease of C.

As a consequence of Lemma we get that the sequences {s7(C)}, {A7(C)}, {t7(C)} and

{A7(C)} are invariants of linear rank metric codes, i.e. they are stable under code equivalence.

A first property that we show is that the maps S and 7,7 are connected by a duality relation,
which is explained in the followng result.

Proposition 7.13. Let C be an [n, k|gm code. Then T (C)*t = SZ(CL). In particular, t7(C) =
n — s7(Ct) and AZ(C) = A7(CH).
Proof. Since o(C+) = o(C)*, we get
i oy i
Tt = [N e(©) (7)) =3 (/) = s7(c).
j=0 j

- =0

7=0
The equalities t7(C) = n — s7(C+) and AZ(CO)

= A?(C*) immediately follow, using the fact
that dim(U+) = n — dim(U), for any U € Pym(n).

O
Proposition 7.14. Let C C Fpn be an [n, k]gm code. Then:
1. E=s3(C) <s{(C) <... <80, (C) <.
2. §7 087 =7,
3. 87

)

(C) = s7.1(C) if and only if S7(C) has a basis of elements in Fy.
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4. 1f s7(C) = 87,1 (C) then s, ,(C) = s7(C) for all j > 0.
5. sy 4 (C) =574 ;(C) forall j > 0.
6. k>AJ(C)>A%(C)>...>A?_(C)=0.

Proof. 1. Follows from &7 (C) C 87,1(C) C Fym.

2. It holds that S7(S7(C)) = Yj_q 0’ (S7(C)) = Yig St o™™(C) = Y o™(C) =
S’?—&—](C)

3. Suppose s7(C) = s7,,(C), then §7(C) = S7_,(C), and by part 2, we get S7(S7(C)) =
S7(C). This is true if and only if o(S7(C)) = S7(C'), and we can conclude using [51,
Lemma 4.5].

4. s7(C) = s¢,,(C) implies that ¢(S7(C)) = & (C), and therefore, 87, ;(C) = /(87 (C)) =

7

S7(C) for all j > 0.

5. Given an [n, k];m code C, let 77(C) = min{i | s7(C) = s7,,(C)}. If r7(C) < n—k, then by
part 4 we can conclude. Suppose by contradiction that r?(C) > n—k. Then we get a chain
k=s3(C)<s7(C)<... <57 1 (C) <87 ;. 1(C). This implies that s7(C') > k+1, and in
particular s7_, ., (C) > k+n—k+1=n+1, but this is impossible since S;,_, ., (C) C Fym.

6. First we prove that A7(C) < k. We have §7(C) = C + o(C) and thus s{(C) = dim(C +
o(C)) < dim(C) + dim(c(C)) = s§(C) + k. Now, suppose s7,,(C) = s7(C) + £. Then
dim(S7(C) + o(S7(C))) = dim(S7(C)) + £. This implies that o(S7(C)) = W + U, where
W C §7(C), UNS?(C) = {0} and dim U = £. Hence, S7,,(C) = S7(S7,(C)) = §7,(C)+
o(87.4(C)) = S7(C) + U + o(S7(C)) + o(U). However, U C o(57(C)), and therefore

70(C) =87(C)+a(S7(C)) +0o(U) = 87,(C) +a(U). Since dimo(U) = dim(U) = ¢,

we conclude. O

It is easy to see from the definition and from Proposition that the AY(C)’s and the

s9(C)’s satisfy the following relations:

(7.1)

Now we state an analogous result for the o-intersection sequences {t7(C)} and {A7(C)} of
an [n, klgm code C'.
Proposition 7.15. Let C C Fym be an [n, k]gm code. Then:

1 k=t5(C) > t9(C) > ... > t7(C) > 0.
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3. t7(C) =17, 1(C) if and only if T;7(C) has a basis of elements in Fy.

4. If t7(C) =171 (C) then t7 ,(C) = t7(C) for all j > 0.
5. 17.(C) =17, ,(C) for all j > 0.
6. k> AJ(C)>AJ(C)>...>AJ(C) =0.
Proof. Tt directly follows from Proposition and the duality result of Proposition [7.13] O

From Proposition we also get that the A?(C)’s and the t¢(C)’s satisfy the following

relations: -
AZ(C) = #7(C) = 171(C), #7(C) =k = 32520 AF(C),
=0.

i (7.2)
t5(C) =k, A7(C)

Remark 7.16. The sequence {S7(C)}™, was already considered in [87], and following works,
to retrieve the structure of a Gabidulin code (i.e., the vector g) from an obfuscated generator
matrix thereof, which led to an efficient attack on a cryptosystem based on Gabidulin codes. To
the best of our knowledge, it has so far not been used to study inequivalences of rank-metric

codes.

Proposition 7.17. Let C be an [n, k]gn code. Then:
1. t9(C) =2k — s7(C).
2. AJ(C) = A§(C).

Proof. 1. We have 77(C) = C N o(C) and thus t{(C) = dim(C N o(C)) = dim(C) +
dim(o(C)) — s7(C) = 2k — s7(C).

2. AF(C) = s7(C) = s5(C) = s7(C) = k = k = 17(C) = 1§(C) — 1{(C) = AF(C).

In the following subsections, we explicitly compute the sequences {s7(C)}™, and {t7(C)}",
for -Gabidulin and #-twisted Gabidulin codes. For these families of codes, in the case n = m,
this implies the exact number of pairwise inequivalent codes in the respective code family. For
#-Gabidulin codes, some lower and upper bounds on this number will be also provided. This will
be explained in details in Subsection [7.3.1]

7.2.1 The Sequences for Gabidulin Codes

In the following, we are going to study the properties of the sequences introduced above in the

case when the code considered is a Gabidulin code.

Proposition 7.18. Let C := Gi(g) be a §-Gabidulin code and i € N.
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If0 <t <k, then SfE(C) = S8%(C) = Grriro(g) and sz(C’) = min{k + il,n}.

[fm—k <0 <m, thenSY(C) = Grtitm—0),0-1(0"(g)) and s"(C) = min{k+i(m—¢),n}.

Ifk<t<n—k, then s (C) = 2k.

CIf0>k and > n—k, then s (C) > k+n— L.

Ifk<m—{<n-—k, then s¢(C) = 2k.
Ifm—-—¢>kandm—{0>n—k, thens?z(C)zk—i—n—m—i—Z.

Ifm=mn,and 0</{<m-—1, then S?Z(C) = min{r,n}, where

k+7¢ if0< <k
r=<Sk+m-—-»0 ifm—-k<l<m-1
2k ifk+1</i<m-k-1

Proof. 1. Let 0 < ¢ < k. Then 8 (C) = (g,0(g),...,051(g),0%(g),...,08"1(g)) =

2.

Gr+ie,0(9). The computation of sfl(C) follows from Corollary

If m —k < ¢ <m—1, then one considers that Gig(g) = Gy, 9-1(6*"*(g)), by Proposition
and applying #° = (§=1)™*, with 0 < m — ¢ < k. The computation of sfz(C) follows
again from Corollary [1.21]

If ¢ >k and k < n — ¢, then Sleé(C') ={g,0(9),...,051(g),0%4g),...,0"%1(g)) and by

Corollary it has dimension 2k.

If ¢ > k and k + ¢ > n, then 81‘94(0) D {g,0(9),...,051(g),0%g),...,0" " (g)), which has
dimension k +n — ¢, by Corollary

. The claim follows considering that Gr ¢(g) = Gy g-1(6¥'(g)) and ° = (=)™~ by Propo-

sition and using part

. The claim follows considering that Gr ¢(g) = Gy g-1(6¥'(g)) and ° = (=)™~ by Propo-

sition and using part

fO0<{<korm—k</{<m—1, the claim holds by parts [[]and 2] On the other hand,
the case k +1 < ¢ <m — k — 1 follows from parts [3] and [f|
]

Proposition 7.19. Let C := Gy 4(g) be a 6-Gabidulin code and i € N.

1.

If 0 <t <k, then 7;92(0) = TI(C) = G,9(0¥"(g)) and t?Z(C') = r, where r = max{k —
it,0}.
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2. If m—k < { < m, then ’7;9[(0) = G,p-1(6""(g)) and sfz(C’) = r where r = max{k —
i(m —1¢),0}.

3. Ifk <0 <n—k, then t?(C)=0.

4o If 0>k and € > n—k, then t¢ (C) <k —n+ L.

5. Ifk<m—{4<n-—k, thent?z(C’):O.

6. Ifm—40>kandm—{>n—Fk, thent?e(C)Sk—n—i—m—ﬁ.

7. Ifm=mn,and0<{<m-—1, then t?é(C) = min{r,n}, where

k—1¢ if0<t<k
r=dk—-m+£{ ifm—-k<{<m-1
0 ifk+1<l<m—-k—-1
Proof. 1. It is enough to prove it for ¢ = 1, then the claim follows by induction, since

’7;(_9:71 = 7% o T by part 2 of Proposition We have T (C) = (g,...,651(g)) N
04(9),...,0" 1 (g)) D (6%(g),...,0 1 (g)). The equality follows by comparing the di-

mensions, using part 1 of Proposition [7.17] and part 1 of Proposition [7.14]
2. It follows form part |1} Proposition , and writing #¢ = (§~1)™¢.

3.-7. They follow from part 1 of Proposition and parts 3-7 of Proposition

7.2.2 The Sequences for Twisted Gabidulin Codes

In this subsection we analyze the family of [n, k];m twisted Gabidulin codes, i.e. those which are

linear over Fym. We first give some results on #-twisted Gabidulin codes.

Lemma 7.20. Let 6 be a generator of Gal(Fym /Fy), g € Fym with tky(g) = n, and let D =
det(M,9(g)). Then there exist No, ..., An—1 € Fym with Ao = (—1)”*1@ such that

n—1
0"(g) = > _ Xib'(g).
i=0
Proof. By Corollary we have

Fn = (g,0(9),...,0" " (9)) = (8(9),6%(9),...,0"(9)).
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This means that 6"(g) = Z;:ol Aif(g), with Ag € Ffn. Moreover, we can compute

(D) = 0(det(Mnp(g))) = det(6(M,(g))) = det(Mpn,0(0(9)))

0(g) 0(9) 0(g)
92 02 n—1 92
= det @ = det @ = Aidet .(g)
: : i=0
0" (g) 225 Aif'(g) 0'(9)
0(g) g
62 0
= Agdet (g) = /\0(_1)71—1 det (g) = )\0<—1)n_1D.
g 0"(g)
Since by Corollary D # 0, we get the desired result. O

Theorem 7.21. Let k,n,m be positive integers such that2 <k <n—2 andn < m. Let g € Fgm
with tke(g) = n, n € Fym with Ny . /7, () # (—=1)*™ and consider the 0-twisted Gabidulin code
C = H] ,(g). Then, for any non-zero h € Gn_1 (0~ "*=D(g))L, we have C*+ = ”HZ;kg(h),

where

Ly D) B0 (R )
R IO

and D := det(M,(g)). Moreover Ng,_, g, (') = (=1)"""Nr_,. /r, (1)-

Proof. Let h € Fym be any non-zero vector in Gn_16(0~ (=D (g))L. This means that
(h;0%(g)) =0, forany k+1—-n<i<k—1. (7.3)

Therefore, for any 1 <i <n—k—1,0 < j < k, we have that (#°(h);07(g)) = 6*({(h;67~(g))) = 0,
since k+1—n < j—i < k—1. We only need to check the condition on 1’ such that h+n'6""*(h) €
C*. First we get that both h and §"*(h) are orthogonal to §7(g), for 1 < j < k — 1 by (7.3).

Finally, we have

(h+n0'0"F(h); g +10%(g)) = (hi g) + n(h; 0%(9)) + /(6" *(h); g) + 1y (0" (h); 6% (g))
= 0+ n(h; 6 (g)) + (0" " (h); g) + 0.

We observe that ("%(h); 6%(g)) # 0, otherwise we would have h orthogonal to a basis of Fym.
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Hence, h + 7’0" %(h) € C* if and only if

— (h; gk(g»
(0m=k(h); 9)
0" (0% (h); 0"(9)))
(0m=F(h); g)
:._nek_"(ijﬁifAM9”‘kUU;9“9N
(0"=%(h); 9)
0" (Mo (0" (h); g)
(0m=F(h); g)
o 0F7HL(D) 65 (0" F(R); g))
=V Gy o))

where the last three equalities follow from Lemma and ([7.3)). The computation of the norm
derives from Lemma [L.16] O

Let F' be the set of generators of Gal(F,m/F,;). We denote by TGab,(k,n,m,0) the set
of all [n, k]gm 6-twisted Gabidulin codes, and by TGab,(k,n,m) the set of all [n, k]m twisted

Gabidulin codes i.e.

TGaby(k,n,m,0) := {L{ € Gr(k,Fym) | U = H) 4(g) for some 1 € Fym and g € Fom
with N _,. /g, (1) # (— 1) and 1ky(g) = n},

TGaby(k,n,m) :={U € Gr(k,Fyn) | U is a O-twisted Gabidulin code for some 6 € F'}

= | J TGaby(k,n,m,0).
0cF

As for 0-Gabidulin codes, one can find the exact number of #-twisted Gabidulin codes for given
6 generator of Gal(Fym /IFy).

Theorem 7.22. Let u,v € Fim be two vectors such that rky(u) = rky(v) = n. Then, for any 0
generator of Gal(Fgm /Fy) and 1,7 € Fim, H}l ,(u) = ’HZ/Q(’U) if and only if there exists X\ € Fym

such that w = \v and ' = nek(’\)

Proof. We divide the proof in three cases.
Case 3 <k < §: Suppose that C':= M o(u) = HZ:Q(U). Then 6(u) can be written as

}:Am )+ Ak(v + 705 (v)),

for some A\; € Fym not all zeros. Let r := max{i € [k] | \; # 0}. If r = k, then we would have
0(0(u)) = O\ (v+n'0%(v))) —i—H(Zf:_ll M\if(v)) € C, but this is not possible, since we would have
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C = (v+70%),0v),...,00 1 (v), 08 L (v) + ub*(v)), for some p € Fym, which has dimension
k41 by Corollary|1.21] Then r < k. Suppose that 7 > 1, then 0 < k—r < k and 0" (0(u)) € C,

and we obtain
,

05" (0(w) =65 (M) () € C.
i=1
Also in this case, we obtain C' = (v,0(v),...,08 1 (v),0%(v)), which has dimension k + 1 by
Corollary Hence the only possibility is r = 1, i.e. 6(u) = A\10(v), or equivalently, u =
Av for some A € Fym. It remains to study the conditions on 7 and 7. At this point we
have C = (v + n/0%(v),0(v),...,0F (v )) (Av + n0*(N)F(v),0(v),...,0% 1 (v)). Therefore,
v+ 10 (v) = po 4 pmd* (A\)0* (v) + 1 167 (v), for some 1, 1 € Fym, which we can rewrite as

k-1

(1= pX)o = > b (v) + (' — pn*(X))6* (v) =
i=1

By Corollary v,0(v),...,0%(v) are linearly independent (since obviously k < n), hence
pi=0foreveryi€[k—1], u=X"1andn = %n.

Case k = 2: Suppose C' = (u+ 16?(u),0(u)) = (v +1'02(v),0(v)). Then O(u) can be written
as linear combination of v + 17’6%(v),0(v), i.e. O(u) = MO(v) + Aav + A2n’'0%(v). Then one can

write

U+ 7792( ) =6~ ()\2)9 ( )+ 9_1()\1)21 + (0(N2) + 9_1(>\2)(9_1(T)/))9(U)+
0(M1)6%(v) + 0(X2)0(1) 0% (v).

By Corollary we deduce that Ay = 0, and therefore, 8(u) = A\16(v), or equivalently, u = Av
for some A € Fym. The relation between n and n is derived in the same way as done in the proof
of the case 3 < k < 3.

Case k > §: It follows by the duality result in Theorem and the cases £k = 2 and
3<k< 3. O

Corollary 7.23. Let k,n,m be integers such that 2 < k < n—2 and n < m, and let 6 be a
generator of Gal(Fym /F,). Then,

n—1
1 m 7
| TGab, (k, n,m, )| = (1 - q_1> 1™ —d).

=0

Proof. We have exactly H?:_()l (¢™ — ¢") many choices for the vector g and (¢™ —1) — q;:l choices

for the element 7 with norm different from (—1)*™. By Theorem the total number has to
be divided by the number of non-zero multiple of g, which is ¢™ — 1. O

The following result is a straightforward computation.
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Proposition 7.24. Let 6 be a generator of the Galois group Gal(Fym /Fy) and g € Fym such that
-1
rky(g), and n € Fym. Then ’sze(g) = HZ’G,l(Hk(g)).

Corollary 7.25. Let k,n,m be integers such that 2 < k <n —2 andn < m. Then,

m 1 (= m %
1ty (ko) < 257 (1 25 ) T =)

Proof. Tt directly follows from Corollary [7.23] and Proposition [7.24] O

Proposition 7.26. Let g € Fym with tky(g9) = n, and C = ’Hzﬁ(g) be a O-twisted Gabidulin
code, where n € Fym with N(n) # (—1)km,

1

2.

If1<0<k—1, then 8 (C) = Grrirr10(g) and s¢'(C) = min{k + il + 1,n}.

Ifm—k+1</?¢<m, then SfZ(C) = gk+i(m_5)+179_1(9’f(g)) and s?l(C) = min{k +i(m —
0)+1,n}.

Ifk<t<n—k—1, then si' (C) = 2k.

CIfl>kandl>n—k—1, then % (C)>k+n—0—1.

Ifk<m-—{<n—k—1, then s (C) = 2k.
Ifm—{0>kandm—0>n—k—1, thensf (C)>k+n—m+(—1.

Ifm=mn,and1<l<m-—1, then s?ﬁ(C) = min{r, m}, where

k+4+1 ifl<i<k-1
r=q¢k+m-—-~€+1 ifm—-k+1<f<m-—1.
2k ifk<fl<m-k

Proof. 1. Let 1 </ <k—1andi=1. Then,

SY(C) = (g +n6*(g),....07 (), 0°(g) + 6 (0" (9), 8" (g), ..., 0¥ (g)),

which is contained in Grys41,6(g9). Moreover, we have that 5192(0) D {0(g),...,0* 1 (g)}.
Furthermore, it contains g + 170%(g) and 6°(g) + 0°(n)60*+¢(g). Since 1 < £ < k — 1, then
it contains 6%(g), and #‘(g), and therefore g, 0**4(g) € 5192(0), and we deduce 5192(0) =
Grier16(g). If i > 1, by part 2 of Proposition we have 8¢ (C) = 8% ,(87'(C)), and
we conclude using part 1 of Proposition [7.18]

. Observe that H} ,(g) = " (6%(g)) by Proposition [7.24, and that ¢ = (§=1)™*, with

E0-1
1 <m —¥¢<k—1. Then, the claim follows from part
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3. If ¢ >kand k<n—/¢—1, then

¥4 _ _
SY(C) = (g+n0*(9),0(g) ...,05 " (g),0%(g) + 0" ()0 *(9),0  (g),....0" " (g))
and by Corollary it has dimension 2k.

4. If £ > k and k+ ¢ > n — 1, then
14 — n—
SV(C) 2 (g+n8%(g),....0"(g),0" (g),..., 0" (g)),

which has dimension k +n — ¢ — 1, by Corollary

5. The claim follows considering that by Proposition [7.24| #] ,(g) = HZ;_I(Qk(g)), 6t =
(6~1)™=*, and using part .

6. The claim follows considering that by Proposition [7.24] H] ,(g) = Hz;l,l(@k(g)), 6t =
(6~1™=*  and using part .

7. If0 <l <korm—Fk < ¢ <m-—1, the claim holds by parts[T[Jand[2 The case k < ¢ <m—k
follows from parts [3] and 5
O

7.3 Applications

7.3.1 Number of Inequivalent Codes

In this section we use the results above in order to determine upper and lower bounds on the
number of inequivalent Gabidulin and twisted Gabidulin codes.

In order to do that, for any code C, we need to give an estimate of the number of auto-
morphisms o for which C is a o-Gabidulin code. Since Gal(F,m/F,) = (Z/mZ) and the set
of generators is isomorphic to (Z/mZ)*, we introduce the following notation. For a code C' we
define the set

Ac = {o € Gal(Fgm /) | C is a o-Gabidulin code }.

If we fix a generator 6 of Gal(Fyn /F,), the set Ac corresponds to the set
Acyg = {E € (Z/mZ)* | C is a #*-Gabidulin code } .

In the rest of this subsection, the use of both the sets (Z/mZ) and (Z/mZ)* is motivated as
follows. The notion of #-Gabidulin codes requires 6 to be a generator of the Galois group, while
the set (Z/mZ) will be used for counting reasons in the proofs of Lemma and Theorem

We now state the following auxiliary result.
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Lemma 7.27. Let 3 < k < n—3 be integers and 8 be a generator of Gal(Fym /Fy). Let moreover
C be a 0-Gabidulin code.

1. AcpN{2,...,n—2} =10.
2. If r € Acyg for some integer r € (Z/mZ)*, then AcgN{r+3,r+4....,r+n—3}=0.
3. If r € Acyg for some integer r € (Z/mZ)*, then |[Aco N {r+1,r+2,r+n—2} <1.
4. For anyr € Z/mZ, |AcoN{r,r+1,...,r+n—2} < 2.
Proof. Let g € Fym with rk,(g) = n be such that C' = Gy 4(g).

1. Let £ € {2,...,n—2}. By parts 1, 3 and 4 of Proposition S?Z(C) >k +2,s0 C can
not be a #*-Gabidulin code.

2. Suppose r € Acg. By definition and by Theorem , s9(C) = k + 1. Suppose that
s (C) = k+1 for some i € {3,4,...,n—3}. Then dim(C +6"(C)+67+(C)) < k+2. In
particular, s?i(e’”(C’)) < k+2, which is not possible for i € {3,4....,n—3}, by Proposition
since 0"(C) is a #-Gabidulin code.

3. Suppose r + 1,7 +n — 2 € Acy. Then, dim(C + 6"1(C) + 0"™2(C)) < k + 2. This
implies that s€n73(97+1(0)) < k 4 2, which is not possible by part 4 of Proposition
The same argument shows that r + 2 and r + n — 2 can not belong simultaneously to
Acyp. It remains to show that » + 1 and r + 2 can not belong to Agg at the same
time. Suppose that this instead holds. Therefore, we have s (C) = ¢ (C) = 0" 7 (C).
Consider the space U := (g,0(g),...,0* 1 (g9),60"2%(g),...,0"*1(g)). Thus, C C U C

ST (C)NSITH(C) NS (C). Then, dim(U) can only be equal to k or k + 1.

If dim@) = k + 1, then 87 (C) = 8" (C) = 877(C), and 87 (C) + 87" (C) +
519T+2 (C) = C+85(07(C)) has dimension k+1, which is impossible, since s§(67(C)) = k+2.
If dimU) = k, then 6"*2(g),..., 07" 1(g) € (g,...,0" 1(g9)). Hence, we can write
07+2(g) = S04 M (g), for some \; € Fym. Imposing also 6772 (g) € (g,...,05 1(g)),
for every i € {0,...,k — 3}, we get that necessarily 0"+2(g) € {g,0(g),6*(g)). However, C
is a 0"T2-Gabidulin code, so s¢"(C) = k + 1. This implies Ay = 0 and A\, # 0. At the
same time, we can write 0" (g) = o0 2(g) +p10™ 1 (g), where u; = 072()\;) for i € {0,1}.
By assumption, C' is #"-Gabidulin, therefore S?T(C) = k 4 1. This implies that necessarily
po =0 = Ao and py # 0. Therefore, 0"+2(g) = \10(g). However, this contradicts the fact

that C is a §""'-Gabidulin code, since in this case we have s(fTH(C) =k.

4. It follows directly from the previous parts.
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Theorem 7.28. Let k,n, m be integers with 2 < k <n—2 andn <m. Then

T

| Gabg(k, n, m) 2

7m
1

.

Proof. First we provide an upper bound on the cardinality of the set Acp, where C' is a 6-

Gabidulin code, using a double counting argument. Consider the number

> Acen{rr+1,...,r+n—2}
reZ/mz

On one hand, by Lemma we have that it is upper-bounded by 2m. On the other hand,

every { € Acp is counted exactly n — 1 times. Therefore we get

(n—1)|Acg| = Z |[AcoN{r,r+1,...,7+n—2} <2m,
reZ/mZ

from which we deduce that [Acp| < [22]. At this point, combining this upper bound with
Corollary [4.7, we get the desired lower bound, since every #-Gabidulin code C is counted at most

|AC70’ times. ]

Moreover, for 1 < k < n < m we define Ny(k,n,m) as the number of inequivalent [n, k|ym
Gabidulin codes, i.e.
Ny(k,n,m) := |Gaby(k,n,m)/ ~u]|.

Theorem 7.29. Let F, be a finite field of characteristic p and 2 < k < n — 2 be integers.

1. If m =n, then

¢(m)
Nq(k‘,m,m) = T
2. If m > n, then
(n_ 1)¢(m) n qm7i+1 -1 n qm i+1 1
- < N,
2m2[F, F,] Ll g =1 = Nk, m,n) < 2 H

Proof. 1. Let 01,02 be two generators of Gal(Fym /Fy), and g,h € Fiin be two vectors such
that rky(g) = rkq(h) = m. Consider two Gabidulin codes C' = Gy, 5, (g) and C" = Gy, 5,(h).
First we show that if o1 = o2 then C' ~ C’. Since n = m then supp,(g) = supp,(h).
Therefore, there exists A € GL;,(q) such that gA = h. This implies that C - A = C’ and
therefore, C' ~ C’. Now, suppose that o7 = 051. Then, by the previous argument, we
can assume g = h. Since by Proposition Qk@q(h) = Gk oy (o37%(R)), we obtain again
C ~ C'. Finally, if o1 ¢ {02,05 '}, then o1 = 0§, with ¢ ¢ {1,—1}, and by part 7 of
Proposition we have s7'(C') = k+1 and s72(C) > k + 2. By Lemma/[7.11] we deduce
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that they cannot be equivalent. Since there are exactly ¢(m) generators for Gal(Fym /IF,),

we conclude.

2. By Corollary we have that there are at most @ H?;ll(qm — ¢') many Gabidulin

codes. Moreover, consider the action

GL,(q) x Gabg(k,n,m) — Gaby(k,n,m)

(7.4)
(A, Gro(9) — Grolg) - A:=Gro(gA).

We have that, by Theorem Gro(g) - A = Gro(g), if and only if gA = Mg, for some
A € Fym. Since g = (g1, ... ,,9n) is such that the g;’s are IF-linearly independent, it easily
follows that gA = Ag if and only if A = AI,,. Therefore, the action defined in ([7.4]) induces
a free action of GLy,(q)/Fy, with the same orbits. Since this action is free, and every orbit

is contained in an equivalence class, we have that

|F*‘ no m—i+1 1

q
a1

1=

Nf](kv m, n) S | GabQ(kana m)|

We now prove the lower bound. By Theorem [7.28, we have at least L@)J H?;ll (g™ —q")

many distinct Gabidulin codes. Considering again the action in ((7.4), we get that the

number of orbits under that action, is at least

m 1_1

H z+1_1

If we now consider the equivalence classes of Gabidulin codes, it remains to study the

action of the subgroup Aut(Fgm), which has cardinality exactly m[F, : F,,]. Therefore, an
equivalence class can be union of at most m[F, : IF,] orbits of the action ([7.4)), which leads
to the desired result.

O

The first part of Theorem already appeared in [82, Theorem 1|, and the generalization
is part of [83]. It provides the exact number of inequivalent Gabidulin codes in the case n = m.
Moreover, for the general case n < m, it provides both an upper and a lower bound on this
number. It is important to observe that, whenever (n — 1)¢(m) > 2m|[F, : F,], the lower bound
is better than the one given in Theorem due to Schmidt and Zhou [I01].

For a prime power ¢, and two integers k,m we consider the set X,(m, k) := {a € Fgm |
Ng m /7, (@) # (=1)¥m}, and the left group action

Aut(Fym) x Xy(m, k) Xqy(m, k)

N
(rya) — 7(a). (7.5)
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Observe that the one above is well-defined. Indeed, if o € X,(m, k), and 7 € Aut(Fgm), then

m—1 m—1

Np m /F, (T(a)) = (0 = T(Np,m /F, (@)).
=0 =0

Since (—1)¥™ belongs to the prime field, and therefore is fixed by any automorphism 7 €
Aut(Fgm), we have that also 7(Ng /5, (@) # (=1)*™. We denote by X,(m,k) the cardinal-
ity of the set of orbits of this group action. Moreover, we denote by R,(k,n, m) the number of

inequivalent twisted Gabidulin codes, that is
R, (k,n,m) := |TGaby(k,n,m)/ ~,]|.

Theorem 7.30. [82, Theorem 2| Let Fy be a finite field of characteristic p and 2 < k < n — 2
be integers. If m = n, then

o(m)

2

Proof. The proof is similar to the one of part 1 of Theorem [7.29] Let o1, 02 be two generators of
Gal(Fym /F,), and g,h € Fyi. be two vectors such that rk,(g) = rky(h) = n, and let 7’ € Fym
with norm not equal to (—1)*™. Consider two twisted Gabidulin codes C = H] 0, (9) and
c’ ’Hk@( ) Suppose o1 ¢ {o9,05'}, then oy = ob, with £ ¢ {1,—1}, and by part 3 of
Proposition we have s{'(C') = k+ 2 and s7'(C) > k + 3. By Lemma we conclude
that they cannot be equivalent. Now, recall that C' ~ C” if and only if there exist 7 € Aut(Fgm)
and A € GLy(q) such that C" = 7(C)A. When C = H] 0, (9) we get T(C)A = ’HT(n)( (9))-

k,o2

R,(k,m,m) = Xy(m, k)

Assume 7' = 7(n) for some 7 € Aut(Fym). If 03 = oy then, Fyi = supp,(7(g)) = supp,(h). This
implies that there exists A € GLy,(q) such that 7(g)A = h and 7(C)A = C’. Hence, for every
o9 generator of Gal(Fgm /F;), and for every representative 7 in an orbit of the action defined in
, we have exactly one equivalent class of twisted Gabidulin codes. Moreover, observe that
Hk ,1( ) = H] 1( >*(R)), by Proposition [7.24] This shows that C' and C’ are equivalent if

k,o2

and only if 09 = 01 and ) = 7(1) for some 7 € Aut(Fym) or o1 = 0, and ' = 7(1y') for some
7 € Aut(Fyn). By counting, we get exactly ¢(m)X 7(m, k) inequivalent twisted Gabidulin codes.
O

Theorem gives the exact number of inequivalent twisted Gabidulin codes in the case
n =m. For n < m, lower and upper bounds similar to the ones given in Theorem could be
also developed, with analogous techniques. This would require an estimate on the cardinality of
the set of generators o of Gal(Fym /F,) for which a given code is o-twisted Gabidulin, together
with the use of Theorem
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7.3.2 Characterization Results

In this subsection we study the #-sequences, in order to derive characterization results of some
families of codes. Unfortunately, concerning the sequence {s?(C)}, we have “asymptotically bad

news”. This is explained by the following result.

Proposition 7.31. [23, Proposition 2] If C' is an [n, k]gm code chosen at random and uniformly
among all the possible [n, k|qm codes, then for any nonnegative integer b and for a positive integer

1 < k, we have

Pr{s{(C) < min{n, (i + 1)k} —b} = O(¢~™),
form — +o00.

However, this happens only when m is quite big. In particular, one can expect that codes
which have no maximal dimension (usually) have good algebraic structures. Moreover, restricting
to consider MRD codes and the case n = m has a different effect. An idea of this different
behaviour is explained by the following result due to Payne in 1971. The original result is
formulated in a completely different way, since it was determined in the framework of hyperovals

and linearized o-polynomials. See [20] for more details.

Theorem 7.32. [8§] Let C be an [n,2]on MRD code. Then, there exists 6 generator of Gal(Fym /Fy)
such that s(C) =2+ for everyi € {0,...,n —2}.

In common language, Theorem states that all the [n,2]on MRD codes are Gabidulin

codes. We state now two conjectures, which represent a generalization of Theorem [7.32}

Conjecture 1. Let C be an [n,3|an MRD code. Then, there exists 6 generator of Gal(Fgm /Fy),
such that s?(C) = 3 +1i for every i € [n — 3]. Equivalently, all the [n,3]an MRD codes are

Gabidulin codes.

Conjecture 2. Let C be an [n,k|on MRD code. Then, there exists 6 generator of Gal(Fym /Fy),
such that s2(C) = k + i for every i € [n — k|. Equivalently, all the [n,klan MRD codes are
Gabidulin codes.

Now we are going to use the sequences for characterizing Gabidulin codes. The following
result follows from [43] Lemma 3.5], but we are going to include a proof for completeness, which

uses the tools developed in this chapter.

Lemma 7.33. Let 0 < k < n < m be integers, C be an [n, k| code, and 6 be a generator of
Gal(Fgm [Fy). If s{(C) = k + 1, then there exists g € Fim, 0 <t < k such that

C:=C1® Grolg),

where Cy is an [n,k —t]gm code which has a basis of rank 1 vectors, and rkq(g) > t.
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Proof. Let Uy = {v € Fym | rky(v) = 1}. Then we can write C = C1 @ C’, where C1 = (C N Uy).
Hence C' N U; = . In particular, if dim(C}) = k — ¢, then C” is an [n,t,d]gm code with d > 1.
Moreover, C' + 0(C) = C1 @& (C' + 6(C")). Therefore, without loss of generality, we can assume
Cy = {0}, and the minimum distance of C' greater than 1.

We proceed by induction on k. For k = 1 it is trivially true. Suppose now that k > 2
and that the statement is true for k — 1; we want to prove the lemma for an [n,k];m code C.
By hypothesis, s¢(C) = k + 1, then t{(C) = k — 1, by Proposition Consider the code
D :=CnH(C)=T(C). This code has dimension k — 1. Moreover, D N U; = (), and

k—2>5(C) = 1{(C) — A{(C) = 1](C) — AY(C) = k — 1.

However, observe that t{(D) = t§(C). Therefore, if t5(C) = k — 1, then t{(D) = t§(D), which
implies, by part 3 of Proposition , that D has a basis of elements in Fy, or, equivalently,
that D = (DNU). Since k —1 >0, D C C and C NU; = ), which is a contradiction. Hence,
we necessarily have that t{(D) = t§(C) = k — 2. Thus, by inductive hypothesis, D = G;_1(h),
for some h € Fih with rky(h) > k. Moreover, §71(h) € 071(D) = 0~*(C) N C C C. Therefore,
C 2 (07Y(h),h,...,052(h)). Since rky(h) > k, by Corollary we get C' = G g(g), where
g = 071(h). We only need to show that rk,(g) > k. Suppose rk,(g) = k, and let {f1,..., f}
be a basis for supp,(g). Then, there exists A € GL,(q) such that gA = (f1,..., f,0,...,0).
Moreover, the code C' - A = G, 9(gA) ~ C and has the same parameters. It is easy to see that
this code has generator matrix (I | 0), since the last n — k entries of the code C'- A are all zeros.
This implies that C'- A has (a basis of) codewords of rank 1, which yields a contradiction. Hence,

rkq(g) > k and this concludes the proof. O

Remark 7.34. Observe that in Lemma the notation G (g) is used to indicate the code
{(f(g1),---,f(gn)) | f € Grp}, which is not necessarily a §-Gabidulin code, since rky(g) can be
smaller than n. Moreover, we have that C; = {0} if and only if the minimum distance of C is

strictly greater than 1.

From Lemmal[7.33| we can derive a new criterion for characterizing a Gabidulin code. In order

to put all the criteria together, we state a very general characterization theorem which includes
also Theorem .12 and Theorem [£.25

Theorem 7.35 (Characterization of #-Gabidulin codes). Let C' be an [n, k,d]gm code with d > 1
and let 0 be a generator of Gal(Fgm /Fy). The following are equivalent:

1. C is a 0-Gabidulin code.
2. Cis MRD and s§(C) =k + 1.
3. (sf(C’))?;Ok =(k,k+1,...,n).

4. (ALO)IZF = (1,1,...,1,0).
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5. 89(C)=k+1 and s¢_,(C)=n.
6. AY(C) = Al ,(C) =1.

7. C =rowsp(Iy | X), where:
(a) rk(0(X) - X) =1,
(b) the g-rank of the first row of 0(X) — X isn — k,
(c) the g-rank of the first column of 0(X) — X is k.

Proof. The equivalence between 1, 2 and 7 follows from Theorems [£.12] and [£:25] It is also clear
that 3 implies 5, and 4 implies 6. Moreover, by part 1 of Proposition [7.18] 1 implies 3.

The equivalence between 3 and 4 follows from the definition. Indeed the sf’s and the Af’s
are related by

IfA? , (C)=A4C) =1, by Proposition we have 1 = AY(C) >...> A% , (C)=
1, hence we have all equalities. Tihs shows the equivalence between 4 and 6.

Moreover, if s{(C) = k + 1, and s!_, (C) = n, then A§(C) = s{(C) — k = 1, and by (7)),

we have
n—k—1 n—k—1

Therefore, AY(C) = 1, for every i = 0,...,n — k — 1, and we get that 5 implies 4.

Now, suppose that 5 holds. Since s?(C’) = 1, then, by Lemma and the fact that d > 1,
we have that C' = Gy ¢(g), where 1k,(g) > k. Moreover, SY_, (C) = G, 4(g). By hypothesis, we
also have that n = s/ _, (C) = dim(G,, ¢(g)). However, by Corollary , dim(G, 0(9)) = 1kq(9g).
Therefore, C' is a §-Gabidulin code. This concludes the proof

O

After this characterization result, we conclude the chapter by proving that Gabidulin’s new
codes of Definitions [7.7] and [7.9] are actually the classical Gabidulin codes, whenever they are
MRD.

Theorem 7.36. Let 1 < k < m be integers and 0 be a generator of Gal(Fym /F,). Let, moreover,
n € Fgm with Ng_,, /(1) # (=1)F™ and g € Fym be such that tky(g) = n.

1. If m — k > k, then the code C := ./\/'kbl(g) 15 a 0-Gabidulin code.
2. If m <k, then the code D := ,ZbH(g) is a 0-Gabidulin code.

Proof. 1. It is immediate to observe that C' = Gy g(h), where h = g + 10*(g). Then, since
by Proposition C' is MRD, we conclude using part 2 of the characterization result in
Theorem [7.35]

2. By Proposition we know that D is MRD. Moreover, if we compute S{(D) we get that
0(D) is generated by
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- 0(g) + 0'(n)0**+(g) for 1 < i < m — k, which are already contained in D,

- 0'(g) for m — k < i < k, which includes a new, linearly independent, vector #*(g), and

- 0k (g) + 0mF ()0 (9) = 0™ F(g) + 0™ *(n)g, which is a linear combination of
0% (g) (which is in D), 6¥(g) (which is in (D)), and g+ 6%(1)8*(g) (which is in D).

Hence, their sum, S?(D) has dimension k + 1. We conclude using part 2 of the character-
ization result in Theorem [7.35]
O
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Chapter 8
Further Applications

Rank-metric codes can be seen as spaces of matrices or spaces of vectors over an extension field.
In both the frameworks described, rank-metric codes have been shown to have many interesting
applications. Roth was the first to use them for crisscross error correction in [96]. Then, Silva,
Kschischang and Kotter proposed a scheme that uses rank-metric codes for error correction
in network coding [58, 111], [109]. After those groundbreaking papers, many researchers, not
only from the coding theory community, focused their attention on rank-metric codes. More
recently, many other applications have been investigated, such as in distributed storage systems
[108], construction and decoding of space-time codes [39, [13], [70], and low-rank matrix recovery
[35, [78]. However, one of the most appealing and important research directions is oriented
towards code-based cryptography. Indeed, in the last few years, rank-metric codes seem to
represent one of the most promising tools in post-quantum cryptography. Since the introduction
of the GPT cryptosystem developed by Gabidulin, Paramonov and Tretjakov in [40], that was
attacked by Gibson in [41], 42], many researchers tried to repair it and further attacks have been
developed [37, 87, [71], [52]. Few variants of code-based cryptosystems based on rank-metric codes
are considered safe at the moment [72, [117], and two of them [94, 99] made it for the second
round of the NIST Post-Quantum Standardization Cryptography call [85].

In this chapter we will present two applications of rank-metric codes. The first concerns fuzzy
authentication, which deals with the problem of authentication using approximate matching
under a certain metric of similarity, while still enabling a secure storage of sensible authentication
data. The typical, but not the only scenario, where such a system is needed, is in the use of
biometric features, like fingerprints, for authentication purposes.

The second application which we focus on is related to partial MDS (PMDS) codes, a special

class of locally repairable codes, used for distributed storage system.

8.1 Fuzzy Authentication

The results of this section were published by Neri, Rosenthal and Schipani in [84].



8.1. Fuzzy Authentication | 120

In 1999, Juels and Wattenberg [56] proposed a fuzzy commitment scheme to allow fuzzy
authentication with secure storage of biometric data in binary form. In [I00], Schipani and
Rosenthal revisited the scheme in the setting of an arbitrary finite field by focusing on imple-
mentations and security concerns. In [6], Baldi et al. proposed a dual version of the scheme,
called fuzzy syndrome hashing, featuring some advantages in terms of security and use of iterative
decoding. Moreover, in [34], Fontein et al. presented scenarios involving burst error correction
and higher dimensional data.

Here, we are going to describe a new fuzzy commitment scheme using the rank metric. In
Subsection [8.1.3] we will describe a few scenarios where this scheme can be applied.

In our authentication model, we wish to consider two vectors b, b’ € Fym (or, equivalently,
their matrix representations T'(b),I'(b') € F**™) as belonging to the same person or entity as
long as their rank distance is less than a certain predetermined threshold. And, for security
concerns, we do not want to store vectors (or matrices) unencrypted.

Suppose now that we have a vector rank-metric code C' C Fj» whose minimum distance is
d =2t + 1 and assume that there exists an efficient algorithm for decoding up to t errors.

Let h : IF';”X” — ]FZ”X’" be a collision resistant hash function, i.e. such that it is not feasible
to compute an u € h™!(v) for any v € FJ"". Observe that a hash function A’ : Fltn — Fim can

be defined starting from h, as the diagram

h
mxn mxr
IFQ Fq

L,

n ' r
qm > qu

shows.

As in the standard fuzzy commitment scheme, we select at random a codeword ¢, € C' and

we store the tuple
(I, h(cp))

where [ = b — ¢.
This scheme is essentially the analogue of the standard fuzzy commitment with the difference
that we use rank-metric codes instead of codes in the Hamming metric. Analogously to [100),

Theorem 1|, one can show the following result.

Theorem 8.1. If b € Fym can be chosen uniformly over the entire ambient space Fym, then
computing b € Fym from the stored data (I, h(cp)) is computationally equivalent to invert the
‘restricted’ hash function
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8.1.1 A Linearized Polynomial Fuzzy Vault Scheme

The polynomial fuzzy vault (PFV) scheme was introduced in [55] and allows fuzzy authentication
in the set-difference metric. In [76] the authors proposed a fuzzy vault scheme using codes in
another metric, relating the set difference with the subspace distance on the set of Grassmannians.
The PFV scheme can also be generalized in a natural way using linearized polynomials and codes
endowed with the rank metric as follows.

First, we make the following assumption about the set of features used for authentication,

both the set initially used to build the vault and the one submitted later for authentication.

Assumption 1. Assume that the set of features (A or W in the following) is given by n Fg-

linearly independent elements in Fyn, i.e. it is an Fy-basis for Fyn
This is usually not a restrictive assumption given the follwing result:

Lemma 8.2. If the features are chosen with uniform distribution, then Assumption[])is satisfied

with probability

H _—qz >H1—q”.

n—1/n__ i
Proof. The number of F,-basis of Fyn is w, while the number of subsets of Fy» with
cardinality n is (qg). O

Now, let £ < n be two positive integers and let 6 be a generator of Gal(Fgn/F,). Let
(kos-. . ki—1) € Fin be the secret key and k(z) = koz + ki2? + ... + ko_qa? € Ly, (Fgn) be
the corresponding §-polynomial. Consider a set of features A = {g1,...,9n} C Fgn given by n
F,-linearly independent elements. Choose a random map A : Fgn — Fgn such that A(x) # k(z)
for all x € B, where B = Fgn \ A.

Following the classical PF'V scheme, we define the sets

Pauth = {(IE,FL(JJ)) | T e A}7
Pehaft = {(1’,)\(1’)) ‘ HAES B}7
V= Pauth U Pchaff-

Pauth is called set of authentic points, Pepag is the set of chaff points, and V is called set of vault
points.

The last ingredients of the fuzzy vault scheme are the code

C =Gro(g),

where g = (g1,...,9n), and an error correction decoding algorithm for C.
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For our constructions of the Linearized Polynomial Fuzzy Vault (LPFV), it is convenient to
consider a Gabidulin code as a code whose codewords consist of evaluations of a #-polynomial
f € Lyp over any set of n linearly independent elements in Fyn. Concretely, we think of a
codeword as a set of pairs {(g;,vi)};_,, where g; € Fyn, are linearly independent over Fy, and
yi = f(gi), for a linearized polynomial f € Lyy. In this framework, suppose that a witness
attempts to gain access to the key, and submits a set of features W C Fyn.

Given Assumption if Z C V is the subset of vault points (z,y) with x € W, we can consider
the Fy-linear map

Lz :Fgpn — Fgn

such that Lz(x) =y for all (z,y) € Z. Now, think of the received word ¢’ as consisting of the
set of pairs {(g;, Lz(gi))};—,, for g; € A. The secret codeword of the LPFV scheme is instead c,
given by the set of pairs {(gi, x(g;))};—,. With this notation it is easy to see that

tky(c — ') =rk(k — Ly).

The following results relate the rank distance with the set difference, showing that the rank
metric can be a good approximation of the set-difference metric. Let da(A, W) := [(A\ W) U
(W \ A)| denote the set-difference between A and W.

Proposition 8.3. In the setting of the LPFV scheme, suppose that the values A(x), for x € B

are chosen at random uniformly and independently in Fgn \ {k(x)}. Then
1. 21ky(c — ) < da(A,W).

2. Let 0 < u <n be an integer. Then

n—u—1 i
Pr {21k (c — ) =da(A,W) [[AnW|=u} = ] (<qqn__ql))
1=0

=1+0(g ™).
Proof. 1. Let W be the set of features submitted, and let u = |A N W/|. Then we have
da(A, W) =2n —2|[ANW| = 2n — 2u. Consider now the F-linear map Lz : Fgn — Fyn
such that Lz(z) =y for (x,y) € Z. The set of first coordinates of Z is an Fy-basis of Fyn
and the linear map k — Lz is 0 on A N W. Therefore
da(A, W
dr(e,d) = 1tk(k — Ly) <n—u— %

2. Since the A(z), for € B, are chosen at random uniformly and independently in Fgn \
{k(x)}, then the values (Lz — k)(z), for x € W\ (ANW) are chosen at random uniformly
and independently in Fgn \ {0}. Furthermore, the condition 2rk,(c — ¢) = da(A, W) is
equivalent to the condition that the values (L, — k)(z), for x € W\ (AN W) are linearly
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independent. Hence,

HA e FX0" | 1k(A) = n — u}‘

Pr {Qrkq(c — C/) =da(A,W) [ [ANW| = u} = (" — 1)(n—u)

Theorem 8.4. Under the same hypothesis of Proposition[8.3, the following statements hold.
1. If da(A, W) < 2| 254, then the vault recovers the key k().
2. Pr{2rky(c— ) =da(A, W)} =1+ 0(¢7}).

Proof. 1. By Proposition we have 21k, (c — ) < da(A, W) < 2 L"T_ZJ Therefore, we
are within the error-correction capability and we can correctly obtain the codeword ¢, and
hence the key x(z).

2. We can write Pr{21k,(c — ¢) = da(A, W)} as
ZPr {21kg(c— ) =da(A, W) | |[ANW| =u} Pr{|{ANW|=u}
u=0
= Z (14+0(@*“ 1)) Pr{lAnW]|=u}
u=0

n

= Z (14+0(@ ")) Pr{lAnW|=u}

u=0
=(1+0(g ")) Pr{lAnW|=u}
u=0
=1+0(¢™),

where the second equality follows from part 2 of Proposition [8.3]
O

Remark 8.5. Probabilistic results in Proposition and Theorem do not depend on the
probability distribution of the choice of the features. We are only assuming that our construc-
tion of the Linearized Polynomial Fuzzy Vault is made by choosing at random uniformly and

independently the values A(x) for « € B.

8.1.2 Generalization of the LPFV Scheme

In our construction of the LPFV we considered §-Gabidulin codes of length n over Fyn. The
motivation is that, given a set of features W satisfying Assumption [I} the map Lz : Fyn — Fyn

is uniquely determined, and hence also the received word ¢'.
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We can generalize our LPFV considering #-Gabidulin codes of length n over the field Fym,
where n < m, but we need to define the map Ly in a suitable way.

Before explaining how to construct Lz, we can observe that an analogue of Lemma 8.2 holds
and it can be proved in the same way, but in this case the probability that the set of features is

made of linearly independent elements is equal to

n—1

" —q 1
Il ) _1s o),

Now, let YW and A be the F,-subspaces of F,m spanned respectively by W and A. First, we
can observe that, in order to build the received word ¢ as the set {(g;, Lz(g:))};—,, we only need
to define map Lz on A. We propose the following construction.

We first define the map Lz on W as Lz(xz) = y for all (z,y) € Z. Then complete W to a
basis B of A+ W , by adding the elements g; in increasing order with respect to the indices 1.
For those g;, we set Lz(g;) = £(gi) +0'(), where o is a generator of Gal(Fym /F;), o € Fym and
{Ui(oz)};iz)l is a normal basis of Fym as an F,-vector space.

In this way, our map is uniquely determined on A + W, and in particular on A. Let again
¢ be the codeword given by the set of pairs {(gi, (¢i))};—,. With this notation it is easy to see
that

rky(c — ) =1k(k — Lz)|, <tk(k — Lg).

The following results are the analogues of Proposition [8.3 and Theorem and they relate the

rank distance of ¢ and ¢’ with the set difference of A and W.

Proposition 8.6. In the setting of the generalized LPFV scheme, suppose that the values A\(x),

for x € B are chosen at random uniformly and independently in Fom \ {k(z)}.

1. Let the subspace distance be ds(A, W) := dimp,(A) + dimp, (W) — 2dimp, (ANW). Then

ds(A,W) < 21kg(c — ) < ds(AW) +21k(k — Lz)| 40 < da(A, W).
2. Let 0 < u < v <n be two integers. Then
n—u—1 (qm . qi)
Pr{21ky(c— ) = da(A,W) | [ANW| = u,dim(ANW) =v} = | 11 e
1=N—7v
Proof. 1. Following the construction of the map Lz, we can write the subspace A as the

direct sum of AN W and the subspace A, where A = (g; | i € I) and I C {1,...,n} with
[I| = n — dimg, (ANW). Therefore, we can write

tk(k — Lz)|. <tk(k — Lz)|, <1k(x — LZ)LZ +rk(k — Lz) (8.1)

lanw*
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~

Let r = dimp,(A). By definition of the Lz, we have
rk(k — LZ)DT =1k(o"(a),..., 0" (a)).

By construction, {o?(a)};" is a normal basis of Fym over F,, and hence we can conclude

that
: -~ ) ds(A,W
rk(k — LZ)\,z =r = dimg, (A) = n — dimp, (ANW) = S<2)
Substituting this equation in (8.1) we obtain the first two inequalities.

For the last inequality, we notice that the map (k — Ly) is 0 on ANW, and therefore,

lanw

rk(k — Lz) < dimp, (ANW) - [ANW].

[anw

Hence we can conclude that

ds(AW) +21k(k — L), < 20— 2/ANW| = da(A, W).

lanw

. Let u=]|ANW|,v =dim(ANW). Then we can write

W o={u1,..., Un—v, Wn—vil,- - WnusGjis--->Gjuts

where u; ¢ Afori=1,...,n—vand w; € A\ Afori=n—v+1,...,n —u. Therefore
2rk(k — LZ)LZ = 2n — 2v, and the condition

rk(k — LZ)|A =rk(k — LZ)\,Z +rk(k — LZ)IAmw =n—-u
is equivalent to the condition

k(o™ (a),...,0" " (a), (k — Lz)(Wn—vs1)s -, (k= Lz)(wn_v)) = n — u.

By hypothesis the values (Lz — k)(w;), for i =n —v+1,...,n — u are chosen at random
uniformly and independently in Fym \ {0}, and we can conclude that the probability we

are looking for is equal to

HM e P | ik(M | X) = n — u}‘
@ e ’

where X is the matrix representation over F; of the vector (0% (), ..., o' (a)). Since

HM € T (=) | tk(M | X) = n — u}( = n_Hu_l(q’" —q"),

t=n—uv
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this concludes the proof.

Theorem 8.7. Under the same hypothesis of Proposition[8.6, the following statements hold.
1. If da(A, W) <2 L"T%J, then the vault recovers the key k(x).
2. Pr{2rky(c— ) =da(A, W)} =1+ O(qg~t=mtn),

Proof. 1. The proof is essentially the same as the proof of part 1 of Theorem using part
1 of Proposition [8:6]

2. In order to simplify the notation we introduce the events D, = {|[ANW|=u}, E, =
{dimg,(ANW) = v} for 0 < u,v < n, and X = {2rky(c — /) = da(A, W)}. Then, we

have

Pr{X}= > Pr{X|D,nE}Pr{D,NE,}

0<u<v<n

= > (140" Pr{D, N E,}
0<u<v<n

= > (1+0(g""™M) Pr{D,NE,}
0<u<v<n

=(1+0(g""™m) > Pr{D,NE,}

0<u<v<n

where the second equality follows from part 2 of Proposition [8.6]
L]

Remark 8.8. Suppose one wants to use a generalized LPFV scheme with n genuine features,
and suppose moreover that a field F; and an extension field Fym, with m > n, are given. By
part 2 of Theorem we can see that the bigger is m the better is the approximation of the set
difference with the rank distance. On the other hand, increasing m implies an increase of the
computational cost of the operations. Then one can choose the best m based on the application

and the particular requirements of the context.

8.1.3 Motivations

The schemes presented above can be applied in several scenarios for different purposes. In this
subsection we would like to give just a few examples.

One scenario for the fuzzy commitment scheme in the rank metric is the following. Suppose
B is the matrix used to create the stored tuple and imagine it as an image. It may happen for

some reason that B gets somehow damaged in a way that a few rows (or columns) are erased or
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anyway not the same as before. One can then authenticate with the new matrix B’ as long as
not too many rows (or columns) are different. In another situations the matrix B may be slightly
changed into B’ by having all elements increased by a common error, and again the difference
between the two matrices is a matrix of low rank, exactly 1 in this case.

Another scenario involves a multi-factor authentication problem. Suppose that in order
to perform authentication one needs a large number of conditions fulfilled, namely imagine a
matrix with a large number of columns whereby condition number i is fulfilled whenever column
number ¢ equals a predetermined vector v;. If you want to allow authentication as long as a
certain big enough number of conditions are satisfied, then the fuzzy commitment scheme in
the rank metric can be used. Indeed having two matrices A and A’ that both satisfy a certain
condition corresponds to a zero column in the difference A — A’ which directly affects the rank
distance between the two.

Applications for the linearized polynomial fuzzy vault scheme overlap with those of the stan-
dard fuzzy vault, i.e. we are considering authentication based on the set-difference metric. It
may be preferable to use the linearized version and decoding in the rank metric for certain choices
and combinations of parameters which are usually dependent on the application. Also, the use

of linear maps may be preferred for certain implementations.

8.2 Partial-MDS Codes

Partial-MDS (PMDS) codes are a family of locally repairable codes, mainly used for distributed
storage. They are defined to be able to correct any pattern of s additional erasures, after a
given number of erasures per locality group have occurred. This makes them also mazimally
recoverable (MR) codes, another class of locally repairable codes. Both terms will be properly
defined in the next subsection.

It is known that MR codes in general, and PMDS codes in particular, exist for any set of
parameters, if the field size is large enough [22]. Moreover, some explicit constructions of PMDS
codes are known, mostly (but not always) with a strong restriction on the number of erasures
that can be corrected per locality group [10, 11l 12, 21, 44]. In this section we generalize the
notion of PMDS codes to allow locality groups of different sizes. We give an algebraic description
of such PMDS codes via their generator matrix. Then, we give a general construction of PMDS
codes with s = 1 global parity, i.e., one additional erasure can be corrected. This construction
can be seen as a generalization of the code construction from [21I]. Furthermore, we show that
all PMDS codes for the given parameters are of this form, i.e., we give a classification of these
codes. More specifically, we prove that PMDS codes with s = 1 exist, if and only if MDS codes
of length one more than the length of the largest locality block exist. This implies a necessary
and sufficient condition on the underlying field size for the existence of these codes (assuming

that the MDS conjecture is true). For some parameter sets our generalized construction gives
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rise to PMDS codes with a smaller field size than any other known construction. Finally, we
provide a general construction of PMDS codes for arbitrary number s of global parities, which
is based on MRD and MDS codes.

The results of this section were published by Horlemann-Trautmann and Neri in [53] and
[80].

8.2.1 Preliminaries

’;, encoded as some codeword ¢ € Fy,

several storage nodes. For simplicity, we assume that each node stores one coordinate of c¢. If

In a distributed storage system we store a file x € F over
some of these nodes fail, we want to be able to recover the lost information with as little “effort”
as possible. One of the important parameters in this context is the locality of a code for such
a distributed storage system, which is the number of nodes one has to contact to repair a lost
node. We call the set of nodes one has to contact if a given node fails, the locality group of that

node. The topology given by the set of all locality groups is also called a configuration.

Definition 8.9. A code is called mazimally recoverable (MR) for a given configuration, if any

erasure pattern that is information theoretically correctable is correctable.

From now on we consider a distributed storage system with m disjoint locality groups, where
the i-th group is of size n; (i = 1,...,m) and can correct any 7; erasures. Analogously we can
separate the coordinates of the code (of length n) into blocks of length ny,ns,...,n,, such that
> ni = n and such that each block represents a locality group. Furthermore, we fix the

locality for the whole code to be /.

Remark 8.10. Our setup is a generalization of the commonly studied setup where all locality
groups have the same size. Our generalized setup can be useful for the design of codes for

distributed storage systems where the various servers have different error/erasure behavior.

We can now define PMDS codes, generalizing the definition of Blaum-Hafner-Hetzler [10] to
locality groups of different sizes but with a fixed locality ¢:

Definition 8.11. Let £,m,71,...,7y € N. Define n:= 371" (r; +£) and let C C Fy be a linear

code of dimension k < n with generator matrix
G=(Bi||Bn)€Fi"
such that B; € IF];X(”M). Then C'is an [n, k,;r1, ..., 7m]q partial-MDS (PMDS) code if

e for i € {1,...,m} the row space of B; is an [r; + ¢, ], MDS code, and

e for any simultaneous r; erasures in the i-th block (i = 1,...,m), the remaining code (after

puncturing the coordinates of the erasures) is an [mf, k], MDS code.
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The idea of PMDS codes is to be able to correct more erasures than the prescribed r; erasures

per block. In particular, the erasure correction capability of PMDS code is as follows.

Lemma 8.12. An [n,k,l;r1,...,1m)qg PMDS code can correct any r; erasures in the i-th block

(simultaneously) plus s := mt — k additional erasures anywhere in the code.

Proof. If we puncture the code in the r; erased coordinates in each block, by definition the
remaining code is an MDS code of length n — > ", 7, = m/{ and dimension k, and so it can
correct any set of s = mf — k erasures. Furthermore, after correcting the s erasures, we can

correct any r; erasures in the i-th block, because the block represents an [r;+¢, £]; MDS code. [

One can easily see that for the above definition to make sense we need k > ¢, which we will
assume for the rest of the section. If we have equality then there exist only trivial PMDS codes,
in the sense that they are MDS codes:

Proposition 8.13. If k = {, then a code is an [n,k,k;r1,...,mm]lqg PMDS code if and only if it
is an [n, k] MDS code.

Proof. Assume the code is [n,k, k;71,...,7m]q PMDS. Let S be a submatrix of the generator
matrix G = (By | -+ - | Byn) after erasing r; columns per block B;. Then each block B; still has k
columns, i.e., for S to generate an MDS code all maximal minors (including minors completely
inside one block) need to be non-zero. Since we need to check the MDS property for any such
S, all maximal minors of G need to be non-zero, i.e., G generates an MDS code.

For the other direction assume that C' is an [n, k], MDS code. Then any puncturing of at
most n — k = n — £ coordinates gives an MDS code of dimension k = ¢. In particular, since
n—k==k(m—1)+> ", r, the two conditions for the PMDS property are fulfilled. O

We note that Proposition also includes the case m = 1, since this automatically implies

k = {. Furthermore, the case k = 1 is also included, since this implies £ = k = 1.

Remark 8.14. In [10] PMDS codes are studied with respect to RAID architectures, where all
blocks have the same size n; = £ + r1, such that a codeword is written in an m X ny array and
complete columns are erased when a RAID disk fails. Moreover, due to the physical nature of

solid state disks, with age s additional erasures may occur anywhere in the codeword.

It was shown in [44] Lemma 4| that, in the case that the locality groups are disjoint and r; = 1
fori =1,...,m, the MR property is equivalent to the PMDS property. That MR implies PMDS
for configurations with disjoint locality blocks is straightforward. The other direction was proved
by showing that any other erasure pattern than the ones with at most one erasure per block plus
s extra erasures anywhere cannot be correctable at all. Thus, any [n, k., ¢;1,...,1], PMDS code

is also an MR code. We will now generalize this result to variable values of 71, ..., 7.
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Theorem 8.15. [53] An [n,k,l;71,...,rm]q PMDS code is mazimally recoverable. Moreover,
for a given configuration with m disjoint locality groups of length £+r; (i =1,...,m) and locality

¢, a mazximally recoverable code is an [n,k,l;r1,...,1m]lq PMDS code.

Remark 8.16. The conditions of Definition are necessary in order to have maximum re-
coverability of the code. Indeed, suppose that we only require the row space of some B; to be
contained in, but not equal to, an [r; + /¢, £], MDS code. Then the row space of B; has dimension
< £ — 1. Therefore, also the dimension of the column space of B; has dimension < ¢ — 1. After
puncturing every block B; in 7; coordinates for ¢ = 1,...,m, we get a code whose generator
matrix has ¢ linearly dependent columns, namely the remaining columns of the block B;. Since
k > £, this implies that the resulting code cannot be MDS, and therefore it is not able to correct

every set of s = mf — k erasures.
In the following we give a brief overview of known results for (non-trivial) PMDS codes.

Proposition 8.17. [22] MR codes of length n and dimension k ezist for any configuration over
any finite field of size q > (Zj)

Since MR codes are PMDS codes for disjoint locality blocks, the above result also implies
that PMDS codes exist for any set of parameters if the field size is large enough.

Some specific constructions of PMDS codes, either for small 7 or small s, are given in [10),
11, 12, [44]. In [I0] a construction of PMDS codes with s = 1 and equal block length n; = n/m
over F, with ¢ = 2° > max{n;,m} was given.

Another construction for PMDS codes with s = 1 and equal block length n; = n/m, requiring

field size ¢ > n;, was given in [21, Theorem 1|:

Proposition 8.18. [Z1] [n,m{l — 1,¢;r,... 7] PMDS codes exist over any finite field of size
g>n/m=~0+r.

This construction (as the ones of [10]) is based on Vandermonde matrices and thus it is
equivalent to using generalized Reed-Solomon codes as building blocks. In the following, we
will give a generalized construction of PMDS codes with s = 1, allowing various block lengths
and any MDS codes as building blocks. In some cases this generalized construction will allow
us to reduce the field size compared to the construction of [2I]. Moreover, in contrast to the
construction of [2I], our construction provides generator matrices in systematic (or standard)
form.

Note that a natural lower bound on the field size is given by the condition that every block
constitutes an [r; + £,¢]; MDS code. To derive a bound from this condition we assume that
the MDS conjecture ([103], see also [95, Conjecture 11.16|) is true (it has been proven for many

parameter sets):

Conjecture 3 (MDS Conjecture). [103] An [n, k], MDS code with 1 < k < n — 1 has length
n < q+1, unless ¢ = 2" and k € {3,q — 1}, in which case n < q + 2.
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Assuming that the MDS Conjecture is true, it follows that, when £ > 1, an [n, k, £;71, ..., 7m]q
PMDS code cannot exist over F, if ¢ < max;{r; + £ — 1}, except if (¢, max;{r;}) € {(3,2" —
1), (2" —1,3)}, in which case such a code cannot exist if ¢ < max;{r; + £ —2}. Under this
assumption, in Corollary we will show that, in the case that s = 1, this bound cannot be
obtained in general, but that it has to be increased by 1. Furthermore, it can be proved that, for
s > 1, a lower bound for the field size is given by max;{r; + ¢+ s — 1} (except for some special

parameter sets) [53).

8.2.2 Algebraic Description of PMDS Codes

We will now define a standard form for generator matrices of PMDS codes. This standard form

is the main tool for the random construction of PMDS codes.

Theorem 8.19 (PMDS standard form). Let m > 2 and s,¢,71,...,rm > 1 and let C be an
n,k=ml —s,0;r1,...,1m]q PMDS code. Then C has a generator matriz of the form

G=(B]-|Bu), (8.2)

where
e B,=(C;| D;), C; € IF’;XE and D; € F’;X” fori=1,...,m, and

o the submatriz Go = (C1 | -+ | Cp) is of the form
Ge = (I | 4),

with A being superregular.

Proof. Let G be a generator matrix for C' as in Definition ie.
G = (1§1 | .--|J§m).

Puncturing every block B; in the last r; columns, we get that the submatrix éc is the generator
matrix of an [m/, k|, MDS code. Operating on the rows of such a submatrix we can transform
it to a matrix Go = (I | A), with A superregular. More specifically, there exists an invertible
matrix P € GLg(F,) such that PG¢ = (I, | A), and therefore the matrix G := PG is a generator

matrix of C of the required form. O

We now consider the entries a,, . of A as variables x,,, for w =1,...,kamd z =1,...,s.
We know that the column space of D; is inside the column space of C;, by the parameters of the

block MDS codes. This means that every column in D; is a linear combination of the columns



8.2. Partial-MDS Codes | 132

of C;. If we denote by DZQ) the j-th column of D;, then

l
DY =" yi,C" (8:3)
t=1

for some v ; ;, which we also consider as variable. In this way we can consider a k x n generator

matrix as a matrix in Fg[z, ., yt’i’j]’”" (where Fg[xy 2, Yt,i,;] denotes the polynomial ring in all

$w7Z7yt,i,j)~
Let R = Y " 1. We denote & = (qu,z)w,z € F;k and B = (Brij)tij € FgR. If we

replace the variables w,, ,¥:;; described above in a matrix in PMDS standard form by the

values av, -, Bt4,5, we denote the corresponding generator matrix by

G(e, B).

Analogously we will denote the variable form by G(x,y).

However, a general matrix of this form is not necessarily a generator matrix of a PMDS code
for any values «, 3. The following proposition shows what needs to be fulfilled to generate a
PMDS code:

Proposition 8.20. A matriz G € F’;X” generates an [n,k =ml — s,0;r1,...,mm|q PMDS code

if and only if every submatriz in the set

77@,5(6') — {S c Fhxk | S is a submatriz of G with }

at most £ columns per block B;
has non-zero determinant.

Proof. This follows from the definition of PMDS, cf. also [53]. O

8.2.3 Classification of PMDS Codes with s =1

In this subsection we state a complete classification of PMDS codes that can correct one ad-
ditional erasure anywhere in the code, by determining the systematic form of their generator

matrix. This characterization is given in [53].

Lemma 8.21. Let m > 2 and £,r1,...,rm > 1 and let C be an [n,k = ml — 1,4;71,...,7Tm]q
PMDS code. Then C has a generator matriz of the form

B 0 ... 0 My
0 By ... 0 Mo
G= oo : : (8.4)
0 0 Bm—1 | My
0 0 0 A
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where B; € }ng(“”), Ac Fg_l)x(@rr’"), M; € IFSX () are of the form

10 0 z{) ),
1 0 2@ x(i),
Bi=| . 7 7l (85)
00 1zl zy).
1 0 0 agm) agm)xgrﬁ) agm):z:g@n
01 0 agm) a(Qm):cgq) agm)x;n;)
A = . . . ' . n b
(m) _(m)_(m) (m) . (m)
0 0 1 O‘zinl Qy 1m£1,1 aeTlszl,rm
0 0 0 agi) agi)xénf) agz)xérf)
@0 @), (m) (i), (m)
0 0 0 « as’x as’T
Mi: . 2 2 .f,l 2 .K,T’m :
0 0 0 agi) aéz)xgnf) ay)xy:i
up to permutation of variables.
Theorem 8.22. [53] For any m > 2 and {,ry,...,mym > 1, a linear code over Fy of length

n=ml+Y - r; and dimension k =ml—1 is an [n,k,l;r1,. ..,

if it has a generator matrix of the form

rmlq PMDS code if and only

B 0 0 My
0 By 0 My
G = : : : (8.6)
0 0 Bm—1 | M1
0 O 0 A

o)

o)

(m) _(m)
aZTl”PUéfl,l
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0O ... 0 ali) agi)a:gvf) - agi)xéﬁi
(@) (@),.(m) (@),.(m)
0 ... 0 « oy’ x e
M'L — 2 2 Y01 2 .E,Tm ’
0O 0 ... 0 aei) agi)xéﬁl) . aéi%éﬁi

such that ag-i) #0 for any i,j, and, fori=1,...,m — 1, the matrices

off
o

Jeshy
I
o

()

are generator matrices of [¢ +r; +1,¢], MDS codes and

10 ...01 &7 .. 2"
R 1 ... 01 x Ly
i 1,1 1rm
00 .11 2™, LM

is a generator matriz of an [{ + rp, + 1,0y MDS code.

Several results follow from Theorem [B:22]1 The first one is a characterization of PMDS codes

with one global parity in terms of their parity check matrix.

Theorem 8.23. [53] For any m > 2 and {,ry,...,mm > 1, a linear code over Fy of length
n=ml+ Y " r; and dimension k =ml —1 is an [n,k,l;r1,...,7m]g PMDS code if and only
if it has a parity check matriz of the form

H 0 ... 0
0 Hy ... 0
H=| : + |, (8.7)
o 0 ... H,
V1 V2 ... Upm

where H; € FZM(H”) is a parity check matriz of an [¢ + r;, €], MDS code, and v; € IF;X(HM is

such that
H;
(%

is a parity check matriz of an [{ + r;, £ — 1], MDS code.

The second result that can be deduced from Theorem [8.27] relates the existence of PMDS
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codes with s = 1 to the existence of MDS codes.

Corollary 8.24. Let m > 2 and {,71,...,rym > 1 be integers, n = ml + > ", r; and q be a

prime power. The following are equivalent:
1. There exists an [n,k =ml —1,0;r1,...,7m|q PMDS code.
2. There exists an [ +1; +1,€q MDS code, for everyi=1,...,m.
3. There exists an [( +max{r;} + 1,¢]4 MDS code.

Proof. The equivalence between 1 and 2 directly follows from Theorem Moreover, it is
clear that 2 implies 3. The implication from 3 to 2 follows from the fact that puncturing an
[¢ + max{r;} + 1,¢], MDS code in at most j < max{r;} coordinates results in an [¢ 4+ max{r;} +
1 — 4,44 MDS code. O

Finally, we can state the following result, which shows that one cannot construct PMDS

codes with s = 1 over smaller fields, if the MDS conjecture is true.
Corollary 8.25. Assuming that the MDS-conjecture (C’onjecture@ is correct, we have:

1. If there exists an [n,k = ml — 1,4;71,...,7m], PMDS code such that £ € {3,2" — 1} and
max;{r;} + £ = 2" + 1 (for some h > 1), then ¢ > 2" = max;{r;} + £ — 1.

2. If there exists an [n,k = ml — 1,0;r1,...,1y]q PMDS code such that the parameters are
not included in case 1. and £ > 1, then q¢ > max;{r;} + £.

Theorem [8.22] or equivalently Theorem [8.23] gives a complete characterization of PMDS
codes that can correct s = 1 global erasure — on one hand we show how to construct PMDS
codes for a given valid parameter set with s = 1, and on the other hand we show that every
PMDS code that can correct at most s = 1 additional erasure has to be of this form essentially.

This completes the picture for PMDS codes correcting one global erasure.

8.2.4 General Construction via MRD Codes

Here, we reformulate and generalize the construction given in [19], where the authors use
Gabidulin codes in order to build [n, k, ¢;r, ..., 7] ¢~ PMDS codes. We will show that this con-
struction also works for different r;, and that Gabidulin codes can be replaced by any vector
MRD code.

Fix n,k, 0,71, ...,rm, and let G € Flgﬁme be the generator matrix of an [m/, k] ,x MRD code.

For the existence of an MRD code we need N > m#f. Moreover, for every i = 1,...,m, we
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consider an [¢ + 75, (], MDS code with generator matrix M;, and define

My 0 ... 0
0 My ... 0 e

Mi=| . | erpim (8.8)
0 ... 0 M,

We can now formulate our PMDS construction.

Theorem 8.26. Let G € F];ﬁmz be the generator matriz of an [mf, k],y MRD code and let M be
the matriz defined in . Then the matriz GM is a generator matrix for an [n, k, l;rq, .. ., rm]qzv
PMDS code.

Proof. Let G = GM and let S € Tk,e(G) be the submatrix obtained by selecting columns
hi,..., hg; from the j-th block for j =1,...,m, where k; < ¢ and k1 + ...+ kyp = k. S is equal
to éﬂ, where

Ny 0 ... 0

— 0 N 0

M = )
0 ... 0 Np

and N; is the ¢ x k; submatrix of M; obtained by the respective selected columns. Since
M; generates an [¢ + r;, {],-MDS code, any ¢ columns of M; are linearly independent. Thus,
rk(V;) = k; and rk(]\/Z) = ki + ...+ k, = k. By Proposition we have that det(éﬂ) # 0,

and we conclude the proof, using Proposition [8.20 ]

Example 8.27. Let ¢ =5, N = 4 and « a root of 2* + 23 + 22 + z 4+ 3. We use the MRD code

over Fzi from [51, Example 5.8], with generator matrix

6:1004042
01 o 2

and the MDS codes over F5 with generator matrices

1 111 1 11
M = , My = )
1 2 3 4 1 2 3
Then the matrix

afM o) _[1111
0 My \1 2 3 4

generates an [7,2,2;2,1]54-PMDS code. This code can correct two erasures in the first block,

a+a? a+20% o+ 3a?
a®>+2a o?+4a P+a
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one erasure in the second block, plus two erasures anywhere.

Example 8.28. Let ¢ = 3, N = 6 and « a root of 2% + 22% + 22 + 22 4+ 1. We use the MRD

code over F36 with generator matrix

e o
G= 1 a’ ab o a2 ol
1 o0 al8 Q2T 36 o4

This code is a twisted Gabidulin code ’Hg é(g), where 6 is the 3-Frobenius automorphism, g =

(1,a,a?, a3, a?, o) and n = %942, Furthermore, we use the MDS codes over F3 with generator

1110 111
M, = My = . My= .
1201 120

The matrix obtained by multiplying G with the diagonal block matrix defined by M;, My and
M3 is

matrices

ab29 o391 0669 233 | (600 178 593 244 | 557 ATT 354
a380 a663 1 043 a386 a669 a6 a9 a392 04675 a12
a2 4533 1 a? o430 5851 18 27 | o448 4569 36

and it generates a [11,3,2;2,2,1]36-PMDS code. This code can correct two erasures in the first

and in the second block, one erasure in the third block, plus three erasures anywhere.

Corollary 8.29. Let m > 2 and £,r1,...,rmm > 1, k > £ be positive integers. Then, for every
prime p and every positive integers L1 > m¥, Lo > ng there exists an [n,k,l;r,.. .,rm]pL1L2
PMDS code, where

ng=min{j EN|p/ >l +r; -1, fori=1,...,m}.

Proof. An MRD code in IFZ}VE exists if NV > m/. Suitable MDS codes over [, for the matrix in
(8.8)) exist if ¢ is a prime power with ¢ > max{¢+ r; — 1}. The statement follows from Theorem
3. 20! ]
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