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Abstract

In this dissertation, we consider an extension of the discrete
logarithm problem to the case of a semigroup acting on a finite set:
the Semigroup Action Problem (SAP). New protocols and one-way
trapdoor functions based on the difficulty of such problems are
proposed. Several instances are studied both from a conceptual
and cryptographic point of view.

We discuss the application of existing generic algorithms to the
resolution of an arbitrary SAP. The Pohlig-Hellman reduction leads
to the notion of c-simplicity in semirings. Generic square-root at-
tacks lead to semigroups with a negligible portion of invertible el-
ements. After having described the situation when linear algebra
over fields can be used, an application of the theory of finite c-
simple semirings produces an example of SAP where no such known
reduction applies.

An extension of the Elliptic Curve Discrete Logarithm Problem
(ECDLP) is defined using the Frobenius homomorphism of elliptic
curves over finite fields. Actions induced by the Chebyshev polyno-
mials are studied in different algebraic structures such as Fq, Z/nZ
and Matn(Fq). Those are shown to be equivalent to known hard
problems such as FACTORING and DLP in finite fields. Finally,
non-associative operations lead to the study of the SAP in Paige
loops, i.e., finite simple non-associative Moufang loops.
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Chapter 1

INTRODUCTION

This is a dissertation about public-key cryptography. One-way
trapdoor functions are essential to the study of this subject. This
introduction gives an overview of modern cryptography and a “cul-
tural” background related to the study of algebraic one-way trap-
door functions. As for the last section, it will provide the reader
the motivations and purposes of this work.

1.1 Overview of cryptography

Alice and Bob are old friends. Eve tries to eavesdrop on their se-
cret conversation. Alice, Bob and Eve are the abstract protagonists
of one of the oldest story of mankind: secrecy of communication.
Obviously there is no assumption that Alice, Bob or Eve are hu-
man beings. They may (and probably will) be computers, some
networks or an ATM machine. Cryptography, literally the science
of secret writing, is an art that has developed over the ages. It has
been used by many who have devised ad hoc techniques to meet
the required security in their communication. The last twenty-five

1



2 Introduction

years have been a period of transition as the discipline moved from
an art to a science.

Modern cryptography is the study of mathematical techniques
related to aspects of information security such as confidentiality,
data integrity, authentication, and non-repudiation. Let us now
define for sake of clarity what is understood in the previous list.

1. Confidentiality is a service used to keep secret the content of
information from all but those supposed to have access to it.

2. Data integrity is a service that detects data manipulation by
unauthorized entities.

3. Authentication is a service related to identification such as
entity authentication and data origin authentication.

4. Non-repudiation is a service which prevents an entity from
denying previous commitment or actions.

In other words, modern cryptography is about the prevention and
detection of cheating and other malicious activities related to se-
crecy. In order to reach these goals, cryptography provides basic
tools, called primitives, such as encryption schemes, digital signa-
ture schemes and hash functions. These primitives can be unkeyed
(mainly hash functions) or come with a symmetric-key structure
or a public-key structure. We shall try in the sequel to define these
notions and give examples of existing protocols. Unkeyed prim-
itives will not appear since this dissertation is about public-key
cryptography. A short section on secret-key primitives will how-
ever be presented to give an idea of the main stream related to
symmetric ciphers.
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1.2 Secret-key cryptography

This part of the story takes its roots in the ancient time. The inter-
ested reader will find in [2], [10], [11], and [85] all the development
and details of secret-key cryptography from Egyptians to nowadays
data encryption schemes. Our starting point is the notion of one-
way function. This standard for “secret-key systems” arose around
1970.

Definition 1.1 A function f from a set X to a set Y is a one-
way function if f(x) is “easy” to compute for all x ∈ X but for
a random element y ∈ Im f it is “computationally infeasible” to
find any x ∈ X such that f(x) = y.

A rigorous definition of the terms “easy” and “computationally
infeasible” is difficult to give. A possible clarification gives the term
“easy” the meaning “polynomial-time computable” and “compu-
tationally infeasible” the meaning “not computable in polynomial-
time”. However the existence of such a function appears to be
equivalent to the well-known conjecture P 6= NP (see [94]). We
will therefore keep the intuitive meaning and adopt the follow-
ing convention: a problem will be called “easy” if there exists a
polynomial-time algorithm to solve it and “computationally infea-
sible” or “hard” if no deterministic or probabilistic polynomial-
time algorithm is known to solve it. Regarding the equivalence of
computational tasks, we will say that a computational problem P1

reduces to a computational problem P2 if there exists an algorithm
that produces, in polynomial-time, for each instance I1 of P1 an
instance I2 of P2 to solve I1. Two problems are equivalent if each
reduces to the other.
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Definition 1.2 A symmetric-key encryption scheme is given by

M: a message space K: a key space C: a cipher space

and two maps

ϕ : M ×K −→ C and ψ : C ×K −→M

such that

• ψ(ϕ(m, k), k) = m,

• ϕ(., k) : M −→ C is a one-way function for all k,

• ϕ(m, .) : K −→ C is a one-way function for all m.

The adjective symmetric of the previous definition finds its ori-
gin in the fact that the key used for encryption is the same as the
one used for decryption. This private key must be communicated
through a completely secure channel in order to reach security.

There exists a symmetric-key encryption scheme, the one-time
pad, that is perfectly secure, a notion defined by Shannon in his
early work on the subject [81]. Even if the system is attractive
thanks to its security and ease of encryption and decryption, it
nevertheless has the major disadvantage of having a key that must
be communicated securely which is at least as large as the plaintext
(c.f. [86] or [94]).

The historical development of cryptography has been to design
cryptosystems where one key of relatively small size can be used to
encrypt a relatively long string of plaintext and still remain secure.
A good example would be the Data Encryption Standard (DES),
a 1975 creation of IBM, that was the official standard for unclas-
sified application until 1998. DES encrypt a plaintext bitstring of
length 64 using a key which is a bitstring of length 56. The key size



Public-key cryptography 5

being too small for current computational power, the last decade
was prolific in new symmetric encryption algorithms like IDEA,
SAFER, RC5, triple DES and more. However the need for an Ad-
vanced Encryption Standard (AES) remained clear. After a formal
call for algorithms on September 12, 1997, the National Institute of
Standards and Technology (NIST) announced on October 2, 2000,
that it had selected Rijndael, out of 15 candidates, to propose for
the AES (see [66] and [65]). AES is a block cipher with a flexible
key size of 128, 192 or 256 bitstring. A nice algebraic description
of the algorithm can be found in [77].

1.3 Public-key cryptography

As mentioned before, in a symmetric key encryption scheme, the
key must remain secret at both ends. Moreover, this key has to be
shared by the two entities Alice and Bob, which requires negotia-
tion at some point. In their seminal paper [12], Diffie and Hellman
solve the problem of the key distribution with what is called today
the Diffie-Hellman key exchange protocol. This protocol is a key
exchange scheme that works without trusted authority. See Figure
1.1 below.

The underlying hard problem behind the strength of the pro-
tocol is the Diffie-Hellman Problem (DHP) that asks to find αab,
given αa and αb. As such, it is strongly related to the Discrete
Logarithm Problem (DLP) that asks to find a given αa. The next
chapter is completely devoted to the study of this problem and we
will therefore not go further into it here.

This starting point opened the world of public-key cryptog-
raphy: in a public-key protocol a secrete message is exchanged
without the need that a secret key has to be interchanged first.
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1) A prime p and a primitive element γ ∈ Z∗p are made public.

2) Alice chooses a ∈ {1, . . . , p− 1}, computes γa and sends it

to Bob. Her secret key is a.

3) Bob chooses b ∈ {1, . . . , p− 1}, computes γb and sends it

to Alice. His secret key is b.

4) The element γab = (γa)b = (γb)a is used as a common

secret key.

Figure 1.1: Diffie-Hellman protocol

Soon after, Rivest, Shamir and Adleman created the famous RSA
protocol ([74] and [75]). Before giving a list of existing public-key
cryptosystems, here is the definition of a building block of public-
key cryptography:

Definition 1.3 A one-way trapdoor function is a one-way function
f from a set X to a set Y with the additional property that given
some extra information, the trapdoor, it becomes feasible to find
for any y ∈ Imf , an x ∈ X such that f(x) = y.

This notion allows public-key transmission and digital signa-
ture:

• Idea of public-key transmission : Suppose Bob wants to send
Alice a message m. Alice publishes her one-way trapdoor



Examples of one-way trapdoor functions 7

function f : X → Y . Bob sends Alice the encrypted mes-
sage f(m). Alice can retrieve m using the trapdoor, but an
eavesdropper will not be able to decrypt it without the secret
trapdoor.

• Idea of digital signature (with message recovery): Suppose Al-
ice wants to sign a message, i.e., she wants to be able to prove
that she is the author of it. She construct a one-way trapdoor
function f : X → Y and chooses the message m ∈ Imf . She
then sends Bob y ∈ f−1(m). Bob will be convinced that Al-
ice is the author of the message since he will have to use her
one-way trapdoor function to read the message m = f(y).

1.4 Examples of one-way trapdoor func-
tions

The following list of cryptosystems is far from exhaustive. They are
based on different one-way trapdoor functions and instead of de-
scribing it for each of them, the underlying hard problem is stated.
These cryptosystems appear as examples here rather than others
either because of their popularity and strength or because of the
underlying hard problem that will appear in the sequel. See [57,
Chapter 3] for a complete description of computational problems
of cryptographic relevance.

1. The ElGamal protocol [13] is an encryption scheme that is
also based on the difficulty of the DLP in finite fields. See
Figure 1.2.

2. The RSA cryptosystem [74] is a protocol based on the dif-
ficulty of factoring integers that are the product of large
primes, see Figure 1.3. The underlying hard problem is known
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1) Alice chooses publicly a prime p and a primitive

element α ∈ Z∗p.

2) She chooses a ∈ {1, . . . , p− 1} and computes β = αa.

Her public key is (α, β).

3) Bob chooses k ∈ {1, . . . , p− 1} and uses the encryption

function f : m 7−→ f(m) = (αk,mβk) = (c1, c2).

4) Alice decrypts the message with m = c2(ca1)−1.

Figure 1.2: ElGamal protocol

as the RSA problem (RSAP), which precisely asks to invert
the one-way trapdoor function f of the protocol. It is re-
lated to the well-known factoring problem (FACTORING)
that asks to factor a given integer n into prime powers. In-
deed the knowledge of n and ϕ(n) is computationally equiva-
lent to the knowledge of the factors p and q of n. However, it
is not known if FACTORING is equivalent to RSAP even if
the latter reduces to the former. The equivalence is strongly
suspected. We will not go into the details of any factoring
algorithm but rather give the expected running time of the
fastest known algorithm, i.e., the Number Field Sieve Method
([8] and [93]), which is

O(exp((1.923 + o(1))(lnn)1/3(ln lnn)2/3)).
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1) Alice chooses two large primes p and q, computes n = pq

as well as the value ϕ(n) = (p− 1)(q − 1)

2) She chooses e ∈ {1, . . . , n− 1} so that (e, ϕ(n)) = 1 and

computes d so that ed = 1 mod ϕ(n).

Her public key is the pair (n, e).

3) Bob uses the encryption function

f : m 7−→ f(m) = me (mod n).

4) Alice decrypts the message with the congruence

m = f(m)d (mod n) = med (mod n).

Figure 1.3: RSA protocol

This method belongs to the class of subexponential-time al-
gorithms. A number n that is the product of two prime num-
bers for which RSAP is hard is called an RSA number or
RSA integer.

3. The Rabin cryptosystem [73] is a protocol based on the dif-
ficulty of finding square roots modulo a RSA number, see
Figure 1.4. First, the protocol described in Figure 1.4 is not
complete. A square in Zn possesses in general 4 square roots,
i.e., Alice needs an extra information for the message recov-
ery, although this can be done easily. Next, the underlying
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1) Alice chooses two large primes p, q = 3 mod 4.

She computes n = pq, and makes n public.

2) Bob uses the encryption function f : m 7−→ m2 mod n.

4) Alice decrypts the message solving

x2 = f(m) mod p and y2 = f(m) mod q

and using the Chinese Remainder Theorem.

Figure 1.4: Rabin protocol

hard problem is the Square Root Problem modulo an RSA
number (SQROOT) and it is known that SQROOT is equiv-
alent to FACTORING (see [57]). This makes the strength of
the protocol. Note that the task of finding square roots in a
finite field is easy (c.f. the discussion before Proposition 6.7).

4. The Polly Cracker cryptosystem was created by N.Koblitz
and is described in [39], see Figure 1.5. There exists many
variants of it, the following description is the simplest. The
construction of the polynomials Qi is fast since it suffices to
consider polynomials of type Qi = p(x1, ..., xn)− p(v1, ..., vn)
for any p ∈ Fq[x1, ..., xn]. The underlying hard problem is the
Multivariate Polynomial Equation (MPE) which asks to find
a root of a system of m non-linear polynomials in n variables.
This problem is known to be NP-hard (even if the polynomi-
als are required to have degree at most 2), see [17], and this
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makes the system appealing. No equivalence between invert-
ing the one-way trapdoor function and the MPE problem is
yet known. See [14] and [15] for complexity issues concerning
the choice of the parameters.

1) Alice chooses a finite field Fq and a n-vector

v = (v1, . . . , vn) ∈ Fn
q .

2) She builds l polynomials in n variables Q1, . . . , Ql

such that Qi(v1, . . . , vn) = 0 for all i = 1, . . . , l.

Her public key is (Fq, Q1, . . . , Ql).

3) Bob chooses l polynomials in n variables b1, . . . , bm

and use the encryption function

f : m 7−→ f(m) = m+
l∑

j=1

bjQj ∈ Fq[x1, . . . , xn]

4) Alice decrypts the message with m = f(m)(v).

Figure 1.5: Polly Cracker protocol

5. We refer the interested reader to [55] for the McEliece cryp-
tosystem based on algebraic coding theory and [23] for the
GGH cryptosystem, the lattice version of it.

6. The quite new scheme NTRU [29] based on the difficulty of



12 Introduction

finding an interpolating sparse polynomial of high degree and
the latest version [30] NSS based on a lattice version of NTRU
give an idea of the new trend in cryptography trying to use
new computational hard problems to build one-way trapdoor
functions.

7. The famous but yet broken Merkle-Hellman Knapsack [59] is
a good example of public key cryptosystem that was revealed
to be weak after some years, even though the scheme is based
on an NP-hard problem.

We have one concluding remark concerning the effective uti-
lization of the above protocols. As a matter of fact, symmetric-
key ciphers need shorter keys than public-key ciphers and they
are much faster in practice than any currently accepted public-key
cryptosystem. But public-key ciphers offer something symmetric-
key cryptosystems will never be able to give. This is why current
cryptographic systems exploit the strength of each. In general,
public-key encryption techniques are used to establish a key that
will be utilized by the communicating entities in a symmetric-key
system.

1.5 Overview and goal of this disserta-
tion

The goal of this dissertation is to study a generalization of the Dis-
crete Logarithm Problem (DLP) both from a cryptographic and
conceptual point of view. One motivation is to find new instances
on which new cryptosystems could be based, more efficient than ex-
isting protocols. Even though no such examples have been found
so far, this work also defends the idea that our generalization could
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ultimately lead to such a situation. Moreover, history of mathemat-
ics shows that generalizations often lead to deeper understanding:
in modern cryptography, this could reveal weaknesses of cryptosys-
tems that one wouldn’t have noticed before.

In this dissertation, we present and develop this generalization,
discuss its relationship with the existing DLP and explain how it
can be used in building one-way trapdoor functions. Then different
examples are studied and analyzed from an abstract and applied
viewpoint. We prove several equivalence results and present new
believed hard problem.

After describing precisely what is understood by the Discrete
Logarithm Problem (DLP) and the Diffie-Hellman Problem (DHP)
in cyclic groups, Chapter 2 presents existing cryptographic proto-
cols based on the difficulty of the DLP. From this regard, the three
families of existing algorithms that solve the DLP in cyclic groups
are described and the key points of each of these algorithms are
highlighted.

Chapter 3 presents the setting we will use in this work. Abelian
semigroups acting on finite sets (G-actions) are defined leading to
the analogue of the DLP for G-actions, the Semigroup Action Prob-
lem (SAP). This allows one to define the Diffie-Hellman protocol
with a G-action as well as the ElGamal protocol with a G-action.
The cryptographic point of view yields a study of the generic at-
tacks in the case of semigroup actions. This leads to a discussion
on the density of inverses in the semigroup and on the notion of
c-simplicity.

Linear actions are the basis for Chapter 4. Theorem 4.1 gives
a reduction of many SAP instances taking place over finite fields
to computational problems in linear algebra. As a consequence,
linear actions over semirings are considered as well as linear actions
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defined via maps that do not appear as matrices. An example
coming from the theory of elliptic curves over finite fields with
complex multiplication is studied.

Chapter 5 is entirely devoted to the study of a class of semir-
ings. We prove that each of these semirings are c-simple and that
they possess a negligible portion of invertible elements. A study
of these objects with the help of Landau’s g function shows the
existence of “large” commutative sub-semiring. A graph-theoretic
interpretation of these semirings is given and two abelian actions
are analyzed. These actions do not reduce to known problems and
seem hard to solve. However, we show that the DLP over cer-
tain groups (e.g. non-singular elliptic curve) is still a more difficult
problem.

Chebyshev polynomials Tn are then studied from a SAP point
of view in Chapter 6. Indeed, we define the Discrete Chebyshev
Problem in any finite ring R with identity and prove several equiv-
alence results. When R is a finite field or a matrix algebra over a
finite field, we prove that the Discrete Chebyshev Problem is es-
sentially equivalent to the DLP in the finite field. A classification
theorem (Theorem 6.10) on matrices M ∈ Matn(F) that possess
square roots is proven in the development. When R is the ring of
integers modulo an RSA number n, the problem is shown to be at
least as hard as factoring n.

The Moufang loopsM(q) and Paige loopsM∗(q) are the subject
of the last chapter. After having defined these objects, we prove
that the DLP in M∗(q) reduces to the DLP in Fq. Adding to
the exponentiation an action by conjugation, we investigate the
difficulty of a new action. We manage to reduce this last action
essentially to the DLP in Fq for almost all cases, except when a
trace condition is not fulfilled. We explain why this last case seems
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to be different.
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Chapter 2

EXISTING
CONSTRUCTIONS
BASED ON THE DLP

In this chapter, we define the discrete logarithm problem in a finite
commutative group. The three classes of existing algorithm that
solve the DLP are presented. The notion of generic algorithm is
developed. From there, the Diffie-Hellman key exchange and the
ElGamal protocol are presented as well as other use of the discrete
logarithm problem in cryptography.

2.1 The discrete logarithm problem

The discrete logarithm problem, commonly abbreviated DLP, is a
recurrent tool in public-key cryptography. The problem takes place
in any group G, but we shall always assume the group is finite and
commutative.

17
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Problem 2.1 [The Discrete Logarithm Problem - DLP] Let
G be a finite commutative group. Given two group elements a (the
base) and b such that b ∈ 〈a〉, find 0 6 n < ord(a) such that an = b.
We denote such an n by loga b.

For cryptographic purposes, we will always assume that the
group G is presented in such a way that multiplication is computa-
tionally easy. Note that this requirement makes exponentiation fea-
sible as well using well-known methods of type square-and-multiply
(see [57] or [93]).

The difficulty of the DLP strongly depends on the type of group
that is used: it goes from easy to non-feasible. For instance the
DLP in the additive group of any finite field Fq is trivial since
division can be perfomed in polynomial-time. However, the DLP
in the multiplicative group F∗q is a difficult problem as well as the
DLP in the group E(Fq) of an elliptic curve defined over a finite
field. In fact the latter is much more difficult than the former and
intuition tells us that the less structure the group has, the more
difficult the DLP will be. This is one of the reason why we’ve
developed the ideas of the next chapter. In the sequel, by “DLP in
Fq”, we will mean that the problem takes place in the multiplicative
group of the finite field.

Computing discrete logarithms is essentially computing an iso-
morphism between 〈a〉 and Zord(a). It is also true that any algo-
rithm that computes discrete logarithms in base a can be used to
compute discrete logarithms in any other base α ∈ 〈a〉.

The known algorithms to solve the DLP can be categorized as
follows:

1. Algorithms that work in arbitrary groups, e.g., Shank’s baby-
step-giant-step algorithm, Pollard’s rho algorithm, Pollard’s
lambda algorithm.
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2. Algorithms that work in arbitrary groups but are especially
efficient if the order of the group has only small prime factors,
e.g., Pohlig-Hellman algorithm.

3. Algorithms that use properties of the presentation of the
group, e.g., index-calculus algorithms and the number field
sieve method (NFS attack).

Let us describe briefly the ideas behind each of these algorithms.
Shank’s algorithm (see e.g. [37]) provides a look up table built from
the values aj with 0 6 j 6 m where m = d

√
ne (the baby steps).

Then one builds the sequence ba−mi with 0 6 i 6 m (the giant
steps); as soon as an element of the sequence is detected in the
look-up table, i.e., aj0 = ba−mi0 , the discrete logarithm n is found
with n = j0m+i0. This algorithm finds n with time complexity and
space complexity O(

√
ord a). Pollard’s rho and Pollard’s lambda

algorithms ([70], [71]) both use the same idea: finding a collision in
a sequence xi = asibti that behaves like a random walk in G. As
soon as a collision xl = xk is found one can compute n, with high
probability, since

aslbtl = askbtk =⇒ asl−sk = btk−tl

=⇒ (tk − tl)n ≡ (sl − sk) mod |G|.

Note that the existence of inverses in the group is used to transform
the collision into a solution. These algorithms work with expected
time complexity O(

√
ord a) and negligible space complexity.

The Pohlig-Hellman algorithm ([69]) uses reductions into smaller
quotient groups in order to find the discrete logarithm n. More pre-
cisely, for each prime power pe that divides the order of a, one solves
the problem an = b in the quotient 〈a〉/H with H being the unique
cyclic sub-group of 〈a〉 of order pe. These problems are solved using
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one of the previous algorithms in every quotient. Then, using the
Chinese Reminder Theorem, one recovers the discrete logarithm
n modulo the order of a, which is clearly sufficient. The overall
complexity of the Pohlig-Hellman algorithm is determined by the
largest prime factor q of the order of a and the algorithm has com-
plexity O(

√
q log2 q).

Index-calculus methods are faster than the previous algorithms.
They use special properties of the representation of the elements.
Indeed one needs to find a factor base in the group in order to
apply the method. Such an object may not be possible to find
depending on the group representation. For instance, there exist
methods to build factor bases in any finite field, prime or not, but
there is evidence that such a base will be extremely difficult to find
in the case of the abelian group of an elliptic curve over a finite
field (e.g. [39] and [60]). The most powerful tool to solve the DLP
in a finite field is the number field sieve ([24] and [25]) which has
an expected running time of

O(exp((c+ o(1))(lnn)1/3(ln lnn)2/3)) (2.1)

where c depends on the finite field (c ∼= 1.92 for a prime field).
Note that this running time is essentially the same as the running
time of the fastest known algorithm used to factor numbers.

Let us discuss the consequences of the running times regard-
ing the key size N , which is the size in bits of the group: N =
dlog2(|G|)e. In a group where the best known attack is a square-
root attack, then the complexity of it is O(

√
|G|) = O(2N/2). In

a finite field Fp, Equation 2.1 gives the complexity of the best
known attack as roughly exp(1.92(N)1/3(ln(N ln 2))2/3) (neglect-
ing the constant factor). In order to reach similar levels of security
(c.f. [4]), if we define NFp to be the key size when using the group



The discrete logarithm problem 21

F∗p and NEC when using the group E(Fq), they must satisfy the
relation

NEC ≈ 4.91 N1/3
Fp
·
(
log(NFp

log 2)
)2/3

.

For example when NFp
is in the order of 4096 bits, then a compa-

rable security is achieved when NEC is in the order of 313 bits. As
mentioned before, the best known algorithms to factor integers are
of roughly the same asymptotic complexity as the complexity of the
DLP in Fp. Therefore the previous discussion applies to the RSA
cryptosystem as well. Note that these values are approximately
accurate at the time of this writing, but may change in the future
if new algorithms are found.

The last few years were especially rich in new approaches to find
lower bounds on the complexity of so-called generic algorithms for
DLPs in cyclic groups ([82], [51]) and index search ([50]). Intu-
itively, a generic algorithm is an algorithm that does not make use
of any particular property of the representation of the input el-
ements, i.e., these algorithms may take place in any group. For
instance, the index-calculus algorithm and number field sieve are
not of this type. The results in this area are of prime importance
since lower bounds seem to be quite rare and difficult to obtain in
complexity theory ([48]) and moreover such bounds are real proofs
of the difficulty of the underlying problem. The following theorem
of V. Shoup [82] shows that the above bound O(

√
q log2 q) is almost

the best, in a generic sense:

Theorem 2.2 Let G be a cyclic group and q the largest prime
dividing |G|. Every generic algorithm that solves the DLP in G

that can only input constants and add values has success probability
after t steps of at most t2/2q. Hence the expected running time is
O(
√
q).
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2.2 The Diffie-Hellman protocol

As explained in the introduction, the Diffie-Hellman protocol is a
key exchange protocol based on the difficulty of the DLP in finite
commutative groups. The condition that the group G be finite
provides a bound on the key size, the key being an element of the
group. In their important paper [12], Diffie and Hellman worked
in the group of invertible elements of a prime finite field Zp with a
primitive element as the base of the exponentiation function. How-
ever the existence of sub-exponential algorithm to solve the DLP
in these groups, as explained above, led Miller [60] and Koblitz [38]
to propose to work with the group E(Fq) of rational points of an
elliptic curve where so far only a generic algorithm is known as a
solution. Let us recall the protocol for a group G:

1) A group G and an element g ∈ G are made public.

2) Alice chooses a ∈ {1, . . . , ord g}, computes ga and

sends it to Bob.

3) Bob chooses b ∈ {1, . . . , ord g}, computes gb and

sends it to Alice.

4) They use the element gab = (ga)b = (gb)a as a common

secret key.

Figure 2.1: Diffie-Hellman protocol in a group G
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It is clearly sufficient to solve a DLP in G in order to find the
secrete key gab. What about the necessity of solving a DLP in
order to break the system? Let us consider the following problem:

Problem 2.3 [The Diffie-Hellman Problem - DHP] Let G be
a finite commutative group and g ∈ G. Given two group elements
ga and gb, find gab.

The DHP is the real problem to study in order to clarify the
security of the Diffie-Hellman key exchange. The work of Mau-
rer and Wolf [49] is crucial in this direction. Their results essen-
tially show that one can construct groups for which breaking the
Diffie-Hellman protocol is provably as hard as computing discrete
logarithms, and this equivalence holds for any group if a plausi-
ble number-theoretic conjecture on the density of smooth integers
holds. It is therefore not too risky to consider that breaking the
Diffie-Hellman key exchange protocol is equivalent to solving the
DLP.

2.3 The ElGamal protocol

The idea of using the difficulty of the DLP in groups for cryp-
tographic purposes was first used by Diffie and Hellman in their
key exchange. However this protocol does not provide a public
key encryption scheme. ElGamal was the first to create a one-way
trapdoor function using the difficulty of the DLP. The protocol is
given in the introduction, therefore we will just explicit the one-
way trapdoor function. Let G be a group where the DHP is hard,
α ∈ G, a ∈ N and β = αa. Then the following function is a one-way
trapdoor function:

G× N −→ G×G
(m, k) 7−→ (αk,mβk).
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Note that this protocol is a randomized encryption since Bob is free
to choose k before each encryption. In other words a message m
will be encrypted in different ciphertext as long as different values
of k are chosen. The protocol does not use the previous one-way
trapdoor function exactly but rather the restriction of it for each
parameter k chosen by Bob. The basic RSA scheme does not give
this opportunity, but there is a way to modify the RSA algorithm to
turn it into a randomized encryption. The main disadvantage of the
ElGamal encryption is that there is message expansion by a factor
of 2. Namely the ciphertext is twice as long as the corresponding
plaintext.

2.4 Other use of DLP

The difficulty of the DLP in groups has been used in many different
kinds of cryptographic protocol, other than the above key exchange
and encryption scheme. Indeed there exists several digital signature
schemes based on it, as well as some group key exchange schemes
and identification protocols (c.f. [86] and [57]).

We already mentioned in the introduction how a one-way trap-
door function can be turned into a digital signature schemes with
message recovery. However the functions usually used in RSA or
ElGamal without modification yield signature lengths of the same
orders as the messages, which can be avoided. In 1991 the Na-
tional Institute of Standard and Technology proposed a standard,
the DSA, based on the Digital Signature Standard (DSS) (c.f. [57]).
The DSA is based on the difficulty of the DLP in a subgroup of
the multiplicative group of a finite field Fp. Although to break the
system it would suffice to find discrete logarithms in the smaller
subgroup, in practice this seems to be no easier than finding arbi-
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trary discrete logarithms in F∗p. The signature length is 160 bits,
although the DLP takes place in a finite field of size larger than 512
bits. The DSS is a modification of the ElGamal Signature Scheme
[13] and the Schnorr Signature Scheme [79]. There is an elliptic
curve analogue (ECDSA) of the DSA, adopted in 1998, which uses
the same idea.

Regarding the group key exchange problem, E. Bresson in [6]
studied cryptographic protocols that generalize Diffie-Hellman key
agreement to many users. He showed how, through an insecure
network, many parties can agree on a common session key, and
how they can have it evolve when the group membership changes
(join or removal of members).



26 Existing constructions based on the DLP



Chapter 3

DIFFIE-HELLMAN
AND ELGAMAL
FROM SEMIGROUP
ACTIONS

The definition of a semigroup acting on a finite set begins this
chapter. Using such actions, we present generalizations of the
Diffie-Hellman key exchange and of the ElGamal protocol. The
semigroup action problem is then defined. The study of the secu-
rity of such protocols leads to the notion of simple semigroup and
to semigroups with a negligible portion of invertible elements.

3.1 Abelian semigroup action

This chapter is about a generalization of the protocols that use
groups and take advantage of the difficulty of solving the discrete

27
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logarithm problem in these groups. Our setting will use the notion
of abelian semigroup acting on a set. This abstract viewpoint has
been developed in collaboration with J. Rosenthal and C. Monico
in [52], [54] and [53]. It is in essence the least requirement needed
to extend the protocols studied in the previous chapter. The idea
of using algebraic structures such as groups or semigroups acting
on a set in cryptography is not new; indeed Yamamura [92] has
been considering a group action of Sl2(Z) on the complex plane
and Blackburn and Galbraith have been studying the system in
[3]. However our standpoint is different and yields other protocols.

Definition 3.1 A semigroup G is a set equipped with an associa-
tive binary operation (a, b) 7−→ ab. The semigroup is abelian if
ab = ba for all a, b in G. An identity e is an element that satisfies
ea = ae = a for all a in G. An element a is invertible if there exists
b ∈ G such that ab and ba are an identity.

It is interesting to note that there exist many more finite abelian
semigroups than finite abelian groups. For instance there are 2
abelian groups of order 4, and 58 abelian semigroups with the same
order. These numbers become 2 vs. 11,545,843 when the order is
9 (c.f. [27]). However the number of finite abelian semigroups that
seem to be of any use in cryptography seems to be much smaller.

Definition 3.2 Let G be a semigroup and S be a set. The semi-
group G acts on S if there exists a map

G× S −→ S
(g, s) 7−→ g · s

such that the equality (gh) · s = g · (h · s) holds for all g, h ∈ G

and all s ∈ S. If the semigroup G is abelian, the action is called a
G-action on S.
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In the sequel, we will always assume, unless specified, that ev-
ery considered action is feasible from a computational viewpoint,
i.e., every operation g · s is easy to compute as well as any product
gh in G. Note that the associativity in G allows exponentiation
of an element g to the nth power in dlog2(n)e semigroup opera-
tion. Without loss of generality, we will also always assume (unless
stated) that there exists an identity e in the semigroup that satis-
fies e·s = s for all s ∈ S. Some authors (e.g. [33], [27] and [72]) call
such an object a monoid, but we will keep on talking of semigroups
as in [32].

Example 3.3 Let G be an arbitrary finite semigroup, and let C,K
be two abelian subgroups of G. Then the action:

(C ×K)×G −→ G

((c, k), g) 7−→ cgk

is a C ×K-action on G.

Example 3.4 Let G be an arbitrary finite group, and let C be an
abelian subgroups of G and let Z be the integers. Then the action:

ϕ : (C × Z)×G −→ G

((c, t), g) 7−→ cgtc−1

is a C × Z-action on G. Note that if G is abelian we simply deal
with the discrete logarithm problem in a finite abelian group. In
the non-abelian case things get combined with a conjugation.

Many other examples of semigroup actions will appear in this
dissertation.
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3.2 The cryptographic point of view

We are now ready to state the generalized version of the Diffie-
Hellman protocol in the context of semigroup action:

1) A G-action on a finite set S is made public as well as

an element s in S.

2) Alice chooses a ∈ G, computes a · s and sends it to Bob.

3) Bob chooses b ∈ G, computes b · s and sends it to Alice.

4) They use the element

a · (b · s) = (ab) · s = (ba) · s = b · (a · s)

as a common secret key.

Figure 3.1: Diffie-Hellman protocol with a G-action on S

The set S is finite in order to have a bound on the key size.
Suppose the set S comes with an extra group law denoted by ⊕.
Then there is also a generalized version of the ElGamal protocol in
the context of semigroup actions, see Figure 3.2.

The security of these protocols lies of course on many aspects of
the parameters. In this perspective, there is an analogue version of
the DLP for semigroup action. C.Monico [62] first defined it as fol-
lows:
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1) Alice chooses publicly a G-action on a finite set S

and s ∈ S.

2) She chooses a ∈ G and computes t = a · s.

Her public key is (s, t).

3) Bob chooses k ∈ G and uses the encryption function

f : m 7−→ f(m) = (k · s,m⊕ k · t) = (c1, c2).

4) Alice decrypts the message with m = c2 ⊕ [−(a · c1)].

Figure 3.2: ElGamal protocol with a G-action on S

Problem 3.5 [The Semigroup Action Problem - SAP] Let
G be a finite abelian semigroup, S a finite set and · a semigroup
action of G on S. Given x, y ∈ S with y = g · x for some g ∈ G,
find h ∈ G such that y = h · x.

Any abelian semigroup G acting on a finite set S gives rise to
a Diffie-Hellman protocol and an ElGamal protocol. It is clear
that the main question to be answered as soon as such an action is
considered is the difficulty of the SAP. Our goal is to find actions
for which the SAP is hard; possibly harder than the DLP in groups.
Notice that the DLP in a group H is a special instance of the SAP
where the action is

N×H −→ H
(n, h) 7−→ hn

and it seems natural to expect some different kind of problems



32 Diffie-Hellman and Elgamal from semigroup actions

when more general actions are considered. Of course, there is an
analogue version of the Diffie-Hellman Problem stated in terms of
semigroup:

Problem 3.6 [The Diffie-Hellman Semigroup Problem] Let
G be a finite abelian semigroup, S a finite set and · a semigroup
action of G on S. Given x, y, z ∈ S with y = g · x and z = h · x for
some g, h ∈ G, find (gh) · x ∈ S.

3.3 The security

The security of the above protocols in the context of semigroup
actions is of course a crucial requirement in their study. As men-
tioned earlier the strength of these cryptosystems strongly depends
on the difficulty of the SAP. Consider the Diffie-Hellman key ex-
change with a G-action on S. Suppose Alice has sent Bob the set
element a · s. Eve knows the “seed” s and the public element a · s.
If she is able to solve the SAP with parameters s and a · s, she is in
possession of a semigroup element ã such that ã · s = a · s. She can
now retrieve the common secret key using Bob’s public set element
b · s since

ã · (b · s) = (ãb) · s = (bã) · s = b · (ã · s) = b · (a · s) = (ab) · s.

We have seen in Chapter 2 that there exist many different param-
eters to consider in choosing a “secure” group when dealing with
Diffie-Hellman and ElGamal. As a matter of fact, the group order
has to contain a prime factor large enough to make the Pohlig-
Hellman attack useless. We have also sketched Pollard’s rho al-
gorithm that provides a generic algorithm for solving a discrete
logarithm problem in expected running time of roughly O(

√
q), q
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being the largest prime factor of the group order. These two algo-
rithms being generic, a natural question to treat is to know if such
algorithms can be extended to the case of the SAP. Another face
of the problem, related to the existence of index-calculus methods
and NFS attack, is simply to try to work with semigroup action
problems that do not have an ad hoc attack.

3.4 Pohlig-Hellman with semigroups

Considerations on the Pohlig-Hellman attack yield the notion of
simple semigroup (c.f. [62]). The study of semigroups and monoids
shows that this notion has many faces (c.f. [32] and [72]) and we
will therefore concentrate on the notion of congruence-free which
is really what is needed in this framework. A semigroup G is
congruence-free if any semigroup homomorphism f : G → G′ has
kernel either G or {e}. This is equivalent to ask that the only
congruence relations on G, i.e., the equivalence relation ∼ such
that

a ∼ b =⇒
{
ac ∼ bc ∀c ∈ G
ca ∼ cb ∀c ∈ G ,

are the trivial ones, namely G×G and {(g, g) | g ∈ G}.
The idea of the Pohlig-Hellman algorithm is to solve a family of

“local” DLP in quotients of the group where the DLP takes place
and then lift the local solutions to a solution of the global DLP. If
all the quotients are “small” and the reverse process (the “lifting”)
of taking quotient brings enough information then the algorithm is
useful. In the case of abelian groups (and in fact in the case of any
ring with “good” ideals), the Chinese Remainder Theorem is the
tool used in the process. However, when playing with semigroup
actions on sets, it seems difficult to describe a general method of
“lifting”. Moreover, the action of G on S may not be compatible
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with the quotient map from G to G/ ∼, where ∼ is a congruence
relation. However, in any case, congruence-free structures seem to
be desirable. But it turns out that this restricted perspective is
quite poor, as shown by the following theorem.

Theorem 3.7 If G is a finite congruence-free semigroup with iden-
tity and |G| > 2, then G is a finite simple group.

A proof can be found in [32]. A direct consequence is that if
one wants to reduce the study of the SAP to the case of finite
congruence-free abelian semigroup, then the only examples are the
one with G ∼= Z/pZ for some prime p since these are the only
abelian simple groups. Note that if we allow the semigroup to
possess a zero, i.e., an element 0 such that 0a = a0 = 0 for all
a ∈ G, then the situation is not better. Indeed every element is
either idempotent or nilpotent, a direct consequence of the next
theorem due to Tamura [88].

Theorem 3.8 Let I = {1, ...,m} and J = {1, ..., n} be finite sets
and P a n × m matrix of 1s and 0s such that no two rows are
identical, no two columns are identical and no row or column is
identically 0. Let G = I × J ∪ {0} and suppose a binary operation
is defined on G by

(i, j)(k, l) =
{

(i, l) if pjk = 1
0 if pjk = 0

(i, j)0 = 0(i, j) = 0.

Then G is a congruence-free semigroup of order mn + 1. Con-
versely, every finite congruence-free semigroup with zero is isomor-
phic to one of this kind.

Since idempotent and nilpotent elements are useless in our con-
text, once again this restricted viewpoint is not good enough. This
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digression is not in contradiction with [62] since the results pre-
sented in this thesis are related to simple semirings acting on semi-
modules. In that case congruence-freeness is a different issue and
the previous theorems don’t hold (see also Section 4.3 of Chapter
4).

3.5 Square root attack with semigroups

The known generic algorithms for DLP such as Pollard’s rho, Pol-
lard’s lambda or Shank’s baby-step-giant-step all need at some
point the existence of inverses in the group where the DLP takes
place. In the context of index search, the situation is not different.
U. Maurer and S. Wolf [50] considering a Generic Index Search
Problem in an indexed set S with |S| = N allow the indices to be
added modulo N , which is equivalent to consider the action of the
additive group Z/NZ over S and once again the complexity lower
bound is O(

√
N).

C.Monico [62] extends a version of Pollard’s rho to the context
of semigroup action if the semigroup is a group. Let us consider
the main idea of the algorithm. We want to solve the SAP with a
group G, a set S and parameters x and y with y = g · x for some
g ∈ G. The idea is to find a collision in a random sequence of type
{a1 ·x, b1 ·y, a2 ·x, b2 ·y, ...}. With probability 1/2 the collision will
take the form ai · x = bj · y and since b−1

j exists, the collision can
be turn into the solution y = (b−1

j ai) · x. Invoking the Birthday
paradox [57], the overall average complexity of the algorithm is
O(
√
|G · x|).

If the semigroup is not a group, the previous algorithm does
not apply; indeed Pollard’s square root attack described in [62]
provides with high probability a collision ai · x = bj · y where bj
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is non-invertible. Therefore, in the case of a general semigroup,
the lower bounds of a generic algorithm may not be in the range
of the square root of the input size. However, if the semigroup
possesses a “large” sub-group, then a decent upper bound can still
be reached. Let G1 = {g ∈ G | g−1 exists } and G0 = G \ G1. In
any case one may try to find a solution of the equation y = g · x
in G0 by exhaustive search. If no solution has been found, then
one can restrict the SAP instance in G to the SAP instance in G1,
which is a group. We can therefore apply the Pollard’s square root
attack described earlier. Clearly this algorithm has an expected
running time bounded by |G0|+O(

√
|G1 · x|). This gives the next

proposition.

Proposition 3.9 Let G be a commutative semigroup acting on S

and consider the SAP instance with parameters x and y = g ·x. Let
G = G0tG1 be the partition described above. If |G0| = O(

√
|G · x|)

then there exists an algorithm to solve the SAP instance in expected
running time bounded by O(

√
|G · x|).

In other words, ifG is not “far” from being a group and the orbit
of x is, as expected, relatively large, then there is still a square root
attack to the SAP. Let us consider an example of such a situation:

Example 3.10 Let F be a finite field with |F| = q, A ∈ Matn(F)
and F[A] be its matrix algebra. Let G be the multiplicative abelian
semigroup of this algebra and we let G act on a set S. Let mA(x)
be the minimal polynomial of A and mA(x) = p1(x)e1 · ... · pk(x)ek

its decomposition into irreducible factors. Then

F[A] = {g(A) | g ∈ F[x] and deg(g) < deg(mA)}

because of Cayley-Hamilton Theorem. Using the Chinese Remain-
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der Theorem and the First Isomorphism Theorem,

F[A] ' F[x]/ (mA(x)) '
k⊕

i=1

F[x]/ (pi(x)ei) .

and we see that an element g(A) in F[A] is invertible if and only if
g(x) is coprime to each pi. Let ∂p be the degree of p(x). We have

|F[A]∗| = |
k⊕

i=1

(F[x]/ (pi(x)ei))∗ |

=
k∏

i=1

| (F[x]/ (pi(x)ei))∗ |

=
k∏

i=1

(
qei∂pi − q(ei−1)∂pi

)
and therefore

|F[A]∗|
|F[A]|

=
∏k

i=1

(
qei∂pi − q(ei−1)∂pi

)
q∂ma

=
∏k

i=1

(
qei∂pi − q(ei−1)∂pi

)∏k
i=1 q

ei∂pi

=
k∏

i=1

(
1− q−∂pi

)
Finally, since in a finite ring an element is a zero divisor if and only
of it is not a unit (see Lemma 3.11 below), G0 = F[A]\F[A]∗ and

|G0| = |F[A]| ·

(
1−

k∏
i=1

(
1− q−∂pi

))
.

The product on the right-hand-side can take many different val-
ues and therefore we do not have |G0| = O(

√
F[A]) in general.
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However, if

min{∂pi + ∂pj | i 6= j} >
∂mA

2
,

then since

k∏
i=1

(
1− q−∂pi

)
= 1 +O

(
q−min{∂pi+∂pj | i 6=j}

)
we have that

G0 = q∂ma ·
(
1− 1 +O

(
q−min{∂pi+∂pj | i 6=j}

))
6 q∂ma ·O(q−∂ma/2) = O(

√
F[A]).

Notice that the relation is always true when n = 1, 2 and is “often”
true when n = 3, 4.

Note as well that the previous example does not take into con-
sideration any information on how the abelian semigroup acts on S.
For instance when F[A] acts on Fn then simple linear algebra tools
solve the problem completely (see Example 4.3). When F = Zp

then there is an action of F[A] on any abelian group H ⊕ ... ⊕ H
with H of order p. This is a special case of the “matrix action
on abelian groups” described in [62]; this instance always admits a
square root attack. We have used the following Lemma:

Lemma 3.11 Let R be a finite ring. Then an element is either
invertible or a zero divisor.

Proof: Let a ∈ R. Since R is finite, the sequence ai, i ∈ N,
eventually repeats. There exists n < m with an = am, i.e.,
an · (1 − am−n) = 0. If a is not a zero divisor, then am−n = 1,
i.e., am−n−1 is the inverse of a.



Chapter 4

LINEAR GROUP
ACTIONS

This chapter is devoted to study a class of actions that behave
like the multiplicative action of a set of matrices on vectors. First
we consider these objects to be filled with entries in some finite
field. After having proven Theorem 4.1, we present examples where
the result can be used. Then we work with some more general
settings leading to the notion of finite semirings acting on finite
semi-modules. The last section provides a study of the action of
the Frobenius homomorphism of an elliptic curve. We naturally
call these kinds of actions linear.

4.1 Linearity over fields

This section is about linearity in the sense that there is a way to
see the semigroup action as a matrix action on some vector space.
We show that if the correspondence between the two approaches
is computationally feasible, then the DHSP and the SAP may be

39
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solved easily. Let us describe the situation more specifically. Let
F = Fq be the field with q elements. Suppose we are given an
action G × S −→ S, with G a finite abelian semigroup and S a
finite set, a semigroup homomorphism ρ : G −→ Matn(F) (with
multiplication as operation) and an embedding ψ : S −→ Fn such
that for all g ∈ G, s ∈ S one has

ψ(g · s) = ρ(g)ψ(s).

So ρ(G) is a commutative sub-semigroup of Matn(F). Let F[G] be
the commutative subalgebra of Matn(F) generated by the elements
of ρ(G).

Suppose there exists polynomial time algorithms that compute
the values of these maps and polynomial time algorithms that com-
pute ρ−1(M) for each M ∈ ρ(G) and ψ−1(v) for each v ∈ ψ(S).
The next theorem does not take in consideration the speed of these
algorithms. It only describes what can be done at the level of the
linear algebra without taking consideration of the reduction itself.

Theorem 4.1 Let G, S, ρ and ψ be as above and let k = dimF F[G].
Then:

1. There exists a polynomial time reduction of the Diffie-Hellman
semigroup Problem, DHSP, to a linear algebra problem over
F that can be solved in O(k2n+ n3) field operations.

2. Let N = |F[G]|/|G|. There exists a polynomial time reduction
of the SAP to a linear algebra problem over F that can be
solved in O(N(k2n+ n3)) field operations.

Proof: Let x, y = g · x and z = h · x be three elements of S
with u,v and w their images in Fn. We consider the SAP instance
with parameters x and y and the DHSP instance with additional
parameter z.
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1. Suppose we have chosen randomly k different elementsM1, ...,

Mk in F[G] ⊂ Matn(F). This can be done easily via the map
ρ. The probability that this family is in fact a basis of the
vector space F[G] over F is equal to the probability P that a
random matrix chosen in Matk(F) is invertible, which satisfies

P = Prob (M1, ...,Mk is a basis of F[G])

=
|Glk(F)|
|Matk(F)|

=
(qk − 1)(qk − q)...(qk − qk−1)

qk2

=
(

1− 1
q

)(
1− 1

q2

)
...

(
1− 1

qk

)
>

∏
n>1

(
1− 1

2n

)
> 0.28 > 1/4. (4.1)

See [43] for the cardinality of Glk(F). Suppose for the mo-
ment that B = {M1, ...,Mk} is a basis of F[G]. If k > n

we extract a subfamily of cardinality n say Mi1 , ...,Min
of

M1, ...,Mk such that

SpanFn{Mi1u, ...,Min
u} = SpanFn{M1u, ...,Mku}.

Note that this is always possible and can be done in O(k2n)
field operations (see [8]). If k < n then we may simply
complete B with enough zero matrices to have a family of
cardinality n. Let us consider the following equations with
unknown a1, ..., an ∈ F and b1, ..., bn ∈ F:

(a1Mi1 + ...+ anMin)u = v

and (b1Mi1 + ...+ bnMin)u = w. (4.2)

If B is a basis, then both possess at least one solution because
of the property of the family Mi1 , ...M1n . If a = [a1, ..., an]t
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and b = [b1, ..., bn]t then Equations 4.2 are equivalent to the
following :

[Mi1u | ... |Min
u] a = v

and [Mi1u | ... |Min
u] b = w,

and therefore both possess a solution that can be found by
solving a n×n system of linear equations in F. If the previous
systems do not each have a solution, then we choose another
family M1, ...,Mk and restart the process; the number of tri-
als is expected to be less than 4 by Inequality 4.1. Therefore
we can find the vectors a and b in O(n3) field operations.

The matrices

Mg = (a1Mi1 + ...+ anMin)

and Mh = (b1Mi1 + ...+ bnMin)

satisfy

MgMh = MhMg , Mgu = v and Mhu = w.

Let σ = MgMhu = MhMgu. Since Mgu = ρ(g)u and Mhu =
ρ(h)u, we have

σ = MgMhu = ρ(g)ρ(h)u = ψ((gh) ·x) =⇒ ψ−1(σ) = (gh) ·x

which shows that the DHSP instance can be solved after a
resolution of a family of problems that take O(k2n+ n3) op-
erations over F.

2. The matrix Mg above belongs to ρ(G) with probability 1/N .
Therefore the number of trials before reaching this state is
O(N). If Mg ∈ ρ(G), then g̃ = ρ−1(Mg) is a solution to the
semigroup action problem since ψ(y) = Mgψ(x) = ψ(g̃ · x).



Examples 43

Remark 4.2 The dimension k = dimF F[G] can take many differ-
ent values. We can have k 6 n, see Example 4.3 below. However
the rich literature on commuting matrices, e.g. [90], [34] and [87],
shows that there are many cases where k > n. Indeed one has
Schur’s Theorem that gives the bound k 6 bn2/4c + 1 and this
bound is reached in any finite field for some semigroup G.

4.2 Examples

Here are some examples where the previous theorem holds or can
be used:

Example 4.3 Let M be a n×n matrix with entries in F = Fq and
G = F[M ] acting on Fn. If the minimal polynomial of M is m(x)
then Cayley-Hamilton Theorem shows that F[M ] ∼= F[x]/(m(x))
and the latter is a vector space of dimension k = deg m 6 n. In
such a situation, both the SAP and DHSP are trivial.

Example 4.4 Here is an example that takes its origin in the ac-
tion of PSL2(F) on the projective space P2

F, F = Fq.If G is a
commutative subgroup of PSL2(F), we consider the action

G× ( F ∪ {∞} ) −→ F ∪ {∞}((
a b
c d

)
, z

)
7−→ az + b

cz + d
, if z 6=∞,−d/c((

a b
c d

)
,∞
)
7−→ a

c

and ((
a b
c d

)
,−d/c

)
7−→ ∞.
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Let ρ be the canonical embedding of PSL2(F) into Mat2(F) and
ψ : F ∪ {∞} −→ F2 with

ψ(z) =
(
z
1

)
, ψ(∞) =

(
1
0

)
and ψ−1

(
a
b

)
=
{
a/b if b 6= 0
∞ if b = 0

Note that ψ−1(ψ(s)) = s. We do not have ψ(M · s) = ρ(M) · ψ(s)
but rather M · s = ψ−1(ρ(M) · ψ(s)) which is enough to apply the
previous theorem. Note that since n = 2, k 6 3 and both the SAP
and DHSP are easy to solve.

Example 4.5 This example comes from invariant theory over fi-
nite fields, as an application of the contragradient matrix action
on polynomials. Here is the setting: we fix a finite field F = Fq,
a degree d, and an abelian sub-semigroup G of Matn(F). Let Vd

be the vector space over F of polynomials in F[x1, ..., xn] of total
degree less or equal to d. The considered action is

G× Vd −→ Vd

(A, f(x)) 7−→ A · f = f((Ax)t)

where x = [x1, ...xn]t and Ax is the usual matrix multiplication.
This action is linear since A · (f +g) = A ·f +A ·g. If N = dimF Vd

then we can naturally imbed Vd in FN after having chosen the
basis B = {xe1

1 ...x
en
n |

∑
ei 6 d} of Vd. This makes the map ψ

easy to compute and to invert. For sake of clarity, we suppose
that B = {v1 = x1, ..., vn = xn, vn+1, ..., vN}. We define the map
ρ : G −→ MatN (F) as follows:

ρ(A)ij = (A · vj)i =

(
N∏

k=1

(
n∑

l=1

aklxl

)ek
)

i

where vj = xe1
1 ...x

en
n . So ρ gives the matrix representation of the

linear map induced by the action since the jth column of ρ(A) is
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the image of the jth basis vector vj . Since all the polynomials have
degree less or equal to d, the right-hand-side can be computed in
O(Nnd log d) field operations (see [83, Chapter 1]). Note that if
M ∈ ρ(G), then we can easily find A such that ρ(A) = M since
the ith row of A is contained in the n first components of the ith

column of M . Indeed, if 1 6 i 6 n then

ith column of M = A · vi =
n∑

j=1

aijxj =
n∑

j=1

aijvj .

Once again the previous theorem holds and makes the DHSP as
hard as the linear algebra problem in FN . However note that in
that case the SAP problem may still be difficult since the ratio
|G|/|F[G]| may take very small values because of the big dimension
expansion from n to N .

Example 4.6 The idea of the following group action is based on
the theory of differential operators. In the sequel consider C2-
functions u(x1, x2) and v(x1, x2), these are functions which can be
differentiated twice. One has

∂

∂xi
(uev) =

∂u

∂xi
ev + u

∂v

∂xi
ev,

∂2

∂x1∂x2
(uev) =

∂2

∂x2∂x1
(uev) .

Fix a finite field Fq, q = pn, a number k ∈ N and an element
v ∈ F[x1, . . . , xk]. We define the linear operators ∂i, i = 1, . . . , k as
follows:

∂i : F[x1, . . . , xk] −→ F[x1, . . . , xk]
u 7−→ ∂iu = ∂u

∂xi
+ u ∂v

∂xi

Their continuous analogues are commutative and one can easily
check that it is still true for the discrete version: the family of linear
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operators {∂i}i=1,...,k is commutative. With this, it is apparent
that F[x1, . . . , xk] has the structure of a F[∂1, . . . , ∂k]-module as
well as the structure of a F-vector space. The ring F[x1, . . . , xk] is
infinite but the following lemma shows how a finite version can be
built:

Lemma 4.7 Consider the ideal Im ⊂ F[x1, . . . , xk] generated by
xpm

i − ai for i = 1, . . . , k and ai ∈ F, i.e.

Im =
(
xpm

1 − a1, . . . , x
pm

k − ak

)
⊂ F[x1, . . . , xk].

Then ∂j Im ⊂ Im for all j = 1, . . . , k .

Proof: Let p(x) =
k∑

i=1

fi · (xpm

i − ai) ∈ Im. Then

∂j (p(x)) =
k∑

i=1

∂j (fi · (xpm

i − ai))

=
k∑
i=

∂fi

∂xj
· (xpm

i − ai) + fi · pm · xpm−1
i︸ ︷︷ ︸

0

+fi · (xpm

i − ai)
∂v

∂xj

=
k∑

i=1

(
∂fi

∂xj
+ fi ·

∂v

∂xj

)
· (xpm

i − ai) ∈ Im

Clearly, by the previous lemma, the algebra F[∂1, · · · , ∂k] acts
on the quotient F[x1, · · · , xk]/Im which is finite. We can now define
the parameters of the semigroup action. We take a polynomial v
in F[x1, . . . , xk] and consider
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• G = F[∂1, . . . , ∂k]

• S = F[x1, . . . , xk]/Im

• s = f(x1, . . . , xk) 6= 0

The group action defined in this example is once more F-linear.
It differs from the previous examples mainly because it is not clear
if one could write the semigroup F[∂1, . . . , ∂k] in the form F[M ]
for one single operator. The details are similar to the previous
example.

4.3 Semirings acting on semi-modules

This part of the chapter takes its roots in Chapter 3 of [62] as a
study of finite c-simple semirings. It is also motivated by the con-
sequences of Theorem 4.1 that basically shows that linear algebra
makes the DHSP easy to solve, when linear algebra can be used.
We develop here the ideas leading to the action of a semiring on a
semi-module and why simplicity is important in this context. After
having described the notion of semirings, we will study them from
a semigroup action problem point of view.

The definitions appearing in this section also fix a terminology
for the next chapter.

Definition 4.8 A semiring R is a non-empty set together with
two associative operations + and · where the following distributive
laws hold:

a · (b+ c) = a · b+ a · c (a+ b) · c = a · c+ b · c.

We will always assume that the addition is commutative and
possesses a zero, i.e, an element 0 with a+0 = a and a ·0 = 0 ·a = 0
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for all a ∈ R; this element is then unique. We write ab for a · b.
If R has a multiplicative identity, it is unique and we denote it by
1R = 1.

Definition 4.9 A semiring R is zero-sum free if

a+ b = 0 =⇒ a = b = 0 ∀ a, b.

A zero-sum free semiring possesses no elements that are oppo-
sites except 0.

Definition 4.10 A congruence relation on a semiring R is an
equivalence relation ∼ such that

a ∼ b =⇒


ac ∼ bc
ca ∼ cb

a+ c ∼ b+ c
c+ a ∼ c+ b

for all possible choice of a, b and c. A semiring R is congruence-
free, or c-simple, if the only congruence relations are R × R and
{(a, a) | a ∈ R}.

Any congruence relation gives the set R/∼ a natural structure
of semiring and the quotient map R −→ R/∼ becomes a semir-
ing homomorphism. The next lemma gives a way to build new
semirings from existing ones. We omit the proof.

Lemma 4.11 Let R be a semiring with 1 and n ∈ N. Then
Matn(R), the set of n×n matrices with entries in R is a semiring
with 1.

Definition 4.12 Let R be a semiring and (M,+) be a commuta-
tive semigroup with identity 0M . M is a semi-module over R if
there is a (left) action · of R on M such that

(a+b) ·m = a ·m+b ·m , a ·(m+n) = a ·n+a ·m and a ·0m = 0m,
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for all a, b ∈ R and m,n ∈M .

The most important examples in this discussion are the follow-
ing: first a semiring R is a semi-module over itself. Next let R
be a semiring, M = Rn = R ⊕ ... ⊕ R and we let Matn(R) act
on Rn by left matrix multiplication. Then M is a semi-module
over Matn(R). In this context a congruence relation on Matn(R)
gives M a congruence relation of a commutative semigroup. We
can indeed see M as a sub-semigroup of (Matn(R),+) via the mapm1

...
mn

 7−→
m1 0 . . . 0

...
...

...
mn 0 . . . 0


and the congruence relation on M is then induced by the one on
Matn(R). This congruence relation ∼ on M makes the quotient
map f : Matn(R) −→ Matn(R/∼) compatible with the actions in
the sense that

f(A · v) = f(A) · f(v).

This phenomenon yield a situation completely different than the
one explained in Section 3.4 since now the notion of c-simplicity has
a direct consequence: the non-simplicity of the semiring Matn(R)
would give a way to mimic the Pohlig-Hellman attack.

The next theorem gives a strong relationship between the con-
gruence relations in R and congruence relations in Matn(R). But
first we need the following statement:

Lemma 4.13 Let R be an additively commutative semiring with
1 and 0 and M ∈ Matn(R). If M ′ is obtained from M by a per-
mutation of rows and columns, there exist two invertible matrices
S, P ∈ Matn(R) such that M ′ = SMP .
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Proof: The statement is true if one consider matrices with entries
in Z and the usual multiplication, i.e. there exist two permutation
matrices (therefore with entries in {0, 1}) such that M ′ = S ·M ·P
with · being the usual matrix multiplication. It is then straight-
forward to verify that the same is true with the operation in R

because of the properties of 0 and 1.

Theorem 4.14 Let R be an additively commutative semiring with
1 and 0 and let ∼ be a congruence relation on Matn(R). Then
there exists a congruence relation ∼0 on R such that

A ∼ B ∈ MatnR⇐⇒ aij ∼0 bij , ∀ 0 6 i, j 6 n.

Proof: Clearly the theorem is true if n = 1. Suppose n > 1. Let
f : R −→ Matn(R) be the map that sends a ∈ R to the diagonal
matrix with first diagonal element a and zeros everywhere else.
The map f is a semiring homomorphism. Let ∼0 be the relation
on R defined by a ∼0 b in R if and only if f(a) ∼ f(b) in Matn(R).
Observe that ∼0 is a congruence relation on R (see also [62]). We
prove now that the statement of the theorem is true for ∼0. Let
A,B ∈ Matn(R) and J = f(1). Let 0 6 i, j 6 n and Sij , Pij ∈
Matn(R) be permutation matrices such that

(SijAPij)11 = aij and (SijBPij)11 = bij .

Note that the matrices Sij and Pij exists in Matn(R) by the pre-
vious Lemma. Therefore JSijAPijJ = f(aij) and JSijBPijJ =
f(bij).
Proof of ⇒ : If A ∼ B then JSijAPijJ ∼ JSijBPijJ and therefore
aij ∼0 bij .
Proof of ⇐ : Clearly

A =
∑
i,j

S−1
ij f(aij)P−1

ij and B =
∑
i,j

S−1
ij f(bij)P−1

ij



Endomorphism actions on the abelian groups E(Fq) 51

and since f(aij) ∼ f(bij), A ∼ B.

Hence we obtain the following:

Corollary 4.15 Let R be an additively commutative semiring with
1 and 0 and let n ∈ N. Then R is c-simple if and only if Matn(R)
is c-simple.

This result is well-known in the case where the semiring has the
structure of a division ring, as a consequence of the Wedderburn-
Artin Theorem [33]. In that case, since the notion of ideal is deeply
connected to the notion of congruence relation, the result gives a
classification of ideals in Matn(R). Note as well that Theorem 4.14
can give a classification of congruence relations of many non-usual
algebraic objects such as max-min algebras (see Proposition 5.2
and Remark 5.3) and max-plus algebras. The latter will not be of
any need in this work, we therefore avoid their study.

4.4 Endomorphism actions on the abelian
groups E(Fq)

Any abelian group H is equipped with its ring of endomorphisms
EndH where addition is defined pointwise and multiplication via
composition of maps. Such a ring is unitary and may not be com-
mutative. There is a natural action of EndH on H as follows :

EndH ×H −→ H
(ϕ, h) 7−→ ϕ(h)

Note that this action is linear, i.e., ϕ(h+h′) = ϕ(h)+ϕ(h′). For a
given ϕ ∈ EndH, the sub-ring Z[ϕ] of polynomial in ϕ inside EndH
is commutative. In the case where the group is cyclic we are dealing
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with the usual action of Z since in that case any endomorphism of
H is obtain as a multiplication by a constant. Another trivial case
appears when one chooses the identity as endomorphism.

This setting is conceptually no different from the matrix action
of the previous section. However there are cases of algebraic groups
where endomorphisms do not appear as matrices. Examples are
groups of elliptic curves over finite fields or more generally the
Jacobians of abelian varieties. This section is devoted to bring
evidence that the situation with elliptic curves is non-trivial and
interesting, although competitive examples seem to be hard to find.
Note that Theorem 4.1 cannot be used since the maps ρ and ψ are
hard to compute.

Let Fq be the finite field with q elements and E an elliptic curve
over Fq defined by its Weierstrass normal form

0 = F (x, y) =
{
y2 + xy + x3 + ax2 + b if char F = 2,

y2 − x3 − ax− b otherwise,

where a, b ∈ Fq have to satisfy some discriminant conditions. Recall
that the sets

E(Fqk) = {(x, y) ∈ Fqk |F (x, y) = 0} ∪ O

are finite commutative groups (c.f. [4], [56] and more generally
[84]). All the groups E(Fqk) and their rings of endomorphisms are
well defined. The ring of endomorphisms EndE of E, i.e. the set of
all isogenies from E to itself together with the zero map, contains
EndE(Fqk) for all k and has one of the following forms [4, Chapter
III]:

• EndE is the maximal order in a quaternion algebra,

• EndE ∼= Z ⊕ Zτ where τ is a complex algebraic number of
degree two lying in the upper half of the complex plane. Such
curves are said to have complex multiplication.
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The point is that there exists curves over finite fields, namely the
curves with complex multiplication, whose endomorphism rings are
strictly bigger than Z. In such a situation the previous action does
not reduce to the usual action by Z. We will call these actions
complex actions over E. Moreover, any curve over a finite field has
its Frobenius endomorphism :

ϕ : E(Fqk) −→ E(Fqk)

(x, y) −→ (xq, yq)

We will see that there exist situations where this endomorphism
does not reduce to a multiplication by a constant. Even so, this
endomorphism can be used to speed up point multiplication on a
curve (c.f. [4]) since the computation of ϕ(P ) is often more efficient
than the usual binary (doubling and addition) method.
Let lk be the cardinality of E(Fqk). Clearly, we can restrict the
action of Z[ϕ] on E(Fqk) to the action of Zlk [ϕ] on the same group.
The endomorphism ϕ satisfies the functional equation ϕ2 − [t]ϕ+
[qk] = [0] which implies that we can once again restrict our atten-
tion to the action of Zlk ⊕ Zlkϕ on E(Fqk). The action becomes
then

Zlk ⊕ Zlkϕ× E(Fqk) −→ E(Fqk)

(a+ bϕ, P ) 7−→ [a]P + [b]ϕ(P )

For a given P ∈ E(Fqk), a necessary and sufficient condition for
this action to be complex is that ϕ(P ) 6= [s]P , ∀s ∈ Zlk . A
necessary condition is that E(Fqk) is not cyclic. The next lemma
gives enlightenment on this phenomenon.

Lemma 4.16 1. E(Fqk) ∼= Z/uZ ⊕ Z/uvZ where u, v ∈ N and
u|qk − 1.
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2. If ordP = d then

ϕ(P ) = [s]P ⇐⇒ sk − 1 ≡ 0 mod d

Proof: 1. c.f. [4, Section III.3.].

2. If ϕ(P ) = [s]P , then since ϕk = [1] over Fqk , we have 0 =
[s]kP − [1]P = [sk − 1]P and then sk − 1 ≡ 0 mod ordP .
Clearly the converse is true.

The previous Lemma has the following consequences:

1. Since |E(Fqk)| = u2v, lk must be divisible by a square in
order to have a complex action. From a cryptographic point
of view, this square cannot be negligible with respect to lk.
Indeed a reduction in the spirit of Pohlig-Hellman would lead
to the resolution of the SAP in two steps: first modulo u2,
i.e., a usual DLP in a cyclic group and then modulo v, which
in order to be difficult forces u to be rather large.

2. The integer ordP divides uv.

3. To build complex actions, one could try to find examples
of curves where lk is divisible by a square and then test for
different points P if ϕ(P ) 6= [s]P , ∀s ∈ D whereD = {s | sk−
1 ≡ 0 mod |P |}.

Here is an example of such a complex action.

Example 4.17 We choose the elliptic curve and prime :

E : Y 2 = X3 + 86X + 61 , p = 101.
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Fp2 is identified with Fp(ξ) where ξ is a root of the following irre-
ducible polynomial modulo 101 : p(x) = x2 +6x+55. The number
of Fp2-rational points is l2 = 172 · 7 · 5, i.e. |E(Fp2)| = 10115.

On E(Fp2) we choose the point P = (64 + 4ξ, 55 + 91ξ) whose
order is d = 17 · 35 = 595. Now

s2−1 = 0 mod d ⇐⇒ s ∈ D = {1, 69, 169, 239, 356, 426, 526, 594}

Since ϕ(P ) = (10+97ξ, 89+10ξ), we check that ϕ(P ) 6= [s]P , and
then

E(Fp2) ∼= Z/17Z⊕ Z/(17 · 35)Z

with ϕ(P ) 6∈ [Z]P .

The following result shows that there exists many instances
where the previous method applies:

Proposition 4.18 Let q = pn and N = q + 1 − t, 0 6= t 6 4q.
If al, bl are integers which satisfy al > bl, al + bl = vl(N) (where
vl(N) is the largest integer with lvl(N)|N) and bl 6 (q−1) for each
prime l 6= p, then there exists an elliptic curve E defined over Fq

such that E(Fq) has the structure

Z/pvp(N)Z⊕
⊕
l 6=p

(
Z/lalZ⊕ Z/lblZ

)
.

See [78] for a proof. However there exists no known polynomial-
time algorithm that output the equation of such an elliptic curve,
given a finite field Fq and integers N, al and bl that satisfy the pre-
vious proposition. The best one can do with current knowledge is
to randomly test curves until one is found with the desired prop-
erties, i.e., a random search [80]. This cannot be implemented in
a systematic way. Indeed, it has been shown [42] that the cardi-
nality of elliptic curves over the finite field Fq is roughly uniformly



56 Linear group actions

distributed in the interval [q + 1 −√q, q + 1 +
√
q]. On the other

hand the integer lk has to be divisible by a rather large square (c.f.
consequence 2. above). If we fix a lower bound B2 for the largest
square dividing lk, following Section 18.6 of [28], the number of
integers less or equal to x whose least square factor is larger than
B2 is given by

r(x,B) = x−
∑
d6B

Q(x/d2) =
6x
π2B

+O(
√
x) , x� B,

where Q(y) counts the number of square free integers not exceeding
y. Therefore, the probability that a random integer in the interval
[q + 1−√q, q + 1 +

√
q] is divisible by a square larger that B2 is

r(q + 1 +
√
q,B)− r(q + 1−√q,B)

2
√
q

≈ 6
π2B

.

This makes the random search of such an number in the interval
non-feasible for large B, since the expected number of trial before
finding a candidate is linear in B.

4.5 Conclusion

In this chapter, we proved Theorem 4.1 which gives a basis for all
linear actions over finite fields from a semigroup action point of
view. Examples have been presented to expose its utility. As a
consequences, a theory of actions induced by semiring acting on
semi-modules is presented. The next chapter is entirely devoted
to it. An extension of ECDLP was defined using the Frobenius
homomorphism of elliptic curves over finite fields. Evidence that
such actions are difficult to find in a random manner was given.



Chapter 5

A CLASS OF
C-SIMPLE
SEMIRINGS

This chapter presents a study of a family of semirings, as descibed
in Section 4.3. We first define them and study their congruence
relations as well as the proportion of invertible elements. Large
commutative sub-semirings are built. From there, two actions are
defined and studied from a semigroup action problem point of view.

5.1 The semirings Rn

We introduce now an infinite family of finite semirings that fulfill
many nice properties in this context. These properties will appear
in the sequel. Let R = {0, 1} with the following addition and
multiplication tables:

57
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+ 0 1
0 0 1
1 1 1

· 0 1
0 0 0
1 0 1

It is not difficult to check that it is a commutative c-simple semiring
with 1 and 0 which is zero-sum free. The operations satisfy the
following:

a+ b = max{a, b} a · b = min{a, b},

i.e. (R,+, ·) = ({0, 1},max,min). These operations can also be
defined as OR/AND.

Remark 5.1 The set R = {0, 1, ...,m} with the same max-min
operations is also a zero-sum free, commutative semiring with 1R =
m and 0R = 0. This family of semirings is sometimes called max-
min algebras. The next discussion shows that as long as m > 1,
they are not c-simple. Indeed the following equivalence relations
on R are non-trivial congruence relations. Let

{0, 1, ...,m} =
⊔
i

[ai, bi]

be a non-trivial partition of {0, 1, ...,m} in segments [ai, bi] =
{x | ai 6 x 6 bi}. By non-trivial we mean that the partition is
not reduced to only one segment and at least one segment contains
more than one element. We define ∼ in R with

x ∼ y ⇐⇒ ∃i such that ai 6 min(x, y) 6 max(x, y) 6 bi. (5.1)

Then the equivalence relations described above give the following
classification of congruence relations in such a semiring:

Proposition 5.2 The equivalence relation ∼ given in 5.1 is a non-
trivial congruence relation in R = ({0, 1, ...,m},max,min). More-
over any non-trivial congruence relation in R is of this form.
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Proof: Let x ∼ y and i such that ai 6 min(x, y) 6 max(x, y) 6 bi.
Then for all c ∈ {0, 1, ...,m} we have the following cases:

i) If c 6 ai, then min{x, c} = c ∼ c = min{y, c} and max{x, c} =
x ∼ y = max{y, c}.

ii) If ai < c < bi, then min{x, c} ∼ min{y, c} since

ai 6 min{x, c},min{y, c} 6 bi

and max{x, c} ∼ max{y, c} since

ai 6 max{x, c},max{y, c} 6 bi.

iii) If bi 6 c, then max{x, c} = c ∼ c = max{y, c} and min{x, c} =
x ∼ y = min{y, c}.

This proves that ∼ is a congruence relation. Let us now check that
any non-trivial congruence relation in R is of this form. If x ∼ y

then ∀c ∈ [x, y], x ∼ c since min(x, c) ∼ min(y, c). In other words,
the equivalence classes of ∼ are segments. Therefore, the partition
leading to ∼ via 5.1 is the partition given by its equivalence classes.
Clearly the equivalence relation is non-trivial if and only if there is
more than one segment in the partition.

Remark 5.3 The previous proposition combined with Theorem
4.14 gives a complete classification of congruence relations in the
max-min matrix algebras
Matn({0, 1, ...,m},max,min).

Let us now come back to the study of the case where R = {0, 1}.

Definition 5.4 Rn = Matn(({0, 1},max,min))
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The semirings Rn have been studied in different contexts. Sev-
eral computational aspects have been developed by M. Gavalec in
[19], [20], [21] and [22]. These papers study the question of com-
puting orbit periods in Rn and orbit periods in Rn

1 via the action
of Rn (see Definition 5.11 and Section 5.3). These questions will
be useful in the following discussion.

The semiringsRn possess a characterization using oriented graph
theory. Let Gn be the set of oriented graphs with n vertices and at
most one oriented edge from a vertex to another. Each vertex is
numbered once and for all. We can define two operations ⊕ and ⊗
in Gn as follows: Let G1 and G2 be two graphs in Gn. Then G1⊕G2

is the oriented graph in Gn such that there exists an oriented edge
from vertex i to vertex j if and only if such an oriented edge exists
either in G1 or in G2. The oriented graph G1 ⊗ G2 possess an
oriented edge from vertex i to vertex j if and only if there exists a
vertex k with an oriented edge from i to k in G1 and an oriented
edge from k to j in G2.

It is not difficult to see that there is a bijection between Gn and
Rn given by the incidence matrix of each graph. More precisely,
we define the incidence matrix map as follows:

F : Gn −→ Rn

G 7−→ M = F (G)

with

Mij =
{

1 if there exists an oriented edge from i to j in G,
0 otherwise.

Note that the transpose of a matrixM in Rn is the incidence matrix
of the the graph obtained by inverting all the arrows of the graph
associated to M . In fact, the operations ⊕ and ⊗ behave nicely
with respect to this bijection, as shown in the next proposition:
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Proposition 5.5 The bijection F satisfies

F (G1 ⊕G2) = F (G1) + F (G2),

F (G1 ⊗G2) = F (G1) · F (G2) , ∀ G1, G2 ∈ Gn.

moreover, if Gt
i = F−1(M t

i ) then Gt
1 ⊗Gt

2 = (G2 ⊗G1)t.

Proof: The identity F (G1 ⊕G2) = F (G1) + F (G2) comes directly
from the definition. For the product, we have

[F (G1) · F (G2)]ij = max
k

(min(F (G1)ik, F (G2)kj)

=
{

1 if ∃ k s.t. F (G1)ik = F (G2)kj = 1,
0 otherwise.

and this last expression is exactly F (G1⊗G2)ij . The last equality
comes from

F (Gt
1⊗Gt

2) = F (Gt
1)⊗F (Gt

2) = M t
1·M t

2 = (M2·M1)t = F (G2⊗G1)t.

Example 5.6 In this example, we consider the case n = 4 with
the following labeling:


1 0 1 0
0 0 1 0
0 0 0 1
0 0 0 0

 ←→ qthird vertex

qfirst vertex

q fourth vertex

q second vertex

?

-

-

	

Here are the actions of the addition and the multiplication on
two oriented graphs:
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q
q

q
q

?

-

-

	

⊗
q
q

q
q

-

6

-

=

q
q

q
q

-

-

�

correspond to
1 0 1 0
0 0 1 0
0 0 0 1
0 0 0 0

 ·


0 0 0 0
0 1 0 0
1 0 0 0
0 0 0 1

 =


1 0 0 0
1 0 0 0
0 0 0 1
0 0 0 0

 ,

and

q
q

q
q

?

-

-

	

⊕
q
q

q
q

-

6

-

=

q
q

q
q

?

-

-

	

-

6

-

correspond to
1 0 1 0
0 0 1 0
0 0 0 1
0 0 0 0

 +


0 0 0 0
0 1 0 0
1 0 0 0
0 0 0 1

 =


1 0 1 0
0 1 1 0
1 0 0 1
0 0 0 1

 .
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Corollary 5.7 The triple (Gn,⊕,⊗) is a zero-sum free semiring
with identity and zero.

This graph theoretic interpretation allows one to think more
geometrically. For instance suppose a graph G possesses a left
inverse G′ with respect to ⊗, i.e., G⊗G′ = 1Gn

. Let us fix a vertex
i. Since there is a path that starts at i in G and ends at i in G′

(by definition of the product of two graphs), there exists a vertex j
such that an edge from i to j exists in G and for any other vertex
i′ 6= i there is no edge in G from i′ to j because otherwise G⊗G′

would contain an edge from i′ to i. Let ji be such a vertex. The
map i 7−→ ji is a bijection since it is injective. This means that
each vertex j is the end point of exactly one oriented edge in G,
i.e., there is exactly one oriented edge that starts at the vertex i.
Note that if G had a right inverse, Gt would have had a left inverse.
This gives the next corollary:

Corollary 5.8 Let M ∈ Rn. The following are equivalent:

1. the matrix M has a left inverse in Rn,

2. the matrix M has a right inverse in Rn,

3. the matrix M is invertible in Rn,

4. the matrix M ∈ Rn is a permutation matrix.

A consequence of this second corollary is that the number of
invertible elements in Rn is n!. Since |Rn| = 2n2

, for a randomly
chosen elementM inRn, the probability that this element possesses
an inverse is

Prob(M is invertible) =
n!
2n2 =


0.125 if n = 2,
∼= 0.0117 if n = 3,
∼= 0.00037 if n = 4,
< 0.36 · 10−5 if n > 5,
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and in general,

Prob(M is invertible)� n−1/2.

The next corollary gives a graph theoretic interpretation of the
entries of the powers of an element in Rn. Recall that the length
of a path in a directed graph is the number of edges (counted with
multiplicity) contained in the path:

Corollary 5.9 Let M ∈ Rn with associated graph G ∈ Gn and
k ∈ N. Then

(Mk)ij =

 1 if there exists an oriented path of length k
from i to j in G,

0 otherwise.

Here is another key property of the family of semirings Rn:

Theorem 5.10 The semirings Rn are c-simple.

Proof: Since R1 is c-simple, the result is a consequence of Corollary
4.15.

5.2 Elements with large orders

In this section we study the “sizes” of the orbit of powers of ele-
ments in Rn. Note that since the semiring Rn is finite any sequence
{Mk}k∈N will eventually repeat, i.e., create a collision of the form
Mk = Mk′ such that Mk+t = Mk′+t for all t ∈ N.

Definition 5.11 Let a be a sequence in a finite set such that
an = am =⇒ an+1 = am+1. The order ord (a) of a is the least
positive integer m such that there exists k 6 m with ak = am.
The preperiod pr(a) of a is the largest non-negative integer m such
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that for all k > m we have ak 6= am. The period p(a) of a is
the least positive integer m such that there exists an integer N
with am+k = ak for all k > N . If G is a finite semigroup and
g ∈ G, then we set ord (g) = ord ({gn}n∈N), p(g) = p({gn}n∈N)
and pr(g) = pr({gn}n∈N).

Clearly ord (a) = p(a)+pr(a). Returning to the situation of the
multiplicative semigroup of Rn, we study the question “How large
can the order of M ∈ Rn be?”. There already exist some results in
this direction. To describe them, we recall that for a given oriented
graph G, a strongly connected component (written SCC) of G is a
sub-graph H of G inside which any two vertices i and j belong
to a same oriented cycle and H is a maximal sub-graph with this
property. Such a SCC is written H ⊆SCC G. The period of a
strongly connected component is the maximum between the gcd of
the length of its cycles and 1. We refer the reader to [45] for the
details.

Proposition 5.12 Let M ∈ Rn and G = F−1(M), where F is the
incidence matrix map. Then

1. p(M) = lcm {period of H | H is a SCC of G},

2. The numbers p(M), pr(M) and ord (M) can be computed in
O(n3) time.

This proposition is essentially in [18]. The algorithm given there
computes p(M) in O(n3) time and an easy modification of it allows
to computes pr(M) and therefore ord (M).

We introduce now a function that play a crucial role: Landau’s
function g. It is defined by

g(n) = max{ordσ | σ ∈ Sn}

= max{lcm {a1, ..., am} | ai > 0, a1 + ...+ am = n}.
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It was first studied by Landau [40] in 1903 who proved that

ln(g(n)) ∼
√
n ln(n) as n −→∞. (5.2)

In 1984, Massias [46] showed that for sufficiently large n,

√
n ln(n) 6 ln(g(n)) 6

√
n ln(n)

(
1 +

ln ln(n)
2 ln(n)

)
, (5.3)

the second inequality in 5.3 being true for all n. Clearly, the func-
tion g is increasing. It also satisfies an equality related to the
maximal degree of the field extension needed to factorize a poly-
nomial over a finite field. Indeed, if Fq is any finite field and Kp is
the splitting field of a polynomial p(x) then

g(n) = max{[Kp : Fq] | p ∈ Fq[x] , p of degree n}

= min{[K : Fq] | any n× n matrix in Fq is

diagonalisable in K}.

We will not need these results and therefore we will not prove them,
but it is worth mentioning that the result of Menezes and Wu in
[58] on the DLP in Gln(Fq) is not trivial mainly because of the
exponential growth of g(n).

In any case, we have

max{lcm {a1, .., am}, |a1|+...+|am| = n} = exp
(
(1 + o(1))

√
n lnn

)
.

On the other hand, the period of any SCC H ⊂ G = F−1(M) is
less or equal to |H| and ∑

H⊆SCCG

|H| 6 n.
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Since the function g is increasing, Proposition 5.12 and equation
5.2 give

p(M) 6 g

 ∑
H⊆SCCG

|H|

 6 g(n) = exp
(
(1 + o(1))n1/2 ln1/2 n

)
.

Further, it is not difficult to see that there always exists an oriented
graph G ∈ Gn with period g(n). Indeed if g(n) is reached by a
partition a1 + ...+am = n, then a graph G built out of cyclic SCCs
of order ai satisfies p(M) = g(n) (see Example 5.14 for an example
of such a situation). In other words we have:

Proposition 5.13 Let n ∈ N. Then

max{p(M) |M ∈ Rn} = g(n) = exp
(
(1 + o(1))n1/2 ln1/2 n

)
.

The exact computation of g(n), or more precisely, of the parti-
tion a1 + ...+am = n that yield the maximum g(n), is necessary in
order to build explicitly a matrix M ∈ Rn such that p(M) = g(n).
Indeed, the integer g(n) is always a product of primes less or equal
to 2.86

√
n ln(n), c.f. [47]. Therefore the factorization of g(n) can

be found in polynomial time in n. It is also known that the parti-
tion of n that gives the maximum lcm has parts that are all prime
powers, c.f. [26], and therefore the factorization of g(n) gives the
expected partition directly. The algorithm given in [64] allows one
to compute g(n) for large integers n, up to n = 32, 000, so the exact
determination of the matrix M is not a problem. See Table 5.1 for
a list of values of g(n) with the associated partition.

Example 5.14 Let n = 19 and g(n) = 420 reached by the parti-
tion 4 + 3 + 5 + 7 = 19. Then any matrix with the following form
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Table 5.1: Some values of Landau’s function g

n g(n) Associated partition
256 4243057729190280 8, 9, 5, 7, 11, 13, 17, 19, 23,

29, 31, 41, 43
512 70373028815644182 \ 1, 1, 1, 4, 9, 5, 7, 11, 13, 17,

5899620 19, 23, 29, 31, 37, 41, 43, 47,
53, 59, 61

1024 855674708268439827 \ 1, 1, 1, 16, 27, 25, 7, 11, 13,
7434193536488991600 17, 19, 23, 29, 31, 37, 41, 43,

47, 53, 59, 61, 67, 71, 73, 79,
83, 89

has period 420 in R19.

0 1 0 0 ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 1 0 ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 0 1 ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗
1 0 0 0 ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 0 0 0 1 0 ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 0 0 0 0 1 ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 0 0 1 0 0 ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 0 0 0 0 0 0 1 0 0 0 ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 0 0 0 0 0 0 0 1 0 0 ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 0 0 0 0 0 0 0 0 1 0 ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 0 0 0 0 0 0 0 0 0 1 ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 0 0 0 0 0 1 0 0 0 0 ∗ ∗ ∗ ∗ ∗ ∗ ∗
0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0
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For a given matrix M ∈ Rn, we define

R[M ] =

{∑
i∈I

M i | I ⊂ N , |I| <∞

}
,

the commutative semiring generated byM . SinceR[M ] ⊃ {Mk}k∈N,
we have

|R[M ]| > ord (M) > p(M),

and the last inequality can give |R[M ]| > g(n) for a wisely chosen
M .

Here is what we have so far: a collection of finite zero-sum free c-
simple semirings Rn inside which one can easily build commutative
sub-semirings of size sub-exponential in n. These semirings possess
a negligible portion of invertible elements.

5.3 An action related to a flow problem

In this section, we define and study a first action built out of the
semirings Rn studied so far. Let M ∈ Rn acting by multiplication
on vectors as follows:

Rn[M ]×Rn
1 −→ Rn

1

(
∑

i∈I M
i, v) 7−→

∑
i∈I M

iv.

Although this action looks like the usual matrix action on the as-
sociated vector space, it does not yield the same problem mainly
because of the non-existence of the Cayley-Hamilton theorem in
Rn, i.e., an element

∑
i∈I M

i may not be expressible in terms of a
polynomial p(M) with low degree. In this situation, for two given
vectors v and w in Rn

1 , the semigroup action problem asks to find
a set of indices I with the property that

∑
i∈I M

iv = w.
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The size ord (M iv) of the orbit sequence M iv is crucial since
Algorithm 5.15 solves the SAP of the previous action with pa-
rameter M,v and w in essentially O(ord (M iv)) semiring oper-
ation. First a notation: For any rectangular matrices M and
N of same dimension with entries in R1, M 6 N means that
min(mij , nij) = mij · nij = mij for all i and j.

Algorithm 5.15 Given M ∈ Rn, v ∈ Rn
1 and w =

∑
i∈J M

iv for

some finite J ⊂ N, this algorithm finds a set I with w =
∑

i∈I M
iv.

1. Set I = ∅ and t = 1.

2. If
∑

i∈I M
iv+M tv 6 w and M tv 66

∑
i∈I M

iv then set I ←−
I ∪ {t}.

3. If
∑

i∈I M
iv > w then output I and stop.

4. Set t←− t+ 1 and go to step 2.

Remark 5.16 The condition M tv 66
∑

i∈I M
iv in step 2. is not

necessary in order to make the algorithm work. However it gives
the insurance that the index set I does not contain too many indices
that are useless.

After k loops, the algorithm has built a set of indices Ik with
the property

∑
i∈Ik

M iv 6 w. Loop k+1 strictly increases Ik if and
only if the vectorMk+1v+

∑
i∈Ik

M iv has changed from
∑

i∈Ik
M iv

and has the property Mk+1v+
∑

i∈Ik
M iv 6 w. The algorithm es-

sentially tests combinations of type
∑

i∈I M
iv and combines those

for which
∑

i∈I M
iv 6 w. The search being exhaustive, the al-

gorithm must stop before ord (M iv) + 1 loops. Let us state once
again the result:
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Proposition 5.17 Algorithm 5.15 solves the SAP instance with
parameter M ∈ Rn, v ∈ Rn

1 and w =
∑

i∈J M
iv, for some finite

J ⊂ N, in O(ord (M iv)).

Using Corollary 5.9, it is not difficult to see that the problem
has the following graph theoretic interpretation:

Problem 5.18 [The Flow Problem] Given an oriented graph
G, two sets S and T of source vertices and sink vertices, find a set
L of positive integers with the following properties:

i) For each s ∈ S and each path γ in G starting at s of length
l ∈ L, the end point of γ is in T .

ii) For each t ∈ T , there exists a path γ ending at t with starting
point in S and of length l ∈ L.

This problem does not seem to be known in the theory of flow
problems. Clearly any set L that fulfills the conditions of the Flow
Problem is appropriate to solve the SAP instance. By asking the
set L to be minimal, we strengthen the search problem, but even
with this requirement, the problem is not known to be NP-hard
[35]. Note that flow problems are known to be quite difficult in
general (c.f. [17] and [36]). However this action does not seem
to be appropriate for building a cryptosystem on it. Here are the
reasons why:

i) Even if the commutative semigroup Rn[M ] is large (by choos-
ing M with large order), the sequence M iv may have a small
order. Computational search even showed that for a general
vector v it is almost always the case, leading to a sequence
M iv whose order is far below the order of M .
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ii) One could try to find a vector v leading to a sequence M iv

with large order, say the same order as M . But it turns
out that this search problem is NP-hard. Indeed deciding if
the order of M ∈ Rn can be reached by the order of some
sequence M iv is a NP-complete decision problem [19].

5.4 A two-sided matrix multiplication ac-
tion

Let R be an additively commutative semiring with 0 and 1. As
usual if M ∈ Matn(R), then R[M ] is the multiplicatively commu-
tative semiring generated by M in Matn(R), i.e., the set of all poly-
nomial p(M) in M with coefficients in R. Let M1,M2 ∈ Matn(R)
and consider the following action:

(R[M1]×R[M2])×Matn(R) −→ Matn(R)
((p(M1), q(M2)), A) 7−→ p(M1) ·A · q(M2).

This action is linear since

p(M1) · (A+B) · q(M2) = p(M1) ·A · q(M2) + p(M1) ·B · q(M2).

Because of this linearity, we avoid the case when R a finite field
(see Theorem 4.1) even if the initial SAP instance related to this
semigroup action looks difficult. Indeed, a naive approach would
lead to the resolution of a family of quadratic equations over a finite
field. As mentioned in the introduction, this problem is NP-hard
in general.

In the sequel, we choose to work with the c-simple semirings
Rn. In particular, by polynomial in R1 we mean any expression
of type

∑
i∈I x

i for some finite I ⊂ N. Once again the orders of
the matrices M1 and M2 chosen to act on the matrix A on the left
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and on the right are of prime importance. At first sight, a brute
force search that would solve a SAP instance where the matrices
M1 and M2 act on a matrix A would take O(|R1[M1]| · |R1[M2]|)
trials. This is obviously not feasible as soon as one chooses wisely
the matrices M1 and M2 and the integer n, even a fairly small one.
Let us consider the following equality:

B =

(∑
i∈I

M i
1

)
·A ·

∑
j∈J

M j
2

 =
∑

(i,j)∈I×J

M i
1 ·A ·M

j
2 .

It follows that each couple (i, j) in I × J satisfies M i
1 ·A ·M

j
2 6 B

and therefore

I × J ⊂ {(i, j) | 0 6 i 6 ord (M1) , 0 6 j 6 ord (M2)

and M i
1 ·A ·M

j
2 6 B} = S.

Although the index sets I and J may not be easy to find from the
knowledge of the set S above, we make the following assumption:

Assumption 5.19 There exists an algorithm A that finds two
index sets I ′ and J ′ from S in expected running time bounded by
O(|S|k) (k > 1) such that

B =

(∑
i∈I′

M i
1

)
·A ·

∑
j∈J′

M j
2

 .

This assumption yields the following consequence: there exists
an algorithm that solves the SAP instance in time polynomial in
ord (M1) · ord (M2), say in

O
(
(ord (M1) · ord (M2))d

)
. (5.4)

Indeed, one can find S in ord (M1) · ord (M2) step, and use the
algorithm A to find I ′ and J ′. Since |S| 6 ord (M1) · ord (M2), the
conclusion follows.
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This assumption is reasonable. First, computational search
showed that the set S tends to be quite small in comparison to
ord (M1) · ord (M2). Second, C. Monico [61] has developed an al-
gorithm that seems to verify the assumption.

5.5 The choice of the parameters

The previous action led to an interesting semigroup action prob-
lem. Indeed, a simplification of the problem in the spirit of Pohlig-
Hellman attack is avoided by the fact that the problem takes place
in a c-simple semiring: no congruence relation exists in the set
we are working in that could be used to simplify the resolution
of the SAP. On the other hand, we have seen that the negligible
proportion of inverses in Rn makes the known square-root attacks
non-reproducible in this context, even conceptually.

We discuss now the complexity of solving the semigroup action
problem of the last section with respect to the size of the input
and taking in consideration the assumption that there exists an
algorithm that solves the SAP, with parameter M1,M2 and A as
above, in expected running time O((ord (M1) · ord (M2))d) as in
Equation 5.4. Moreover, we will assume that the matrices M1 and
M2 have been chosen with large orders using Proposition 5.13, i.e.,

ord (M1) = ord (M2) = exp
(
(1 + o(1))

√
n ln(n)

)
For fixed matrices M1,M2 and A, the input size of B is clearly n2

if no assumption is made regarding the proportion of 0’s and 1’s
in B. Therefore, building a cryptosystem on this SAP would lead
us to consider keys with size of N = n2 bits. Using the previous
assumptions we are to consider an algorithm that solves the SAP
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in expected time

T = O

((
exp

(
(1 + o(1))

√
n ln(n)

))2d
)

= O
(
exp

(
(2d+ o(1))

√
n ln(n))

))
.

Let us rephrase this in terms of key sizes:

Proposition 5.20 Consider the semigroup action problem induced
by the matrices M1,M2 and A as above and a matrix B of bit-size
N . Under Assumption 5.19, there exists an algorithm that solves
the problem in expected time bounded by

O
(
exp

(
(
√

2d+ o(1))N1/4
√

ln(N))
))

for some d ∈ N.

This result shows that, compared with the usual DLP in groups,
this setting is not competitive. Recall for instance that the running
time of the fastest known algorithm for solving the DLP in a prime
finite field is

O
(
exp

(
(1.92 + o(1))N1/3

Fp
(ln(NFp

))2/3)
))

and this is always faster than the bound given by Proposition 5.20,
mainly because of the fourth root of N . Table 5.2 shows different
values of NFp

associated to values of the key N in order to reach
similar levels of security, in the case d = 1.

We now consider conditions under which one can reduce sub-
stantially the key size of the cryptosystem based on the semigroup
action problem of the two-sided matrix action studied so far. The
goal is to restrict the class of matrices used during the action in
order to decrease the bit-size N of B. The general idea is to work
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Table 5.2: NFp and N

NFp
N

256 6892
512 19111
1024 52475

with sparse matrices instead of full ones. Suppose that we choose
the matrices M1,M2 and A as sparse matrices. We have seen that
even with this restriction, the matrices M1 and M2 can still have
the desired orders. Then if one chooses sparse polynomial p and q
we certainly get a matrix B which is sparse as well. Here is a pos-
sible choice: take A any permutation matrix in Rn, choose M1 and
M2 two permutation matrices in Rn with large orders and restrict
the choice of the polynomials p and q to polynomials with exactly
k monomials each. Since any matrix of the type Ms

1 ·A ·M t
2 is also

a permutation matrix, the matrix

B = p(M1) ·A · q(M2) =
∑

i,j=1...k

Msi
1 ·A ·M

tj

2

will have at most k2 ones in each row, i.e., the matrix B contains
at most k2n ones. As long as k = o(

√
n), the matrix B is sparse.

Now comes the question of the number of bits needed to “describe”
such an object. A first way is simply to use the set of couples (i, j)
such that Bij = 1. This method is simple and one can easily encode
such a matrix using k2n pairs, each of them being a pair of numbers
of log2(n) bit-length. The overall bit-length needed to completely
describe B using this method is Ns = O(k2n log2(n)). In fact more
can be said. We can see B as a random variable of words made out
of the symbols 0 and 1, where the symbol 1 appears independently
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with probability π = k2n/n2 = k2/n. The entropy of this random
variable is then H = n2 · (−π log2(π) − (1 − π) log2(1 − π). The
noiseless coding theorem for memoryless sources (c.f. [91]) states
that there exists a way to encode B with roughly 1 +H ∼= H bits
and one cannot do better. In other words, another way to encode
B would be the use of the Huffman coding algorithm [91]. Here we
will need roughly

n2 ·
(
−k2/n log2(k

2/n)− (1− k2/n) log2(1− k2/n)
)

bits to encode the matrix B. For a fixed k, as n goes to infinity,
we have

H ∼= n2 ·
(
−k2/n log2(k

2/n)− (1− k2/n)(−k2/n)
)

= nk2 log2(n)−
[
nk2 (2 log2(k)− 1) + k2

]
= nk2 log2(n)−O(n).

Therefore, the naive way to encode B by indexing the entries 1
is not far from optimal when n goes to infinity. However, in the
range of interesting values for our purpose, i.e. n � 105, the
latter method still yields advantageous key-length. For instance,
when n = 512, the naive method would use 73 Kb to code B

and the optimal Huffman algorithm would need 50 Kb. Regarding
the key size, this method provides a decrease from N = n2 to
Ns = nk2 log2(n) − O(n) = nk2 log2(n) − o(n log(n)). Note that
we have

n ln(n) =
ln(2)
k2

Ns + o(n log(n)) =
ln(2)
k2

Ns + o(Ns).

We can therefore state the following:

Proposition 5.21 Consider the semigroup action problem induced
by the permutation matrices M1,M2 and A as above. Suppose that
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the polynomial p and q used in the action possess each k monomi-
als. Then any matrix B = p(M1) · A · q(M2) can be encoded with
Ns = nk2 log2(n) bits and under Assumption 5.19, there exists an
algorithm that solves the problem in expected time bounded by

O
(
exp

(
(ν + o(1))

√
Ns

))
where ν =

√
2d√

ln(2)k
and d ∈ N.

Let us discuss the consequences of the bound given by the previ-
ous proposition. Suppose that Assumption 5.19 yields an algorithm
that solve the SAP in time linear in ord (M1) · ord (M2), i.e., d = 1
in the previous proposition. Once again this supposition put us on
a safe side regarding the power of an adversary willing to break a
cryptosystem based on the difficulty of the semigroup action prob-
lem. So if d = 1 then ν ∼= 1.69 ·k−1. The bound of Proposition 5.21
behaves now more like the running time of the fastest known algo-
rithm that solves DLPs in finite field than the bound of Proposition
5.20, and even provides a bigger upper bound asymptotically. In
other words, for large n, the new situation seems to be competi-
tive with cryptosystems based on the difficulty of the DLP in finite
fields and RSA.

At this point, we must make clear that this discussion is valid
only if no faster algorithm that solves the SAP is known. Prudence
tells us that such a supposition may not be true.

Moreover, even for small values of k, the same level of security
for cryptosytems based on the DLP over Fp and based on the dif-
ficulty of the previous semigroup action problem is not reached for
the usual values of the key size. Note that a similar level of security
is obtained (neglecting the constant factor) when

Ns
∼= 1.27 · k2 ·N2/3

Fp
· ln(NFp)4/3.
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Even for k = 4, NFp
< N as long as NFp

< 1.7 · 109, and the
situation is worse for larger k. Table 5.3 shows how big should be
Ns for a given NFp in order to have equivalent problems from a
computational viewpoint.

Table 5.3: k, NFp
and Ns

k NFp Ns

4 256 8089
4 512 15024
4 1024 27446
6 256 18200
6 512 33804
8 256 32356

5.6 Conclusion

In this chapter, we have studied the family of semiringsRn of matri-
ces over the max-min algebra ({0, 1},max,min), n ∈ N. We have
shown that these semirings are c-simple and possess a negligible
portion of invertible elements. Commutative sub-semiring with or-
ders subexponential in n have been constructed inside Rn. Two dif-
ferent semigroup actions have been studied using these semirings,
both of them leading to non-competitive cryptosystems. However,
we have produced an example of a semiring action on a semi-module
where no Pohlig-Hellman type of attack and no square root attack
is known and even reproducible from a conceptual point of view.
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Chapter 6

ACTIONS INDUCED
BY CHEBYSHEV
POLYNOMIALS

In this chapter, we study the action of Chebyshev polynomials
on commutative finite rings R. The rings Fq, Z/nZ where n is
an RSA integer and commutative subrings of Matn(Fq) are the
main examples. We study the difficulty of the discrete Chebyshev
problem in these rings and prove several equivalence results.

6.1 Chebyshev polynomials

The Chebyshev polynomials Tn defined below are named after the
Russian mathematician P.L. Chebyshev (1821-1894). The T comes
from the French spelling Tchebychef. A wealth of information on
these polynomials can be found in [5] and [76]. Here is a way to

81
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define them. First, using de Moivre’s formula

cos(nθ) + i sin(nθ) = (cos θ + i sin θ)n =
n∑

k=0

(
n

k

)
ik cosn−k θ sink θ

and collecting the real parts, we have

cos(nθ) =
bn/2c∑
l=0

(
n

2l

)
(−1)l cos2l θ · (1− cos2θ)l.

Definition 6.1 For all non-negative integers n, the nth Chebyshev
polynomial Tn is

Tn(x) =
bn/2c∑
l=0

(
n

2l

)
(−1)lx2l · (1− x2)l.

The first Chebyshev polynomials are

T0(x) = 1

T1(x) = x

T2(x) = 2x2 − 1

T3(x) = 4x3 − 3x

T4(x) = 8x4 − 8x2 + 1

Clearly the polynomials Tn have integer coefficients, and satisfy
the equation

Tn(cos(θ)) = cos(nθ)

which will give Property 1. below. They also satisfy Tn(1) = 1
and Tn(−1) = (−1)n. Given a ring R with unity 1R, one can
always see Tn(x) as a polynomial with coefficient in R by using
the well defined ring homomorphism from Z[x] to R[x] induced by
the homomorphism defined via the canonical homomorphism from
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Z to R with 1 7−→ 1R. Here are collected the properties of the
Chebyshev polynomials that will be needed in the sequel. All the
proofs can be found either in [5] or in [76]:

Properties 6.2 The Chebyshev polynomials satisfy the following:

1. Tnm(x) = Tn(Tm(x)) in Z[x].

2. Tn(x) = 2xTn−1(x)− Tn−2(x) for all n = 2, 3, . . . .

3. Tn( 1
2 (x+ x−1)) = 1

2 (xn + x−n).

Properties 1. and 2. naturally extend to the case where the
polynomials are considered as elements of R[x] where R is a ring
with unity. Property 3. is also valid in any field of characteristic dif-
ferent from 2. Property 1. comes from the fact that Tnm(cos θ) =
cos(mnθ)) = Tn(cos(mθ)) = Tn(Tm(cos(θ))) and the polynomial
functions Tnm and Tn ◦Tm being equal on [−1, 1] are equal as poly-
nomial. This property also implies that for all positive integers n
andm, Tn◦Tm = Tm◦Tn, i.e., the sequence (Tn)∞n=1 is a sequence of
commuting polynomials in the semigroup (Z[x], ◦). Note that the
sequence (xn)∞n=1 is also a family of commuting polynomials, poly-
nomials that were used originally by Diffie and Hellman in there
key exchange (c.f. Figure 1.1.). From our viewpoint such families
are clearly important and therefore the following proposition is rich
in consequences:

Proposition 6.3 Let F be a field. Suppose (pn)∞n=0 is a sequence
of polynomials of degree n in F and for all positive integers n and
m

pn ◦ pm = pnm.

Then there exists a linear transformation w(x) = ax+ b, a 6= 0, so
that

w ◦ pn ◦ w−1 = xn , n ∈ N∗ or w ◦ pn ◦ w−1 = Tn(x) , n ∈ N∗
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A proof can be found in [41]. Property 2. gives the following
proposition that characterize the computational complexity of the
evaluation of Tn(a):

Proposition 6.4 Let R be a ring with unity, a be an element in
R and n be an integer. The computation of Tn(a) can be reduced
to O(log2(n)) arithmetical operations in R.

Proof: Property 2. gives(
0 1
−1 2a

)
·
(
Tn−2(a)
Tn−1(a)

)
=
(
Tn−1(a)
Tn(a)

)
,

and by induction,(
0 1
−1 2a

)n−1

·
(

1
a

)
=
(
Tn−1(a)
Tn(a)

)
.

By repeating square-and-multiply method, O(log2(n)) matrix mul-
tiplications suffice to compute the left-hand-side and therefore Tn(a).
In dimension 2, a matrix multiplication costs 8 multiplications and
4 additions, which keeps the complexity to O(log2(n)) arithmetical
operations in R.

Let us now define the semigroup action induced by the Cheby-
shev polynomials. Let R be a finite ring with unity. The Chebyshev
action on R is the map

N×R −→ R
(n, a) 7−→ Tn(a)

This map is a semigroup action by (N, ·) on R because of Property
1. above. The previous proposition shows that this action is com-
putationally feasible if arithmetic is feasible in R. Namely there
exists a polynomial time reduction of computing the value of Tn(a)
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to the usual arithmetic in R. This fact is at the heart of the follow-
ing problem: One could naively try to consider any polynomial p of
degree d > 1 (the case d=1 being trivial) with integer coefficients
and work with the family of polynomials p(n) = p ◦ · · · ◦ p, where
the product of composition contains n factors. The action would
then be

N×R −→ R
(n, a) 7−→ p(n)(a)

In order to compute the value of p(n)(a), one can still use square-
and-multiply methods which is polynomial in log2 n but if no spe-
cial property is known, in the chain (p(ki))N

i=1, N = O(log2 n),
of polynomials used in the computation, one has to store every
polynomials p(ki) to compute p(ki+1) which requires to store poly-
nomials of degree up to roughly dn. Even for small degree, n being
in the range of the key size, the storage of such a polynomial is not
feasible. Such an action is therefore of no practical value.

The Chebyshev action is bound to the following semigroup ac-
tion problem:

Problem 6.5 [The discrete Chebyshev problem] Let R be a
finite ring with unity. Given a and b such that b = Tl(a) for some
l ∈ N, find a n > 0 such that b = Tn(a).

This action is in essence different from the action induced by the
sequence of powers, i.e., the sequence (xn)∞n=1. Indeed, the powers
of an element stay in the multiplicative semigroup generated by
this element, but the values Tn(a) live in the whole sub-ring R[a].
There is however a strong connection between these two actions.
The next section is a study of it in the case of a finite field.
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6.2 The discrete Chebyshev problem in
finite fields

In this section we consider the case where R = Fq, the finite field
with q = pd elements. The issue is to determine if Chebyshev
polynomials behave in finite fields in a manner that fulfills crypto-
graphic requirements such as mixing property and difficulty of the
underlying mathematical problem.

A first thing to note is that characteristic 2 has to be avoided.
Indeed, using Property 2. of 6.2, we see that

Tn(x) mod 2 =
{

1 if n is even
x if n is odd

Therefore, we will always assume that p 6= 2. Next, most of Cheby-
shev polynomials have a nice mixing property in such algebraic
structure. More precisely, we have:

Proposition 6.6 Let n be an integer and q = pd. Then (n, q2 −
1) = 1 if and only if Tn ∈ Fq[x] is a permutation polynomial, i.e.,
the function induced by Tn on Fq is a permutation.

A proof can be found in [41] as a special case of Theorem 9.43.
Now come the question of determining the difficulty of the discrete
Chebyshev problem in a finite field. It turns out that the problem
is computationally equivalent to the DLP in F∗q , as long as p 6= 2
(Corollary 6.8 below). Therefore this action does not yield some
more secure system, but rather gives another point of view of the
long standing DLP in finite fields of odd characteristic. A key point
in the equivalence is the fact that SQROOT is an easy problem in
any finite field. Indeed there exists a randomized algorithm to solve
SQROOT in Fq that has an expected running time of O((log2 q)4)
bit operations. The idea of it goes back to A.Tonelli in an 1891
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paper. There are algorithms even faster if one works over F2d or Zp.
A detailed description of both the algorithms and the complexities
can be found in [57].

Here is the main result of this section. It provides a strong
connection between the discrete Chebyshev problem and the DLP
in Fq.

Proposition 6.7 Let Fq be a finite field of odd characteristic.

1. The discrete Chebyshev problem with parameters b = Tn(a)
reduces to at most two DLPs in the field Fq(

√
a2 − 1). Here√

a2 − 1 is any square root of a2 − 1.

2. The DLP in Fq reduces to the discrete Chebyshev problem in
Fq.

Proof: Let us prove the first point. Suppose one wants to find n

such that Tn(a) = b, with a an element of Fq and b in the orbit of a.
Let x ∈ Fq(

√
a2 − 1) such that 1

2 (x+x−1) = a. Such an x exists, it
suffices to take x = a+

√
a2 − 1. The element x can be computed in

expected polynomial time as explained above. Because of Property
3. of 6.2, we have

Tn(a) = Tn( 1
2 (x+ x−1))

= 1
2 (x

n + x−n)

= b

and therefore xn = b±
√
b2 − 1. The discrete Chebyshev problem

reduces in finding n such that one of the equalities xn = b+
√
b2 − 1

or xn = b −
√
b2 − 1 holds. This requires at most two DLPs in

Fq(
√
a2 − 1).

We now prove the second point. Suppose one wants to find
n such that an = b, with a an element in F∗q and b in the cyclic
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sub-group generated by a. Let us define the elements x and y as
follows:

x = 1
2 (a+ a−1) and y = 1

2 (b+ b−1).

Because of Property 3. of 6.2, y = Tn(x) is equivalent to

1
2 (b+ b−1) = 1

2 (a
n + a−n),

i.e.,

b− an =
1
an
− 1
b

=
b− an

ban
,

which is equivalent to

(b− an) ·
(

1− 1
ban

)
= 0.

The equality is fulfilled if and only if either an = b or aq−1−n = b.
After having solved the discrete Chebyshev problem with parame-
ters x and y, we have an integer n′ that fulfilled one of the previous
equalities. If an′ = b then we define n = n′ and if aq−1−n′ = b then
we define n = q − 1− n′. In both cases the DLP is reduced to the
discrete Chebyshev problem with parameters x and y.

Corollary 6.8 Let Fq be as above. The discrete Chebyshev prob-
lem and the DLP in Fq are computationally equivalent.

Proof: There remains only one reduction to study. The previous
proposition shows that the discrete Chebyshev problems in Fq is
at most as hard as the DLP in Fq2 . We have seen that the Pohlig-
Hellman reduction solves the DLP in F∗q2 by solving a family of
DLPs in quotients of F∗q2 and the overall complexity is determined
by the largest prime dividing q2 − 1 = (q − 1)(q + 1). This largest
prime is less than (q + 1)/2, i.e., the problem is no more difficult
that the DLP in Fq, computationally speaking.
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The proof of the proposition shows that if SQROOT is feasible
in some extension ring S of the ring R, then the same argument
holds and therefore the discrete Chebyshev problem in R will al-
ways reduce to the DLP in S. In the search of new hard problems
related to our study, a natural idea is to find rings where SQROOT
is a non-trivial problem, computationally speaking. On the other
hand, the reduction of the DLP to the discrete Chebyshev problem
in the previous proof has been done using the fact that there is no
zero divisors in a field. In a finite ring R which is not a field, the
situation is different since R must possess zero divisors, see Lemma
3.11. In such a situation, a reduction of this type does not seem to
be evident.

6.3 The discrete Chebyshev problem in
Matn(Fq)

The next natural step after having looked at the case of a finite
field is the study of the problem in Matn(Fq). As mentioned ear-
lier, there exists a probabilistic polynomial-time reduction of the
DLP in Gln(Fq) to the DLP in some small extension field of Fq

[58]. Note that using Jordan decomposition technics, the DLP in
Matn(Fq) also reduces to the DLP in Gln(Fq). What about the
discrete Chebyshev problem in Matn(Fq)? As explain above, the
non-feasibility of SQROOT in some extension of the considered
ring is essential in order to face a problem that does not reduce to
a DLP in that ring. As a matter of fact, there exists matrices over
fields that do not admit any square root in any extension field. A
toy example is the matrix (

0 1
0 0

)



90 Actions induced by Chebyshev polynomials

that does not have a square root in any field. Let us recall the
notion needed to state and prove the theorem of classification of
matrices that are squares. This theorem is not fundamentally use-
ful in our context since we will see that in fact the discrete Cheby-
shev problem in Matn(Fq) is no more difficult than the DLP in
some small extension field of Fq, but the result has an intrinsic
mathematical value and deserves as such to figure in these pages.

A Jordan block of order d corresponding to λ, J(λ, d), is an
upper-triangular square matrix of dimension d with λs in the main
diagonal, 1’s in the first upper-diagonal and 0’s everywhere else.
Two matrices A and B with entries in a field F are equivalent,
written A ∼ B, if there exists an invertible matrix S with entries
in F such that A = SBS−1. In addition, Jordan’s theorem says
that if the characteristic polynomial of a matrix A split in F then
A is equivalent (as a matrix in Matn(F)) to a matrix of the form

Diag(J(λ1, d1), . . . , J(λk, dk))=

J(λ1, d1) 0
. . .

0 J(λk, dk)

 (6.1)

where λ1, . . . , λk are the eigenvalues of A (not necessarily distinct)
and

∑k
i=1 di = n. This matrix, the Jordan canonical form, is

unique up to a permutation of the component Jordan blocks (see
e.g. [9] or [31]).

Lemma 6.9 Let F be a field and Z ∈ Matn(F) having all its eigen-
values in F. Then for each eigenvalue λ of Z and all integer k > 1,
the number of Jordan blocks J(λ, d) with d > k is

rank (Z − λI)k−1 − rank (Z − λI)k.

Hence the number of Jordan blocks of size exactly k is

rank (Z − λI)k+1 − 2rank (Z − λI)k + rank (Z − λI)k−1
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The first part of the lemma is Theorem 5.14 of [9]. The second
part is a direct consequence of it.

Theorem 6.10 Let F be a field (finite or not) and N ∈ Matn(F).
There exists M ∈ Matn

(
F
)

such that M2 = N if and only if

• char F 6= 2 and the Jordan blocks associated to N correspond-
ing to 0 are either non-existent or of type J(0, 1) or come in
pair of type (J(0, d), J(0, d)) or of type (J(0, d), J(0, d− 1)).

• char F = 2 and for each eigenvalue λ of N the Jordan blocks
corresponding to it associated to N are either of type J(λ, 1)
or come in pair either of type (J(λ, d), J(λ, d)) or of type
(J(λ, d), J(λ, d− 1)).

Proof: The proof is divided into the following claims:

1. In characteristic different from 2, any Jordan block J(λ, d)
with λ 6= 0 is a square.

2. The Jordan canonical form of the square J(0, l)2, l > 1, is
either Diag(J(0, l/2), J(0, l/2)) if l is even or Diag(J(0, (l +
1)/2), J(0, (l−1)/2)) if l is odd. These Jordan decomposition
matrices are themselves squares.

3. In characteristic 2, the Jordan canonical form of J(µ, l)2,
l > 1, is either Diag(J(µ2, l/2), J(µ2, l/2)) if l is even or
Diag(J(µ2, (l+ 1)/2), J(µ2, (l− 1)/2)) if l is odd. These Jor-
dan decomposition matrices are themselves squares.

Proof of 1): The proof is constructive. Let

M :=


a1 a2 a3 . . . ad

a1 a2 ad−1

. . . . . .
...

0 a1 a2

a1

 .



92 Actions induced by Chebyshev polynomials

Clearly M2 = J(λ, d) if and only if (M2)1j = (J(λ, d))1,j . This
equality holds if and only if

(M2)11 = a2
1 = λ , (M2)12 = 2a1a2 = 1

and for all j > 3

(M2)1j =
j∑

i=1

aiaj−i+1 = 0. (6.2)

Let µ in F with µ2 = λ. If a1 = µ then in order to satisfy the above
equations, a2 = (2a1)−1 and one can define by induction each aj ,
j > 2, using the knowledge of the previous a1, . . . , aj−1 since using
Equations 6.2,

aj =
1

2a1

j−1∑
i=2

aiaj−i+1.

Hence, the matrix M can be built and J(λ, d) is a square.
Proof of 2): First, we define Z as

Z = J(0, l)2 =



0 0 1 . . . 0

0 0
...

. . . . . . 1
0 0

0

 .

The goal is to find the Jordan canonical form of Z. Clearly all its
eigenvalues are 0. It suffices to determine the size of its Jordan
blocks. For all 1 6 k 6 bl/2c, Zk is a matrix with 1s in the 2kth
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upper-diagonal and 0s everywhere else, i.e.,

Zk =



2k︷ ︸︸ ︷
0 . . . 0 1 0 . . . 0

. . . . . .
...

1 0
0 1


and rank (Z − 0I)k = rankZk = max(l− 2k, 0). Using the formula
of Lemma 6.9, the number of Jordan blocks of Z of size d is

max(l − 2(d+ 1), 0)− 2 max(l − 2d, 0) + max(l − 2(d− 1), 0).

If l is even then

Number of Jordan blocks of Z of size d =
{

2 if d = l/2
0 otherwise.

If l is odd then

Number of Jordan blocks of Z of size d =

 1 if d = (l − 1)/2
1 if d = (l + 1)/2
0 otherwise.

The last statement of 2) comes from the fact that if A ∼ B2, i.e.,
A = SB2S−1, then A = C2 for C = SBS−1. This finishes the
proof of 2).
Proof of 3): In characteristic 2, we have

J(µ, l)2 =



µ2 2µ 1 . . . 0

µ2 2µ
. . .

...
. . . . . . 1

0 2µ
µ2

 =



µ2 0 1 . . . 0

µ2 0
. . .

...
. . . . . . 1

0 0
µ2

 .
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All the eigenvalues of this matrix are µ2 and as before, let us find
the size of the Jordan blocks associated to it. IfW = J(µ, l)2−µ2·I,
then W = Z (c.f. 2)) and the same result is still true. This proves
3).

Let M be a matrix with N = M2, i.e.,

M ∼ Diag(J(µ1, d1), . . . , J(µk, dk)) ,

N ∼ Diag(J(µ1, d1)2, . . . , J(µk, dk)2).

If char F = 2 then we apply 3) to each Jordan block with di > 1 and
if char F 6= 2 then we apply 2) to each Jordan block associated to 0
with di > 0. In each case we see that the conditions stated in the
theorem are necessary. To see that they are also sufficient, suppose
that the Jordan canonical form of N satisfies them. Without loss
of generality, we can assume that

N ∼ Diag(J1, J2, J3)

where: J1 is a block that contains all the Jordan blocks with non-
zero eigenvalues (if any) placed such that the elements of every
couple (J(λ, d), J(λ, d)) or (J(λ, d), J(λ, d − 1)) are consecutive,
J2 contains all the Jordan blocks with eigenvalues zero placed (if
any) such that the elements of every couple (J(0, d), J(0, d)) or
(J(0, d), J(0, d − 1)) are consecutive, and finally where J3 is a di-
agonal matrix.
If char F 6= 2: Because of 1), there exists a blockM1, built from ma-
trices whose square are the Jordan blocks of J1 such that M2

1 = J1.
Because of 2), there exists a block M2, built from matrices whose
square are the Jordan blocks of J2 such that M2

2 = J2. J3 being di-
agonal, the diagonal matrixM3 whose diagonal elements are square
roots of the diagonal elements of J3 satisfies M2

3 = J3. Therefore
Diag(M1,M2,M3)2 = Diag(J1, J2, J3) and N is equivalent to the
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square of a matrix, i.e., N is a square of a matrix.
If char F = 2: Because of 3), there exists two blocks M1 and M2,
built from matrices whose square are the Jordan blocks of J1 and
J2 such that M2

i = Ji, i = 1, 2. J3 being diagonal, the diagonal ma-
trix M3 whose diagonal elements are square roots of the diagonal
elements of J3 satisfies M2

3 = J3. Therefore Diag(M1,M2,M3)2 =
Diag(J1, J2, J3) and the same remark above applies.
This completes the proof of the theorem.

Remark 6.11 There exists an expected polynomial-time algorithm
that produces the Jordan canonical form of a matrix over a finite
field (c.f. [58]). It is not difficult to deduce from the proof of the
previous theorem an expected polynomial-time algorithm that will
produce a square root of a matrix as long as it possesses one.

Example 6.12 A matrix N with Jordan blocks0 1 0
0 0 1
0 0 0

 ,

(
0 1
0 0

)
,

(
1 1
0 1

)
is a square if and only if the characteristic of the field is different
from 2.

Let us now build an example where the reduction used in the
proof of Proposition 6.7 is useless. First, the matrix a should be
chosen such that a2 − 1 is not a square. Let

a =
(

1 1
0 1

)
and a2 − 1 =

(
0 2
0 0

)
∼
(

0 1
0 0

)
Theorem 6.10 shows that a2 − 1 is not a square. It is also not
difficult to see (e.g. [16]) that

Tn(a) =
(
Tn(1) T ′n(1)

0 Tn(1)

)
=
(

1 T ′n(1)
0 1

)
= b
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and the problem of finding n such that Tn(a) = b simply reduces
to find n such that T ′n(1) = b22.

Lemma 6.13 For all n > 1, Tn(1)′ = n2 and Tn(−1)′ = (−1)nn2.

Proof: The proof is an induction on n. First, the statement is true
for n = 1, 2 ; suppose it is true for all k 6 n. Then using Property
2. of 6.2 and the induction hypothesis, we have

T ′n+1(1) = 2Tn(1)+2T ′n(1)−T ′n−1(1) = 2+2n2−(n−1)2 = (n+1)2.

The proof is the same with −1.

Now, it is clear that the discrete Chebyshev problem in any finite
field with this particular a is an easy problem, since it suffices to
solve n2 = b22 in order to solve this instance of discrete Chebyshev
problem.

This particular example also gives the idea that any discrete
Chebyshev problem in Matn(Fq) will always boil down to either a
square root problem in Fq or several DLP in some small extension
field. Indeed, if the matrix a possesses a square root, then the proof
of Proposition 6.7 shows that it suffices to solve a DLP in Matn(F)
where F is a small extension fields of Fq. On the other hand, if
the matrix a does not possess a square root in any field extension
then because of Theorem 6.10, it has at least one Jordan block of
dimension at least 2 associated to the eigenvalue ±1. Using Jordan
decomposition techniques and the fact that (e.g. [16])

Tn(J(±1, d)) =



Tn(±1) T ′n(±1) ∗
Tn(±1) T ′n(±1)

. . .

0
. . . T ′n(±1)

Tn(±1)

 ,
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the same phenomenon appearing in the previous example can be
used to reduce the problem, via Lemma 6.13, to a square root
problem in Fq. We have proven the following proposition:

Proposition 6.14 Let Fq be a finite field of odd characteristic.

1. The discrete Chebyshev problem in Matn(Fq) with parameters
a and b = Tl(a) reduces the DLP in some small extension field
of Fq when a2 − 1 is a square in Matn(Fq).

2. The discrete Chebyshev problem in Matn(Fq) with parameters
a ∈ Matn(Fq) and b = Tl(a) reduces to SQROOT in Fq when
a2 − 1 is not a square in Matn(Fq).

The consequence of the theorem is that the discrete Chebyshev
problem in Matn(Fq) is not appropriate for cryptographic purpose.
Indeed the key size is much larger in that case compared to the
key size of the usual cryptosystems based on the DLP in Fq for the
same level of security. The next section describes a choice of ring
R that will produce a hard problem not directly connecting to a
DLP in R∗.

6.4 The discrete Chebyshev problem and
RSA integers

The difficulty of finding square roots modulo an RSA number has
already been used in the conception of the Rabin cryptosystem as
shown in the Introduction. In this section we consider R = Zn,
with n = pq an RSA number and study the relationship between
the discrete Chebyshev problem in R and FACTORING. First,
the reduction of the discrete Chebyshev problem to the DLP in
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the proof of Proposition 6.7 is clearly not computationally feasi-
ble because of the difficulty of SQROOT. Therefore the discrete
Chebyshev problem in R seems to be different than the DLP in R.

For an integer b, any integer e 6= 0 with the property that

be ≡ 1 mod n

is called an exponent for b modulo n. Here is a key point of this
study based on the relationship of computation of exponents and
DLP:

Lemma 6.15 Let n be an RSA number. If there exists a polyno-
mial time algorithm that provides for each b ∈ Z∗n an exponent for
b modulo n, then one can factor n in expected polynomial time.

The Lemma is an extension of a result of [1] and is in essence
Theorem 6.6 of [56]. This result is usually used in the reduction of
the factoring problem to the DLP in Z∗n.

Theorem 6.16 Let n be an RSA number. Then

1. If one can factor n and solve the DLP modulo each prime
factor of n in polynomial time, then one can solve the discrete
Chebyshev problem in Zn in polynomial time.

2. If one can solve the discrete Chebyshev problem in Zn in poly-
nomial time, one can factor n in expected polynomial time.

Proof: The proof of 1. comes from the feasibility of the reduction
of the discrete Chebyshev problem to the DLP used in the proof of
Proposition 6.7 (Note that since n is an RSA number, n is odd and
1
2 has a meaning). Let us now prove the second point by showing
that if one can solve the discrete Chebyshev problem in polynomial
time then one can find either exponents modulo n or a factorization
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of n in polynomial time. Let b ∈ Z∗n and p be a prime such that p
does not divide ϕ(n). First, note that such a p exists amongst the
first blog2 nc+ 1 primes since otherwise if

d := 2 · 3 · ... · pblog2 nc+1

then

d > 2blog2 nc+1 > 2log2 n = n > ϕ(n) and d|ϕ(n)

which is a contradiction. Therefore such a prime p can be found in
polynomial time. If a ≡ bp mod n then a ∈ Z∗n. The reduction of
the DLP to the discrete Chebyshev problem used in the proof of
Proposition 6.7 shows that if x = 1

2 (a + a−1) and y = 1
2 (b + b−1)

then

Tk(x) = y in R ⇐⇒ (ak − b) ·
(
ak − 1

b

)
= 0 in R

⇐⇒ (ak − b) ·
(
ak − 1

b

)
≡ 0 mod n.

Then if Tk(x) = y, either

ak = b in R or ak = b−1 in R or gcd(ak − b , n) 6= 1,

i.e.,

either pk − 1 is an exponent of b modulo n,

or pk + 1 is an exponent of b modulo n,

or gcd(ak − b , n) is a non-trivial divisor of n.

In any case, by solving the discrete Chebyshev problem Tk(x) = y,
we have found in polynomial time either an exponent of b modulo
n or the factorization of n. Using Lemma 6.15, the result is then
clear.
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6.5 Conclusion

In this chapter, we have studied the action of Chebyshev polyno-
mials on different finite rings R. We have studied the difficulty of
the discrete Chebyshev problem in these rings.

1. When R = Fq, we have shown that the discrete Chebyshev
problem is computationally equivalent to the DLP in F∗q .

2. WhenR = Matn(Fq), We have shown that the discrete Cheby-
shev problem is no more difficult than the DLP in some small
extension field of Fq.

3. When R = Zn, with n an RSA integer, we have shown that if
one can solve the discrete Chebyshev problem in polynomial
time, on can factor n in expected polynomial time.



Chapter 7

PAIGE LOOPS AND
SEMIGROUP
ACTION PROBLEMS

In this chapter, the stucture of Moufang loops and Paige loops
is presented. We study the DLP in the Paige loop M∗(q) and a
semigroup action problem based on exponentiation and conjugation
in the Moufang loop M(q) is analyzed.

7.1 Loops, Moufang loops and Paige loops

Definition 7.1 Let L be a set with a binary operation (a, b) 7−→
ab. Then L is a loop if:

i) For a, b, c ∈ L, the knowledge of any two elements in the
equation ab = c uniquely specifies the third.

ii) There exists a neutral element e such that ea = ae = a for
all a ∈ L.

101
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It can be shown by a standard argument that the neutral ele-
ment is unique. The important point in the previous definition is
the absence of rules concerning the associativity of the binary oper-
ation. A loop is associative when it is specified that the associative
law applies to the operation. Even without this requirement, loop
theory is very close to group theory. The next concepts are exam-
ples of such a similarity. A loop homomorphism is defined in the
same way as in group theory. A sub-loop P of a loop L is a subset
of L that is closed under the operation and such that the restriction
of the operation gives P the structure of a loop. A sub-loop P is
normal if

aP = Pa , (aP )b = a(Pb) , a(bP ) = (ab)P

for all a, b in L. A congruence relation in a loop L is an equivalence
relation ∼ such that

a ∼ b =⇒
{
ac ∼ bc ∀c ∈ L,
ca ∼ cb ∀c ∈ L.

This notion is closer to the notion of congruence relation in groups
than in semigroups. Indeed, the following proposition shows that
both are equivalent, contrary to the case of semigroups where the
notion of c-simplicity had to be created to capture the essence we
were looking for.

Proposition 7.2 Let L be a loop. If P is a normal sub-loop of L
then the relation ∼ such that a ∼ b ⇐⇒ a ∈ bP is a congruence
relation in L. Reciprocally, if ∼ is a congruence relation in L, then
P = {a ∈ L | a ∼ e} is a normal sub-loop of L.

Since no proof of this result has been found in the literature and
because of its importance from our point of view, we give here a
proof of it:
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Proof: Suppose P is a normal sub-loop of L. The proof that ∼ is
an equivalence relation is the same as in group theory, so we skip it.
Now if a ∼ b then a = bp for some p in P . Therefore ac = (bp)c and
since P is normal we can write (bp)c = b(p′c) = b(cp′′) = (bc)p′′′

for some p′, p′′, p′′′ in P . Thus ac ∼ bc for all c in L. The proof
that ca ∼ cb is similar.

Suppose ∼ is a congruence relation and let us check that the
set P defined in the statement is a normal sub-loop. The fact that
a ∼ e and b ∼ e implies ab ∼ eb ∼ ee = e shows that P is stable
under the operation. Clearly e ∈ P . The properties of a loop
are inherited from L. Moreover, since ap ∼ ae = a = ea ∼ p′a,
(ap)b ∼ (ae)b = ab = a(eb) ∼ a(p′b) and a(bp) ∼ a(be) = ab =
a(be) ∼ a(bp′) for all p, p′ ∈ P , the sub-loop P is normal.

Definition 7.3 A loop L is simple if it has no proper normal sub-
loop or equivalently if it has no non-trivial congruence relation.

In order to understand the vast variety of loops, one habitually
studies loops satisfying some weak form of associativity:

Definition 7.4 A loop M is called a Moufang loop if the Moufang
identities

(ab)(ca) = a((bc)a)

a(b(ac)) = ((ab)a)c

a(b(cb)) = (a(bc))b

are satisfies for every a, b, c in M .

Ruth Moufang first studied these objects in 1935 [63]. The
next proposition states the most remarquable results concerning
Moufang loops. We refer the reader to [68] for the proofs.
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Proposition 7.5 Let M be a Moufang loop. Then

1. Any two of the three Moufang identities imply the third.

2. Every element in M has a unique both-sided inverse.

3. (Moufang Theorem [63]) Let a, b, c be elements in M . The
smallest sub-loop containing a, b, c, 〈a, b, c〉, is associative if
and only if (ab)c = a(bc).

4. Any sub-loop that is two-generated, i.e., of type 〈a, b〉, is as-
sociative. Thus, it is a group.

Statement 4. of the proposition shows that the order ordx of
an element x in a Moufang loop is well-defined. We are now ready
to define the main subject of this chapter:

Definition 7.6 A Moufang loop M is a Paige loop if it is non-
associative, finite and simple.

Statement 2. of Proposition 7.5 shows that Paige loops can be
considered as simple groups, without the associative law. Note that
because of Theorems 3.7 and 3.8, studying simple non-associative
objects is “a last chance” to discover interesting actions from con-
ceptually new objects.

Paige loops have been discovered by L. Paige in 1956 [67] who
constructed such a loop based on every finite field Fq. Thirty years
later, M. Liebeck [44] proved that there are no other Paige loops.
We will denote the unique Paige loop constructed over Fq byM∗(q),
as in [89]. The following constructive description of M∗(q) is due
to M. Zorn.



Loops, Moufang loops and Paige loops 105

Let Fq be a fixed finite field. For α, β ∈ F3
q, let α · β denote the

standard dot product and α× β the standard vector product:

α · β = α1β1 + α2β2 + α3β3,

α× β = (α2β3 − α3β2, α3β1 − α1β3, α1β2 − α2β1).

The Zorn algebra Z(q) is the set of 2× 2 matrices(
a α
β b

)
where a, b ∈ F and α, β ∈ F3

q,

with the following multiplication:(
a α
β b

)
·
(
c γ
δ d

)
=
(

ac+ α · δ aγ + dα− β × δ
cβ + bδ + α× γ β · γ + bd

)
. (7.1)

We do not discuss here the properties of the Zorn algebra such
as the existence of a non-degenerate quadratic form that makes
Z(q) a split composition algebra [89]. The notions of determinant
and trace will however be needed in the sequel. Let us define these
objects:

The determinant of an element in the Zorn algebra is defined
by

det
(
a α
β b

)
= ab− α · β.

Surprisingly enough, the determinant is still multiplicative, i.e., the
identity

det(x · y) = detx · det y

is fulfilled for all elements x, y in Z(q). An element of Z(q) has a
multiplicative inverse if and only if its determinant is nonzero. In
such a case, (

a α
β b

)−1

=
1

ab− α · β

(
b −α
−β a

)
.
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An easy argument shows that if an element x possesses an inverse in
Z(q), then x−1 = xord x−1. All the elements in Z(q) with nonzero
determinant form a Moufang loop, as well as all elements with
determinant 1. Let us denote this latter loop by M(q). The neutral
element is clearly

e =
(

1 (0, 0, 0)
(0, 0, 0) 1

)
and the set {e,−e} is the unique normal sub-loop of M(q), which
is also the biggest commutative and associative sub-loop of M(q)
[89].

Definition 7.7 For each finite field Fq, the Paige loop M∗(q) is
defined as the quotient loop M(q)/∼, where ∼ is the congruence re-
lation induced by the normal sub-loop {e,−e} given by Proposition
7.2.

It will be convenient to work with M(q) instead of M∗(q), keep-
ing in mind that the operations are to be considered modulo ∼.
From a computational point of view, working either in M(q) or in
M∗(q) is equivalent. Indeed, for each class in M∗(q), there is at
most two possible elements in it in M(q) and each computation in
M∗(q) can be lifted to at most two computations in M(q).

L. Paige gave the cardinality of M∗(q) [67] with

|M∗(q)| =

{
q3(q4 − 1) if q is even,

q3(q4−1)
2 if q is odd.

P. Vojtěchovský showed that any Paige loop is three-generated, i.e.,
is of type 〈a, b, c〉, and gave different families of generators [89].

The trace of an element in the Zorn algebra is defined by

tr
(
a α
β b

)
= a+ b.
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Clearly the trace is Fq-linear. It also satisfies the equality

tr (x · y) = tr (y · x)

because of the similarity of the diagonal elements of x · y with the
usual matrix multiplication. The determinant together with the
trace satisfy the following analogue to Cayley-Hamilton Theorem:

Proposition 7.8 Any element x of the Zorn algebra Z(q) satisfies
the equation

x2 − tr (x)x+ det(x)e = 0.

The proof is a straightforward computation. One can also notice
that the algebraic expression of x2 is the same when we consider
α and β as element in Fq. Cayley-Hamilton theorem being true in
Mat2(Fq), the result is valid as well in Z(q).

7.2 The DLP in M ∗(q)

This section presents the study of the discrete logarithm problem in
the Paige loopM∗(q). It will be shown that the problem completely
reduces to the discrete logarithm problem in a quotient of SL2(Fq),
namely in

L2(q) = SL2(Fq)/{±I} = {M ∈ GL2(Fq) | detM = 1}/{±I}.

This reduction is possible due to a group isomorphism ω that maps
a 1-generated sub-loop 〈x〉 ofM∗(q) into a sub-group of L2(q). This
group homomorphism already exists in essence in Proposition 3.6
of [89]. However, we believe that the proof of the injectivity is
false, which is a crucial point in the development of the theory.
Therefore, we present here a complete proof of the statement. We
need first a nice representation of elements in 〈x〉 given by the next
lemma.
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Lemma 7.9 Let x be in M∗(q) and y ∈ 〈x〉. Then

x =
(
a α
β b

)
=⇒ y =

(
c sα
sβ d

)
for some c, d, s ∈ Fq. If α = β = 0, then by setting s = 0, every
element y ∈ 〈x〉 has a unique representation as above.

Proof: Using the Zorn multiplication formula (7.1) and the fact
that α× α = β × β = 0, it is easy to check by induction on n that(

a α
β b

)n

=
(
cn snα
tnβ dn

)
(7.2)

with cn, dn ∈ Fq[a, b, α · β] and sn, tn ∈ Fq[a, b]. In particular, the
coefficients sn and tn do not depend on the parameters α and β.
Thus we may replace α, β by any other variables and the values of
sn and tn will not change in (7.2). Therefore(

∗ sn

tn ∗

)
=
(
a 1
1 b

)n

and the right-hand-side being a symmetric matrix, sn = tn for all
n. The last part of the statement is clear.

Proposition 7.10 Let x and y be as in Lemma 7.9 and define
ω : 〈x〉 −→ L2(q) by

ω(y) = ω

(
c sα
sβ d

)
=
(
c sα · β
s d

)
.

Then ω is an injective group homomorphism.

Proof: First, ω is well defined by Lemma 7.9. A straightforward
computation shows that ω is a group homomorphism. It is also
injective since the representation of y in Lemma 7.9 implies that

ω(y) = 1L2(q) =⇒ y = e.
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This proves the proposition.

A polynomial-time reduction from the DLP in M∗(q) to the
DLP in Fq can easily be deduced from this proposition. Here it is:

Algorithm 7.11 Given q a power of a prime number, x ∈ M∗(q)
and y ∈ 〈x〉, this algorithm finds an integer n such that xn = y using

a call to an oracle that solve the DLP in SL2(Fq).

1. Set M = ω(x) and N = ω(y). Consider both M and N as

elements of SL2(Fq).

2. Solve the DLP Mn = N in SL2(Fq) using the known reduction

[58] to the DLP in Fq.

3. Output n.

Proposition 7.12 Algorithm 7.11 finds an integer n that solves
the DLP in M∗(q).

Proof: Since ω(xn) = ω(x)n = Mn = N = ω(y), the result follows
from the injectivity of ω.

Remark 7.13 The algorithm presented in the next section will
also solve, as a special case, the DLP in M∗(q) using another
method. However the previous algorithm uses the strong connec-
tion between a one-generated sub-loop of M∗(q) and group theory,
which enlightens the situation.

7.3 Exponentiation and conjugation in
M(q)

The next action tries to take advantage of the absence of eigen-
values in M(q). Indeed, the heart of the (yet hidden) reduction
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presented in the previous section lies in the resolution of the DLP
in SL2(Fq) that can be accomplished using the eigenvalues of the
matrices in this linear group. Here, using conjugation, we avoid the
possible use of the homomorphism ω. The use of M(q) instead of
M∗(q) is justified mainly because of the absence of choice of class
elements. Since every class possesses at most 2 elements, the use
of M(q) has no computational consequences: M(q) is not simple,
but it is up to a quotient by {±I}.

Let C be a commutative and associative sub-loop of Z(q). For
example

C = 〈z〉 or C = {az + be|a, b ∈ Fq , det(az + be) 6= 0}.

Then the current action will be the following (c.f. Example 3.4):

(C × Z)×M(q) −→ M(q)

(c, n), g 7−→ cgnc−1 (7.3)

Note that the conjugation uses the full power of the Zorn multi-
plication, i.e., the product cgnc−1 makes appear the “twist” of the
vector product in 7.1. Note as well that the conjugation is well de-
fined according to Moufang’s theorem. Indeed the sub-loop 〈c, g〉
is two-generated, and the operation is associative inside it.

We want here to point out that the situation is different than
when the actual objects are matrices over fields. The possibility
to transform a matrix into a triangular one via conjugation can be
used over Gl2(F) in order to solve the analogue semigroup action
problem of 7.3 in this algebraic group solving at most two DLPs in
F. Indeed, if(

a b
c d

)n

=
(
r s
t u

)
and

(
a b
c d

)
= M

(
λ w
0 µ

)
M−1
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then (
λn w′

0 µn

)
= M−1

(
r s
t u

)
M =

(
∗ ∗
0 ∗

)
,

and this last equation yield the resolution of the DLPs in F. How-
ever, playing with Moufang loops makes the situation completely
different. Given a element g in M(q), even if one can transform it
using conjugation into an element g̃ which is “upper-triangular”,
say g̃ = vgv−1 for some v ∈ M(q) (which is moreover not possible
in general), one may not be able to find an element in u ∈ 〈c, g〉
in order to have g̃ = ugu−1. The associativity being not a general
rule in M(q), any expression of type g̃ = vgv−1 will not help in the
resolution of the SAP.

Under some conditions, the linearity of the trace together with
the equation of Proposition 7.8 will however allow a reduction of
the associated semigroup action problem to the DLP in Fq via
Chebyshev polynomials, when q is odd. When q is even, i.e., q = 2d,
the reduction can be realized using specific properties of finite field
of characteristic 2.

First note that because of the property of the trace, one has

tr (cgnc−1) = tr (gncc−1) = tr (gn). (7.4)

This shows that the trace is invariant under conjugation. The
invariance can be used as follows:

Proposition 7.14 Let c, g ∈M(q). If un = tr (cgnc−1) then:

1. The sequence {un}n∈N satisfies the second order linear recur-
rence relation

un+2 − τun+1 + un = 0

where τ = tr (g) = u1.
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2. If q is odd, then the sequence {un}n∈N satisfies

un/2 = Tn(τ/2)

where Tn is the nth Chebyshev polynomial and τ is as above.

Proof: 1. By Proposition 7.8 and Equation 7.4, we have

0 = tr (gn(g2 − tr (g)g + 1︸ ︷︷ ︸
=0

))

= tr (gn+2 − tr (g)gn+1 + gn)

= tr (gn+2)− τtr (gn+1) + tr (gn)

= tr (cgn+2c−1)− τtr (cgn+1c−1) + tr (cgnc−1)

= un+2 − τun+1 + un.

2. The sequence Tn(τ/2) satisfies the second order linear recur-
rence relation stated in 1. (see Proposition 6.2). It suffices
therefore to check that Ti(τ/2) = ui/2, i = 0, 1. This is done
with

T0(τ/2) = 1 = u0/2 and T1(τ/2) = τ/2 = u1/2.

Proposition 7.15 For fixed g ∈M(q) with tr g 6= ±2 and τ ∈ Fq,
there is at most two solutions of the equation tr (gn) = τ with
0 6 n < ord g.

Proof: Suppose the equation possesses at least one solution. Using
Proposition 7.8 and the condition tr (g) 6= ±2, we see that each
element in 〈g〉 has a unique representation in Fqg + Fqe. If we
write gn = ag + be with a, b ∈ Fq, the proof would follow from the
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existence of at most two solutions of the equation tr (ag + be) = τ

with unknown a, b. A direct computation shows that

1 = det gn = det(ag + be) = a2 + abtr (g) + b2

and
τ = tr (gn) = atr (g) + 2b.

It follows from these two equations that a2 · (tr (g)2 − 4) = τ2 − 4.
So if tr (g) 6= ±2, the field element a is determined up to a sign as

a = ±

√
τ2 − 4

tr (g)2 − 4

and then b is determined by the first of the above equations (the
second equation could be useless when char F = 2). This proves
the statement.

Proposition 7.16 The semigroup action problem induced by the
action 7.3 in M(q) with parameter g ∈M(q) satisfying tr (g) 6= ±2
reduces to the DLP in Fq(λ) where λ is any root of the equation
x2 − tr (g)x+ 1 = 0.

Proof: For given g, y and C, the SAP asks to find n and c ∈ C such
that y = cgnc−1 in M(q). The first point of Proposition 7.14 being
true in any characteristic, the integer n can be found by solving
the equation

un = tr (y) (7.5)

where

un+2 − τun+1 + un = 0 and u1 = τ = tr (g) , u0 = tr (g0) = 2.

Let λ be a root of x2 − τx + 1 = 0. One can easily check that
un = λn + λ−n. Indeed the right-hand-side satisfies the recurrence
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relation and is equal to u0 and u1 when n is 0 and 1. Therefore,
combining Equation 7.5 we have

λ2n − tr (y)λn + 1 = 0.

In other words, λn is one of the roots of the quadratic equation
x2 − tr (y)x + 1 = 0. We see by the way that the roots of the
previous equation are in Fq(λ). Let n1 and n2 be the solutions of
these two DLPs in λ. Note that n2 = |Fq(λ)|∗ − n1 and therefore
only one DLP has to be solved in order to compute both n1 and n2.
Using Proposition 7.15, we see that one of the ni gives the desired
n. The element c is then found by solving the linear system of
equations in the entries of c in Fq that is equivalent to the equation
yc = cgn with known n, g and y.

Remark 7.17 When q is odd, the proof of the previous proposi-
tion could have been based on the resolution of a Discrete Cheby-
shev Problem using the second point of Proposition 7.14.

On the way of the proof, we had to solve quadratic equations
in F2d when n is even. Since the usual school formula does not
hold when the characteristic is even, let us explain how this can be
done. We follow [4] and [7]. Recall that the trace of an element β
in F2d is the element in F2 defined by

Tr2d|2 (β) = β2 + β4 + ...+ β2d−1
=

d−1∑
j=1

β2j

.

Lemma 7.18 Consider the following quadratic equation over F2d :

x2 + x+ β = 0. (7.6)

Then 7.6 possesses solutions in F2d if and only if Tr2d|2 (β) = 0.
In this case the solutions x0 and x0 + 1 are given by
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1. x0 =
∑(d−1)/2

j=0 β22j

if d is odd,

2. x0 =
∑d−2

i=0

(∑d−1
j=i+1 δ

2j
)
β2j

if d is even, where δ ∈ F2d is
any element such that Tr2d|2 (δ) = 1.

The proof is a straightforward computation. The lemma also
shows how one would explicitly find the roots of a second degree
polynomial. Note that an element δ appearing when n is even
in the lemma is easily found by choosing random elements in the
field: the probability of selecting such an element is 1/2. Since
any quadratic equations over F2d can be reduced to the form of
Equation 7.6 after a suitable linear change of variable, the problem
of solving such polynomial equations is settled.

When tr (g) 6= ±2, a polynomial time reduction from the SAP
(7.3) in M(q) to the DLP in a small extension of Fq can easily be
deduced from Proposition 7.16. Here it is:

Algorithm 7.19 Given q a power of a prime number, g ∈M(q) with

tr (g) 6= ±2 , C = 〈z〉 and y = c′gn′(c′)−1 with c′ ∈ C, this algorithm

finds an integer n and an element c ∈ C such that cgnc−1 = y using

a call to an oracle that solve the DLP in Fq(λ).

1. Solve over Fq the equation x2 − tr (g)x+ 1 = 0. Let λ be one

of the roots.

2. Solve over Fq(λ) the equation x2 − tr (y)x + 1 = 0. Let µ be

one of the roots.

3. Find n such that λn = µ.

4. Using linear algebra, find c ∈ C such that yc = gnc. If no

such c exists, set n←− |Fq(λ)∗| − n and find c ∈ C such that

yc = gnc.

5. Output n and c.
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7.4 The case tr (g) = ±2

Let us come back to the family of SAP instances in (7.3) with
tr (g) = ±2. We have seen that the reduction used in Proposition
7.16 leading to Algorithm 7.19 via Proposition 7.15 strongly used
the fact that the square of the trace of g is not 4. There are still
some cases where the problem can be solved.

Lemma 7.20 If tr (g) = −2 and q is odd, then

y = cgnc−1 =⇒ n =
2− tr (y)

4
.

Therefore, the SAP induced by the action (7.3) is trivial with these
parameters.

Proof: The result comes from the fact that un = −4n + 2 is the
solution of the recurrence relation of Proposition 7.14 with u0 = 2
and u1 = tr (g) = −2. In view of the end of the proof of Proposition
7.16, the statement is clear.

This settles the case tr (g) = −2, q odd. When the trace of g is
2 and q is odd, the recurrence relation of Proposition 7.14 becomes

un+2 − 2un+1 + un = 0 , u0 = 2 , u1 = 2

which gives un = 2 for all n. In the same spirit, when q is even and
tr (g) = ±2 = 0 then un = 0 is the solution of the recurrence rela-
tion and the recurrence relation is not helpful anymore. However
the strong condition on both the determinant and the trace can be
used in a different manner when q is even:

Lemma 7.21 If tr (g) = 0 and q is even, then ord g ∈ {1, 2}.
Therefore the SAP induced by the action (7.3) is trivial with these
parameters .



The case tr (g) = ±2 117

Proof: The conditions tr (g) = 0 and det g = 1 imply that g has
the following form:

g =
(

1 +
√
α · β α
β 1 +

√
α · β

)
.

From this, the equality g2 = e is straightforward. This ends the
proof.

It remains to consider the case q odd with tr (g) = 2. Let us
consider the analogue case with SL2(Fq) instead of M(q) and let us
try to figure out what are the consequences of the trace condition
in SL2(Fq). Let G be a matrix in SL2(Fq) that plays the role of the
loop element g. The condition tr (g) = 2 translates into tr (G) = 2.
In other words,

G ∼
(

1 ∗
0 1

)
where ∗ is zero or 1 whether the minimal polynomial of G is x− 1
or x2 − 2x + 1. When ∗ = 0, then G = Id and the SAP is trivial.
When ∗ = 1 then

Gn ∼
(

1 n
0 1

)
and the SAP in SL2(Fq) can be solved via Jordan decomposition
techniques. As explained in the beginning of Section 7.3, such a
tool does not help in M(q). The following proposition shows that
the trace condition restricts the order of the elements.

Proposition 7.22 Let q = pd be odd and g ∈M(q) with tr (g) = 2.
Then either g = e or ord g = p.

Proof: Suppose g 6= e. Consider the commutative and associative
sub-algebra F[g] of Z(q). Classical ring theory shows that up to
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isomorphism, F[g] is the quotient ring F[t]/((t − 1)2). Indeed the
kernel of the ring epimorphism

F[t] −→ F[g]
p(t) 7−→ p(g)

is the ideal generated by (t− 1)2 by Proposition 7.8. Moreover the
order of g in M(q) is the order of g in F[g]. Thus

ord (g) = min{e ∈ N\{0} | te ≡ 1 mod (t− 1)2 in Fq}.

But since tp−1 = (t−1)p ≡ 0 mod (t−1)2 in characteristic p > 2,
we have ord g|p. However ord g 6= 1 since g 6= e and therefore
ord g = p.

Corollary 7.23 Let q = pd be odd and g ∈ M(q) with tr (g) = 2
and g 6= e. Consider the semigroup action problem induced by
7.3 where C is a commutative and associative sub-loop of Z(q). If
H = {c ∈ C | cgc−1 = g} then the cardinality of the orbit of g is
given by

|(C × Z) · g| = p · |C|
|H|

.

Proof: According to the previous proposition, it is enough to con-
sider the action of C×Cp on g where Cp is the multiplicative cyclic
group of order p. The loop C being a group, we know from classical
group action theory that

|(C × Cp) · g| =
|C × Cp|
|H ′|

=
|C| · p
|H ′|

where H ′ = {(c,m) | cgmc−1 = g} < C × Cp. However since Cp is
simple and g 6= e, we have H ′ = {c ∈ C | cgc−1 = g} × {1 ∈ Cp}.
This last group is isomorphic to H and the statement is proven.
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Example 7.24 Here is an example based on the action 7.3 with
artificially small parameters. Let p = 11, with g, z and C as follows:

g =
(

3 (2, 3, 4)
(1, 4, 1) 10

)
, z =

(
3 (3, 4, 10)

(2, 4, 1) 4

)
and C = 〈z〉. Note that tr (g) = 2. One can check that |C| =
p2 − 1 = 120 since x2 − tr (z)x+ det(z) = x2 − 7x+ 2 is primitive
in F11 and that |H| = |{c ∈ C | cgc−1 = g}| = 10. Therefore the
orbit of g possesses 11 · 12 = 132 elements.

Remark 7.25 Any element g in M(p) with tr (g) = 2 can be
uniquely written as

g =
(

1 +
√
−α · β α
β 1−

√
−α · β

)
.

Therefore g needs roughly 6 · log2 p bits to be described.

We end this chapter and work with the following question:

Question 7.26 Let g in M(q), C a commutative and associative
sub-loop of Z(q) and h an element obtained by conjugation of an
element in 〈g〉 by an element in C. Given that tr (g) = 2 and q is
odd, is there a reduction of the problem

“Find 0 6 n < ord g and c ∈ C such that cgnc−1 = h”

to the DLP in Fq?

7.5 Conclusion

In this chapter, the stucture of Moufang loops and Paige loops has
been developed. We have studied the DLP in the Paige loop M∗(q)
and a semigroup action problem based on exponentiation and con-
jugation in the Moufang loop M(q). The DLP in M∗(q) has been
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shown to reduce to the usual DLP in Fq using the group monomor-
phism ω of Proposition 7.10. The semigroup action problem in
M(q) has been reduced to the DLP in an extension field of Fq of
degree at most 2 when a trace condition is fulfilled. The reduction
used the theory of linear recurrence relation. When the trace con-
dition is not satisfied, the SAP is either easy to solve or presents
difficulties whose relation to the DLP in finite fields is unclear.
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Ján, 1996).

[20] Martin Gavalec. Computing orbit period in max-min algebra.
Discrete Appl. Math., 100(1-2):49–65, 2000.

[21] Martin Gavalec. Solvability and unique solvability of max-
min fuzzy equations. Fuzzy Sets and Systems, 124(3):385–393,
2001. Fuzzy logic (Palma, 1999/Liptovský Ján, 2000).
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